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This material may not be duplicated, published, or disclosed, in whole or in
part, without the prior written permission of Mastercard.
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registration status of Mastercard trademarks in the United States. Please
consult with the Global Customer Service team or the Mastercard Law
Department.
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trademarks of their respective owners.

Mastercard makes no representations or warranties of any kind, express or
implied, with respect to the contents of this document. Without limitation,
Mastercard specifically disclaims all representations and warranties with
respect to this document and any intellectual property rights subsisting
therein or any part thereof, including but not limited to any and all implied
warranties of title, non-infringement, or suitability for any purpose (whether
or not Mastercard has been advised, has reason to know, or is otherwise in
fact aware of any information) or achievement of any particular result.
Without limitation, Mastercard specifically disclaims all representations and
warranties that any practice or implementation of this document will not
infringe any third-party patents, copyrights, trade secrets or other rights.

A translation of any Mastercard manual, bulletin, release, or other
Mastercard document into a language other than English is intended solely
as a convenience to Mastercard customers. Mastercard provides any
translated document to its customers “AS IS” and makes no representations
or warranties of any kind with respect to the translated document, including,
but not limited to, its accuracy or reliability. In no event shall Mastercard be
liable for any damages resulting from reliance on any translated document.
The English version of any Mastercard document will take precedence over
any translated version in any legal proceeding.

Mastercard provides details about the standards used for this document—
including times expressed, language use, excerpted text, and contact
information—on the Publications Support page available on MasterCard
Connect®. Go to Support for centralized information.
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#A000# Using this Manual
#A100# Purpose

1.1 #A100# Purpose

The document CQM (Card Quality Management) Requirements provides the quality
management system requirements and the product requirements relevant for Vendors,
Vendor’s manufacturing Subcontractors, and personalization bureaus intending to pass
through CQM Assessment. In addition, it defines test methods to determine conformity
with some of the requirements defined in this document.

It consists of an introductory part, a part defining the quality management system
requirements and further parts defining product requirements and related test methods
for different products or groups of products.

To gain an initial understanding of CQM's structure and principles, the reader of this
document should start with 2.1 #B100# Introduction and then follow the links given
there, before studying the remainder of this document.

1.2 #A200# Scope

This manual covers the definition of quality management system requirements and
product requirements that are applicable to the design, development, production, and
personalization of cardholder devices subject to CQM Assessment.

1.3 #A300# Audience

This manual is intended for the Global Vendors, manufacturers and Personalizers that are
involved in the CQM Process. It could also be of interest to Mastercard personnel and
customer financial institutions.

© 2022 Mastercard. Proprietary. All rights reserved.
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#A000# Using this Manual
#A400# Referenced Publications

1.4 #A400# Referenced Publications

Provisions in this document may refer to other publications maintained by Mastercard or
other organizations.

These references are indicated by an acronym in the format: [Acronym].

The acronyms refer to the following documents:

Acronym Referenced Publication Version!
CQM Assessment Plan as available on Same as or.
. . later than this
[camAP] https://www.smart-consulting.com/card-quality- CcoMm
management .
Requirements
[EMV] the set of specifications for payment systems as
issued by EMVCo from time to time
[EMV1] EMVCo - Book 1 — Application Independent ICC to 4.4
Terminal Interface Requirements October 2022
[EMVK] EMVCo - Level 1 Specifications for Pa_ymen_t 1.0
Systems — EMV Contact Interface Specification October 2022
[EMVD] EMVCo - quk D-EMV Contgptle_ss 2.6
Communication Protocol Specification March 2016
[EMVL] EMVCo - Level 1 Specifications for Paymgnt _ 3.2
Systems — EMV Contactless Interface Specification July 2022
[CDS] Mastercard — Card Design Standards 21 Sggtzezm ber
[CPSP] M/Chip Card Personalization Standard Profiles 172'66u291USt
[159001] ISO 9001:2015 - Qualifcy management systems - 2015
Requirements
[157810] ISO/IEC 7810 - Identificafcio.n cards -- Physical 2019
characteristics
ISO/IEC 7811-1 - Identification cards -- Recording
[IS7811-1] technique -- Part 1: Embossing 2018
ISO/IEC 7811-6 Identification cards -- Recording
[1IS7811-6] technique -- Part 6: Magnetic stripe -- High 2018
coercivity
2011, 0r 7810
ISO/IEC 7816-1 - Identification cards -- Integrated once 7816-1
[1IS7816-1] circuit cards -- Part 1: Cards with contacts -- has been
Physical characteristics incorporated
into 7810

1 «version” in this table indicates the version of the referenced specification valid at the time this
version of the CQM Requirements was issued. If a newer version of the referenced specification
exists at the time the CQM Requirements are applied, the reader of this specification shall
research which provisions are applicable for the specific product.

© 2022 Mastercard. Proprietary. All rights reserved.
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#A000# Using this Manual
#A400# Referenced Publications

ISO/IEC 7816-2 - Identification cards -- Integrated
[1IS7816-2] circuit cards - Part 2: Cards with contacts -- 2007
Dimensions and location of the contacts
ISO/IEC 7816-3 - Identification cards -- Integrated
[1IS7816-3] circuit cards -- Part 3: Cards with contacts -- 2006
Electrical interface and transmission protocols
ISO/IEC 10373-1 - Identification cards -- Test
[1S10373-1] methods -- Part 1: General characteristics 2020
ISO/IEC 10373-2 - Identification cards -- Test
[1510373-2] methods -- Part 2: Cards with magnetic stripes 2015
ISO/IEC 10373-3 - Identification cards -- Test
[1IS10373-3] methods -- Part 3: Integrated circuit cards with 2018
contacts and related interface devices
ISO/IEC 10373-6 - Identification cards -- Test
[1510373-6] methods -- Part 6: Proximity cards 2020
ISO/IEC 14443-1 - Identification cards --
[1S14443-1] Contactless integrated circuit cards -- Proximity 2018
cards -- Part 1: Physical characteristics
ISO/IEC 14443-2 - Identification cards --

Contactless integrated circuit cards -- Proximity

[1S14443-2] cards -- Part 2: Radio frequency power and signal 2020
interface
ISO/IEC 14443-3 - Identification cards --
[1S14443-3] Contactless integrated circuit cards -- Proximity 2018

cards -- Part 3: Initialization and anticollision
ISO/IEC 14443-4 - Identification cards --

[1S14443-4] Contactless integrated circuit cards -- Proximity 2018

cards -- Part 4: Transmission protocol

Mastercard Hologram and Premium Brand Mark As pUb_“Shed
[MFS] e from time to
specifications time

The Mastercard Card Design Standards are available on www.Mastercardconnect.com.
It is the Vendor’s obligation to obtain current versions of the above documents.

Mastercard may replace the above documents with other documents at any point in time.
As such this list may not be current or exhaustive.

Where requirements in this document are more stringent than similar requirements
defined in other referred documents, for CQM certification conformity with the CQM
Requirement is required.

Where the above table of referenced documents contains specific versions or release
dates, later versions of the above documents may be applied, but older versions shall not.
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#A000# Using this Manual
#A500# Related Information

Mastercard reserves the right to release or apply new versions of the documents it
references in this manual. Vendors shall therefore check the latest documentation versions
for the impact of any amendments before starting the Vendor’s testing process.

! Note

1.5 #A500# Related Information

The following reference materials may be of use to readers:

Reference Materials

ISO 9000:2015 Quality management systems — Fundamentals and
Vocabulary

IATF 16949:2016 Automotive Quality Management System
Standard

CQM Process CQM Process description available on
https://www.smart-consulting.com/card-quality-
management/

ISO/IEC 17025 General requirements for the competence of

testing and calibration laboratories

1.6 #A600# Definitions

The following definitions are used in this manual:

Definition Description

The personalization of cardholder devices, the realization (development
and production) of non-personalized cardholder devices, the realization
of a Card Component.

Activity An activity is a Vendor process eligible for a CQM Label.
In some cases, Activities were previously referred to as ‘workshops’.

A CQM Label applies to an Activity, often related to a specific interface
technology (contact, contactless, dual interface)

Antenna Inlay - An Inlay containing an antenna, but no IC. Typically used

AlL to produce dICC.

A group of products made from the same components and materials,
Batch using the same equipment, processes and process parameters, during a
defined interval of time.

A unique identifier to distinguish one Batch of products from other

Batch Number Batches of products.

© 2022 Mastercard. Proprietary. All rights reserved.
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#A000# Using this Manual
#A600# Definitions

BSM

Biometric Sensor Module, an iaclCM containing a biometric sensor, such
as a Fingerprint Sensor, a Voice Sensor, or an Image Sensor

Card

A CHD with dimensions as defined in ISO/IEC 7810 “ID-1" format

Card Component

A part of the Cardholder Device for which the CQM scheme foresees a
CQM Label.

A Component is always related to a well-defined subset of the
Mastercard-specified requirements.

Card embossing

Personalization process that creates raised characters on a plastic card
body.

Card encoding

Process by which personalization data is written onto a magnetic stripe
residing on the card.

Card manufacturing

Card production process composed of one or more or the following:

« Pre-press (card design layout, printing films, and printing plates
generation)

» White plastic sheets printing
« Sheets assembly

« Sheets lamination

« Sheets cutting or punching

 Hologram and signature panel hot stamping

Card Manufacturing
Services

Card production process composed of one or more or the following:
« Chip embedding

» Card Manufacture

Card personalization

Personalization process for unembossed cards that writes data on the
card by a technology other than embossing such as laser engraving,
thermal transfer, or indent printing

Card Personalization
Services

The following services are included
« Card embossing

« Card encoding

« Card mailing

« Card personalization

«Chip personalization

CBC

Card Body Card, a CB that is not a component of an ICC, but to be
directly personalized and issued to the card holder.

CDS

Mastercard Card Design Standards

CEC Certificate

Certificate issued by Mastercard’s sustainable card certification scheme

CEC Scheme

Mastercard’s sustainable card certification scheme

© 2022 Mastercard. Proprietary. All rights reserved.
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#A000# Using this Manual
#A600# Definitions

Certified Vendor

An organization that has been approved by Mastercard to conduct a
certain activity in the card production chain. Vendors are certified for
Card Production Services of Mastercard, Maestro, or Cirrus Card
products.

Card fulfillment

Stand-alone service by which a newly issued or reissued card is
combined with additional materials resulting in a complete package
ready for distribution to the cardholder. A facility approved for
personalization services is also approved for card fulfillment as part of
its personalization activity.

Chip personalization

Process of “writing” data to the integrated circuit by means of electrical
or electromagnetic interaction between the chip and personalization
device. Chip personalization usually occurs subsequent to chip
embedding but may also occur prior to or during chip embedding.

Card Holder Device, a physical device intended to be provided by an
issuer to a cardholder, either as a card or as an alternative device
providing equivalent contactless functionality.

Within this document, the term CHD shall be understood to exclude

CHD mobile phones with payment functionality.
. . Process by which an integrated circuit is permanently attached to a

Chip embedding payment card to become an integral part of the card

CoC Certificate of Conformity

CQM Card Quality Management (Program).

cgmAP CQM Assessment Plan

CQM Assessment CQM Audit or remote CQM Remote Assessment
Microsoft Excel® file named "cgmAP ..." or "CQM Assessment Plan ...."
containing worksheets corresponding to CQM Products, and additional

CQM Assessment Plan worksheets used during the CQM Assessment process, also named
"cgmAP" in this document

CQM Audit On-site aut;ht of a Vendor's products and processes for compliance with
CQM Requirements
CQM Product that becomes part of another CQM Product during

CQM Component production, e.g. the IC becomes part of the ICM during the ICM

production process

CQM Documentation

The Documents and forms that the Vendor receives from Mastercard
CQM Operations when passing through the CQM Process. See 1.4
#A400# Referenced Publications for a link to CQM Documentation.

CQM Label

CQM Label granted after successfully passing the CQM Audit.

CQM Process

The Mastercard Card Quality Management (“CQM”) Validation Process.
See 1.4 #A400# Referenced Publications for a link to a description of
the CQM Process.

CQM Product

A product or service defined in section 2.4.4 #B430# CQM Products,
which has a corresponding CQM Label.

© 2022 Mastercard. Proprietary. All rights reserved.
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#A000# Using this Manual
#A600# Definitions

CQM Recognition

CQM Label granted for a maximum of 6 months following successful
demonstration of some level of conformity with the CQM Requirements
plus provision of a plan of how to achieve full compliance satisfactory to
the CQM Certification Body, plus proof of having arranged a CQM on-
site audit within 6 months. Grant of a CQM Recognition Label is done
upon sole discretion of the CQM Certification Body.

CQM Remote
Assessment

CQM Assessment conducted via Electronic Conferencing tools and
electronic information exchange, instead of an on-site CQM Audit

CQM Requirements

This document

CQM requirements

The requirements defined in this document

CQM Variant

product or process variant of a CQM product, represented by a defined
set of CQM requirements as defined in the cqmAP

Csl

Mastercard scheme to assess and manage the risk resulting from
innovative changes to the card construction, e.g. where the card
contains elements not covered by CQM, or where a change to the card
construction makes the resulting product not CQM conform, but such
deviation is wished by an issuer.

Data preparation

Stand-alone service by which issuer and cardholder data are processed
and configured for subsequent personalization by the issuer or different
certified vendor. A facility approved for personalization services is also
approved for data preparation as part of its personalization activity.

dicC

Dual Interface Integrated Circuit Card —an ICC with an additional
integrated antenna and contacts

diccp

Personalized dICC

DIL

An IL containing an IC, and both an antenna and ISO/IEC 7816-2
contacts. ADIL is both aKIL and a PIL.

fpBSM

Biometric Sensor Module containing a Fingerprint Sensor

GVCP

Mastercard’s Global Vendor Certification Program. GVCP is
complimentary to the CQM program and mandatory for all card
vendors performing the applicable activities in the card production
chain.

It manages site security compliance, by ensuring that vendors meet the
PCI Security Standards Council (PCI SSC) standards for secure
payment card production. (both the PCI Card Production Physical
Security Requirements and PCI Card Production Logical Security
Requirements)

IAC

InterActive Card, a card that supports direct interaction with the card
holder (not via a terminal or computer), such as cards containing a
display, an LED, push buttons, fingerprint sensors etc.

jaclL

InterActive Card InLay, an inlay containing the electronics of, and
intended to produce an IAC from. The typical difference between an IAC
and an iaclL being that the iaclL lacks the printed layers on the top and
bottom.

IACP

Personalized IAC

Integrated Circuit; unless stated explicitly otherwise, anICis an
integrated circuit containing a version of the MChip application.

© 2022 Mastercard. Proprietary. All rights reserved.
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#A000# Using this Manual
#A600# Definitions

ICC

Integrated Circuit Card — a plastic card containing an IC and contacts

ICCP

Personalized ICC

iclAC

An IAC produced without an iaclL, thus the manufacturing process
incorporating IC packaging process steps

iclL

An IL containing an antenna and an unpackaged IC that is connected to
the antenna

ICM

Integrated Circuit Card Module — one IC, typically the secure element,
packaged into a module, with contacts or connectors for an antenna or
both

iaclCM

Integrated Circuit Card Module containing additional functionality —an
ICM containing more components than just one secure element, e.g.
multiple IC, or an IC and additional discrete capacitors or resistors. An
iaclCM may have externmal contacts or connectors for an antenna or
both or neither.

ID-1

The prefix “ID-1" is used to indicate a cardholder product with the
standard card dimensions as defined in the ISO 7810 standard for the
“ID-1" format

An InLay, either an AIL, KIL, DIL, PIL, or

iicB

CB containing an AlL (Antenna Inlay), but no IC

ildicc

A dICC produced without an ICM, but by laminating an Inlay already
containing the IC, the contact plate, and the antenna between plastic
layers

ilAC

An IAC produced from an containing the ICs, thus the manufacturing
process not incorporating IC packaging process steps.

ilnce

An ICC produced without an ICM, but by laminating an Inlay already
containing the IC and the contact plate between plastic layers

ilpICC

A pICC produced without an ICM, but by laminating an Inlay already
containing the IC and the antenna between plastic layers

imBSM

Biometric Sensor Module containing an Image Sensor

Job

A group of products made using the same equipment, processes and
process parameters, during a defined interval of time, consisting of one
or multiple batches; typically used in Personalization to group multiple
batches of cards that will be personalized using the same equipment,
components and settings

Job Number

A unique identifier to distinguish one Job of products from other Jobs of
products.

KIL

An Inlay containing an ISO 7816-2 contact plate and an IC

Lot

A Batch or a Job

Lot Number

A unique identifier to distinguish one Lot of products from other Lots of
products

mdICC

A dICC produced using anilCB and an ICM

mICC

An ICC produced using a CB and an ICM

miL

An IL containing an antenna, and a packaged IC such as an ICM

© 2022 Mastercard. Proprietary. All rights reserved.
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#A000# Using this Manual
#A600# Definitions

mpICC A pICC produced using an iICB and an ICM

Mechanically Sensitive Area — term used in #8270#, see there for a
MSA . .

detailed definition.
P Personalization of a cardholder device

Partial manufacture

Facility that produces card components containing sensitive security
features or personalization data where the full card is subsequently
completed by a certified vendor.

Personalizer

The entity contracting with the issuer for the provision of
personalization services.

plCC Proximity ICC —a card containing an IC and an antenna, but no contacts

plCCP Personalized pICC

PIL Proximity Inlay — an inlay to produce cards, containing an antenna and a
proximity IC, typically used to produce pICC

. Stand-alone service whereby a PIN mailer is printed and mailed. A

PIN printing . N
facility approved for personalization

Process Set of activities converting inputs into an output
Change to a characteristic of a process that may change it

Process Change 9 st process y gerts

performance or output

Process Qualification

Verification that an implemented process complies with the underlying
Process Specification and produces the desired output

Process Specification

Documented characteristics of a process, including actions, parameters,
materials, process targets

Process Variant

Variant of a CQM Product, distinguished from other variants of that
same CQM Product by differing process flows, e.g. a Dual-interface IC
Card produced using an IC Module containing the IC, or one using an
Inlay containing the IC

Process Variants of CQM Products are detailed in section 3.2.2 #C220#
CQM Process Variants

Product

Result of combining and processing materials and components, having
certain characteristics, result of an Activity

Product Change

Change to a product’s materials, components, or the processes used to
create the product, that may result in changing the Product’s
conformity to its Product Specification.

Product Family

Group of different Products sharing a significant part of their
characteristics and components

Product Qualification

Verification that an actual product complies with a Product
Specification

Product Specification Documented characteristics of a Product
Variant of a CQM Product, distinguished from other variants of that
CQM Product by technical differences such as a different combination
Product Variant of interfaces,, e.g. if an IC has a contact or a contactless interface

Product Variants of CQM Products are detailed in section 3.2.3 #C230#
CQM Product Variants
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December 2022 1 CQM Requirements — Version 2.22 (11 009) 15



#A000# Using this Manual

#A700# Requirement, Recommendation, Permission — Shall, Should, May

Design & Development Validation. The word Qualification is used in
CQM Documentation to indicate that:

Qualification Validation is versus Mastercard-specified requirements
Validation is done via tests on representative test vehicles
Rms Root mean square
Number of samples to be tested, the unit being the CQM Product, e.g.
Sample size the IC (and not the wafer), the ICM (and not the roll or a single wire
bond), the CB (and not the lamination sheet) etc.
Change of process or process parameters, or restarting after a stand-
Set-up still or a maintenance operation, may encompass multiple batches of
identical products
SFD Switching Field by Derivative, see ISO/IEC 7811-6 for details
sIAC IAC with a display (s=screen)
Site A physical location.

Specialized Card
Production Services

The following services are included
« Card fulfillment

« Data preparation

« Disaster recovery

« Mobile provisioning

« Partial manufacture

« PIN printing

Subcontractor Entity delivering Cards or Card Components (CQM Products) to the
Vendor.

. Provider of a certified device/add-on such as a hologram, PBM, or

Supplier .
signature panel

vcBSM Biometric Sensor Module containing a Voice Sensor

Vendor A Card Vendor, Card Personalizer or a Subcontractor to the Card

Vendor.

Vendor card
production activities

 Card Manufacturing Services

« Card Personalization Services

1.7 #A700# Requirement, Recommendation, Permission — Shall, Should, May

This document follows the ISO/IEC Directives Part 2 with respect to the use of auxiliary
verbs to identify the type of a provision in this document, as outlined in the following

table:

© 2022 Mastercard. Proprietary. All rights reserved.
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#A000# Using this Manual
#AB800# Revisions

Type of Provision

Auxiliary Verb

Description

Requirement Shall expression conveying criteria to be fulfilled and
Shall not from which no deviation is permitted if
compliance is to be claimed
Recommendation Should expression conveying a suggested possible
Should not choice or course of action deemed to be
particularly suitable without necessarily
mentioning or excluding others
Permission May expression conveying consent or liberty (or
Need not opportunity) to do something
Possibility Can expression conveying expected or conceivable
Cannot material, physical or causal outcome
Capability Can expression conveying the ability, fitness, or
Cannot quality necessary to do or achieve a specified
thing
External constraint Must constraint or obligation on the user of the

document, typically due to one or more legal
requirements, laws of nature, or rules defined
outside of this document, that is not stated as
a provision of the standard

1.8 #A800# Revisions

Mastercard reserves the right to:

A Change the CQM Requirements and its associated products, services and

requirements including CQM Labels.

A Stop the CQM Requirements including the withdrawal of all CQM Labels.

When there is a change to the CQM Requirements and the related requirements,

Mastercard will:

1. Issue a new version of the CQM Requirements documentation.

2. Inform the registered CQM Vendors’ Primary Contacts of the availability of a new
revision, typically via e-mail

3. Fix the activation date for the new CQM Requirements.

4. Fix the deactivation date for the old CQM Requirements.

Depending on the scope of changes, Mastercard will decide when to accept the CQM
Label requests based on either the new or the old CQM Requirements.
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#A000# Using this Manual
#A900# Revision Overview

Note

It is the Vendor’s obligation to verify at relevant points in time the current version of the
CQM Requirements and CQM Assessment Plans. Relevant points in time include
sufficiently prior to relevant assessments, such as Vendor’s self-assessment, product and
component qualification, and CQM Audits, as well as reasonably ‘from time to time’.

The CQM Requirements and the CQM Assessment Plans in their current version are
published via the following website:

https://www.smart-consulting.com/card-quality-management/
It is also the Vendor’s obligation to ensure CQM Operations and the relevant CQM

Auditor(s) are always informed about who is the Vendor’s Primary Contact towards the
CQM entities and what is the Primary Contact’s e-mail and phone number.

1.9 #A900# Revision Overview

Version Date Published Author

15 2001 Uwe Trliggelmann
19D February 2004 Bruno Beyls

2.02 February 2013 Uwe Trliggelmann
2.03 May 2013 Uwe Trliggelmann
2.15 June 2015 Uwe Trliggelmann
2.16 July 2016 Uwe Trliggelmann
217 February 2018 Uwe Trliggelmann
2.18 December 2018 Uwe Trliggelmann
2.19 January 2020 Uwe Trliggelmann
2.19.1 May 2020 Uwe Trliggelmann
2.22 November 2022 Uwe Trliggelmann

1.10 #AA00# Main Changes in Revision 2.19

This revision of the CQM Requirements introduces the following main changes:
A Various clarifications in the QMS sections

A #3100#: Cards made of materials other than newly produced PVC, and cards with an
associated environmental claim — Requirement to maintain a valid CSI Letter
amended with provisions regarding environmental claims.#3200#: CB, ICC, and IAC —
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A

Requirement to maintain a valid Mastercard Card Vendor Conformity Statement
("CVCS™) introduced

For logo color measurement standard method is now CIEDE2000

Major revision of #3036#: Hologram (including PBM), and the related test method, to
align with Mastercard hologram supplier specification

Revised provisions related to non-standard cards and CSI, e.g. #3100# Cards made of
materials other than newly produced PVC — Requirement to maintain a valid CSI
Letter, and equivalent for IAC added as #3110#

Fully described the antenna current alternative in #3064+#: Reading Distance , and
other improvements to the text

Simplifications for monitoring during Personalization

Product structure revised, and IAC now both separate products, and each have own
worksheet in cqmAP.

Revised requirements for Inlay for Interactive Cards (*”) and Interactive Cards (“IAC”).

For detall lists of the changes from the two previous version see the tables in section 17.

For a detail list of the changes for each requirement and test method see the header
table at the beginning of each requirement or test method section.

1.11 #AA01# Main Changes in Revision 2.19.1

This revision of the CQM Requirements introduces the following main changes:

A

Major rewrite of section 2.4 #B400# CQM Products and CQM Labels, and Modular
Certification

Major rewrite of section 3.2 #C200# Determining the applicable CQM Products
Changes to the naming and structure of products, including their variants

Minor corrections.

1.12 #AA02# Main Changes in Revision 2.22

Adjustments to latest revisions of ISO/IEC 7810 and 10373-1.

Full alignment of magnetic stripe requirements to ISO/IEC 7811-6.

Expanding IAC requirements to accommodate fingerprint cards better.

Clarifications and details to better handle subcontracting versus procuring from CQM
certified suppliers, which has become more relevant with the more complex IAC supply
chains.
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1.13 #AB0O0# Support

Please address your COM queries to:

Support Area E-mail
CQM Operations cgm@smart-consulting.com

Mastercard CQM Support  cqgm_support@Mastercard.com

CQM Requirements cgm_support@Mastercard.com
Maintenance with copy to:

Other relevant Mastercard contacts for Card Vendors:

Support Area E-mail

Card Body Innovation — CSI  CSI_Security@Mastercard.com

Card Design card_design@mastercard.com

Mastercard Branding ask_brand_manager@Mastercard.com
Requirements

Cardholder Device Testing  Chip_Certification_chd@Mastercard.com
and Approvals

Cardholder Device Support  Chip_Certification_Support@Mastercard.com

Hologram or Holomag® Holograms@Mastercard.com
ordering

Logical and Physical GVCP_Helpdesk@Mastercard.com
Security Certification of

vendors

1.14 #ACO0# Additional Requirements

This document does not specify all requirements for card products and their components
and their manufacturing.

Mastercard specifies requirements for functional (e.g. related to the functionality of the
chip or the magnetic stripe) and visual characteristics additional to the requirements
specified in this document. Please consult the applicable Mastercard documentation to
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understand these functional requirements and the related conformity assessment
processes.
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#B00O# Introduction and Principles

2 #BO0OO0O# Introduction and Principles

This chapter provides an introduction to the CQM Requirements, defines some
principles and provides some guidance about how to implement the CQM

Requirements.
21 HBLOOH INTrOAUCTION. ... 25
2.2 #B200# Mastercard Card Approval Programs and Dependencies ............c..c....... 25
221 #B210# Non-standard card materials, environmental claims, and CSI........ 25
2.2.2  #B220# InterActive Cards (“IACs”), including cards with integrated biometric
SENSOIS, AN CSl ... 26
23 #B300# VErsions & REVISIONS ...ttt 27
2.4 #B400# CQM Products and CQM Labels, and Modular Certification................... 27
241  HBALOH INTrOAUCTION .....cocviiieieieiicicicice et 27
242 #B410# Modular Certification — INtroduction............cccooeerrnnnnnnnnnnnin, 28
2.4.3  #B420# Modular Certification — CQM Label Strategy.........ccccoerreierrnenenn. 29
244  HBA30#H COM ProUUCTS.......coocuieiiriricieisn et 30
245  #HBAA0H CQM LADEIS ... 31
2.4.6  #B450# Supply Chain Configurations............ccooveiriieiiniieieeese e 32
25 #B600# Generating Guidelines for the Personalizer ..., 35
2.6 #B700# Implementation GUIdANCE..........c.coeeieiiicine e 35
2.6.1 #B710# Product Identification and Definition...........c.cccoevrnnrnnnnnncene 35
2.6.2  #B720# Quality CONtrol MEASUIES........cccciuiueiiiierieieneeice s 38
2.6.3  #B730# QUAlIfICAtiON ..........cceiviiiiiicc e 39
2.7 #B800# Requirement and Test Method Tags .......ccccorrrerererieieie e 40
271 HBBLOH QUICKTAG ..evveueereririeieieirireseiei sttt 41
2.8 #B900# Requirement SECHION STIUCTUIE.........cccooiuiiriieere e 41
2.9 #BAOO# CQM ASSESSMENT PIANS .......voiiiicicccce s 43
210  #BBOO# Interpretation of TEST RESUILS ...t e 43
2.10.1 #BB10# Rounding of Measurement RESUILS...........ccccevreerennnccnninienene 43
2.10.2 #BB20# Consideration of Measurement Uncertainty..........c.c.cccooeonennes 44
211  #BCOO# Concepts to reduce testing effort.........ccooeviinciiinci e 44
2111 #BC10# Sampling Frequency “Set-UpP” ... 44
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2112 #BC20# Product Family ... 45
212  #BDO0O0# Verbal forms for expressions of proviSions...........cccoeeenrncienenneenenennns 46
2121 BD10 REQUIFEMENT .......ecuiiiiciitieietee ettt e 46
2122 BD20 ReCOMMENTALION........cooviiiririissrss s 47
2123 BD30 PEIMISSION........cviiieririsisissss s 47
2124 BD30 Possibility and capability ... 47

2.13  #BEOO# Verification of contactless functionality after mechanical
personalization — relationship of CQM requIremMEeNTS ..........ccoeirrieiinisieienrsee e 47
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2.1 #B100# Introduction

The Mastercard CQM Program is implemented through an assessment process, the
Mastercard CQM Assessment Process.

The CQM Assessment Process determines conformity of a Vendor’s products and
processes with a set of requirements.

Subject to certain conditions, vendors receive a “CQM Label” as a confirmation that the
vendor has successfully passed CQM Assessment for a specific CQM Product.

This document defines the requirements a Vendor must comply with to successfully
undergo CQM Assessment.

To gain understanding into the modular product and certification structure of CQM, the
reader of this document is advised to initially study the following two sections and their
sub-sections, before reading through the remainder of this document:

A 2.4#B400# CQM Products and CQM Labels, and Modular Certification
A 3.2 #C200# Determining the applicable CQM Products

2.2 #B200# Mastercard Card Approval Programs and Dependencies

Mastercard’s Approval programs and processes are described in the Card Approval Guide
for Vendor published on the Mastercardconnect website in the Chip and Chip Related
Publications page.

2.2.1 #B210# Non-standard card materials, environmental claims, and CSI

CQM applies independent of the materials a card is made of, but a significant percentage
of non-standard material in a card, card constructions containing specific components,
and any card construction not fully compliant with all applicable CQM requirements
requires the involvement of Mastercard’s CSI program.

See #3100#: Cards made of materials other than newly produced PVC, and cards with an
associated environmental claim — Requirement to maintain a valid CSI Letter for what
constitutes ‘non-standard materials’ and ‘significant percentage’ in the sense of this
clause.

A Vendor intending to market and supply cards (CB, ICC, etc) made with significant
amounts of non-standard materials shall:
A fully test the cards in accordance with the applicable CQM requirements,

A complete a CQM Assessment Plan (“cqmAP”) dedicated to this specific card product
to document the card’s performance in the relevant CQM tests and the Vendor’s
quality control measures for producing this card,
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Note

A submit the cqmAP to Mastercard CSI together with the required forms and request a
CSlI Letter for a card made from non-standard materials.

Non-ISO or non-PVC Cards, non—ID1 form factors, innovative card bodies (like holofoil,
metal) and interactive or innovative products embedding new technology that do not fully
comply with applicable CQM requirements are subject to the CSI review process. Card
Vendors should contact CSI_Security@mastercard.com to demonstrate that their products
are durable, secured and interoperable.

The vendor shall comply with #3100#: Cards made of materials other than newly
produced PVC, and cards with an associated environmental claim — Requirement to
maintain a valid CSI Letter for cards:

A containing a significant percentage of non-standard materials, and/or
A not complying with all applicable CQM requirements, and/or

A Cards containing a holofoil or other continuous metallic layer

2.2.2 #B220+# InterActive Cards (“IACs”), including cards with integrated biometric
sensors, and CSI

Note

CQM applies also to advanced card products, referred to as InterActive Cards (“IACs”),
but such card products usually require the involvement of Mastercard’s CSI program. IACs
include any card product in the ISO/IEC 7810 ID-1 format or the ISO/IEC 18328-2 ID-T
format containing a biometric sensor.

A Vendor intending to market and supply IACs shall:
A fully test the cards in accordance with the applicable CQM requirements,

A complete a CQM Assessment Plan (“cqmAP”) dedicated to this specific card product
to document the card’s performance in the relevant CQM tests and the Vendor’s
quality control measures for producing this card,

A submit the cqmAP to Mastercard CSI together with the required forms and request a
CSl Letter for an IAC.

Non-ISO or non-PVC Cards, non—ID1 form factors, innovative card bodies (like holofoil,
metal) and interactive or innovative products embedding new technology that do not fully
comply with applicable CQM requirements are subject to the CSI review process. Card
Vendors should contact CSI_Security@mastercard.com to demonstrate that their products
are durable, secured and interoperable.

The vendor shall comply with #3100#: Cards made of materials other than newly
produced PVC, and cards with an associated environmental claim — Requirement to
maintain a valid CSI Letter for InterActive Cards (including cards containing biometric
SEensors).
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2.3 #B300# Versions & Revisions

This document and the corresponding assessment plan are revised on a regular basis.

The result of a revision with added, removed or technically modified requirements is a new
“Version”

To distinguish different Versions, a version counter is used in the format “MM.mm”, where:
MM is the Major Version counter, single or two digits

f  mmiis the Minor Version counter, single or two digits

Occasionally, to indicate a revision of a version following shortly after a version was
published, another digit might be appended, separated from the Minor Version counter by
adot,e.g. 2.19.1.

With the change from version V2.2 to V2.03, the Minor Version counter was changed
from one digit to two digits.

A Major Version is issued when there are substantial changes to the CQM Requirements,
e.g. a new product is added, an existing product is removed, or a substantial number of
requirements have been added, removed or modified.

A minor version is issued when there are small changes to the CQM Requirements, e.g. a
few requirements have been added, removed or modified, such as would occur to adjust
to a revision of one of the ISO/IEC standards.

2.4 #B400# CQM Products and CQM Labels, and Modular Certification

2.4.1 #B410# Introduction

CQM assesses a vendor’s ability to design, qualify, and produce a specific “CQM Product”
in a specific production site.

The extent of the vendor’s ability is determined through a formalized way of assessing the
vendor’s conformity to a set of “CQM requirements” relevant to each CQM Product. The
way of assessing the vendor’s conformity is in this document referred to as “CQM
Assessment”.

If a vendor successfully demonstrates a specific site’s conformity to design, qualify, and
produce a specific CQM Product in conformity with the applicable CQM requirements, the
vendor receives for that specific combination of site and CQM Product a “CQM Label”. All
valid CQM Labels a Vendor has received are listed together in a document called “CQM
Certificate”.

CQM requirements are defined in this document, beginning with section 4 Quality
Management System Requirements, subsequently referred to as “CQM Requirements” or
“CQMR”. A corresponding document called “CQM Assessment Plan”, in this document
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often referred to as “cqmAP”, defines which CQM requirements are applicable to specific
CQM Products and their variants.

The different CQM Products are defined in section 2.4.4 #B430# CQM Products.

CQM Products exist in different variants, called CQM Variants. These CQM Variants are
not fully considered at the level of CQM Labels, but at the level of CQM Assessment and
are defined in section 3.2 #C200# Determining the applicable CQM Products.

The relation between CQM Labels and CQM Products and CQM Variants is defined in
section 3.2.4 #C240# CQM Labels versus CQM Variants.

If a vendor has received a CQM Certificate including a specific site, then the site is
considered in this document as “CQM certified” for the CQM Product corresponding to
that CQM Label.

If a product is produced by a site that has received a CQM Label for the corresponding
CQM Product, then the product is considered in this document as “CQM compliant”.

2.4.2 #B410# Modular Certification — Introduction

CQM is a modular certification system. For example, a specific IC production site can be
CQM certified once and receive its CQM Label independently from a specific card vendor’s
supply chain. Then ICs produced in that production site, and embedded in cards by any
CQM certified card vendor may be assumed CQM compliant, independent of the card
vendor’s supply chain, and independent of the specific card vendor’s card construction.

CQM allows flexibility in the certification approach. A specific IC production site for
example can be CQM certified as part of a specific card vendor’s supply chain, or
independent of a specific card vendor’s supply chain.

If the IC production is CQM assessed independently from a specific card vendor’s supply
chain, and it is the IC Vendor applying for CQM Assessment and CQM Certification, then
the IC Vendor will receive the CQM Label for IC production. ICs from that production may
then be assumed CQM compliant for every card vendor obtaining the IC directly or
indirectly (that is via another vendor) from this IC vendor.

If, on the other hand, the IC is CQM assessed as part of a specific card vendor’s supply
chain, and it is the card vendor applying for CQM Assessment and CQM Certification of
the IC production, then the card vendor will receive the CQM Label for IC production in
this site. ICs from that production may then be assumed CQM compliant only for the ICs
the card vendor has produced in that IC production site. ICs from that production may
then be assumed CQM compliant when it is contained in the card vendor’s card
constructions, and in card constructions made by other card vendors who have obtained
the IC from the card vendor. But the CQM Label for the IC is not valid for card
constructions of other vendors who obtain the IC directly from the IC Vendor.

Section 2.4.3 #B420# Modular Certification —- CQM Label Strategy provides some
guidance for vendors which approach to choose with respect to Modular Certification.
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2.4.3 #B420# Modular Certification — CQM Label Strategy

As indicated in section 2.4.2 #B410# Modular Certification — Introduction , CQM permits
two different approaches for the Vendor of a CQM Product to ensure the required use of
CQM certified components:

A The producer of the component applies for and obtains the required CQM Label for
the component, or

A The Vendor of the CQM Product incorporating a component applies for and obtains
the required CQM Label for the component.

To decide which of the two approaches:
A CQM Label applied for and obtained by the producer of the component, or

A CQM Label applied for and obtained by another entity, e.g. the card vendor procuring
the component,

is better suited for a CQM vendor’s situation depends on the following considerations:

Reasons for a component producer to obtain CQM labels for a CQM product themselves:
A the component producer intends to market the component to multiple CQM vendors
A the component producer develops and qualifies the product

A the component producer has defined the QCP

A the component producer produces the CQM product

A

the component producer considers the product their intellectual property

Reasons for the component producer to not obtain CQM labels themselves:
A the component producer produces the component for a single CQM Vendor,

A the component’s design and qualification is outside of the component producer’s
control,

A the Quality Control Plan (“QCP”) the component producer follows is not primarily
developed and maintained by the component producer but by the component
producer’s customer,

A the component producer acts as a subcontractor, meaning the component producer
is paid for providing production services and not for providing the component.

If the majority of reasons supports the producer obtaining the CQM Labels themselves,
then this is the highly recommended approach.

If the majority of reasons does not support the producer obtaining the CQM Label
themselves, then CQM recommends that the producer und the purchaser agree on who
obtains the CQM Label for the component.

Examples:
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A Aninlay manufacturer begins manufacturing antenna inlays for the production of
dual interface cards in the banking card market. The inlay manufacturer should obtain
the CQM Label for their inlay production.

A AnIC packaging company is requested by a card producer to produce a special IC
package (an “ICM”) developed by the card producer to protect an IC embedded into
an Interactive Card. The IC packaging company has no intention to market additional
products in the banking card market, and the special package is developed and
qualified by the card producer. The card producer should obtain the CQM Label for IC
packaging.

2.4.4 #B430# CQM Products

CQM Products are card products and card components that have a corresponding CQM
Label and are defined through a set of requirements in the CQM Assessment Plan.

The following CQM Products are defined:

Acronym | Description

Integrated Circuit — a set of electronic circuits on one small flat piece of
semiconductor

IC Module — a protective package containing at least one IC, and optionally contacts
and other passive electronic components

An ICM for the purpose of producing IAC, containing either elements providing
payment functionality (such as the secure element), or elements providing
additional functionality (such as biometric sensors). To turn an ICM into aniacICM, it
must contain either additional connections to components inside the card beyond
the antenna connections, or at least one additional component inside such as a
resistor or capacitor besides the IC providing the payment functionality.

Biometric Sensor Module — an iaclCM containing a biometric sensor, such as a
fingerprint sensor, a voice sensor, or an image sensor.

Inlay — a layer of non-conductive material containing optionally active (e.g. an IC)
and passive (e.g. a piece of wire) electronic components

CB Card Body —a card without an IC

ICC Integrated Circuit Card, also called IC Card — a card containing at least one IC

Personalization — the activity of encoding cardholder related information onto and
into a card

IC

ICM

iaclCM

BSM

InterActive Card inlay — a layer of non-conductive material containing optionally
active (e.g. an IC) and passive (e.g. a piece of wire or a resistor) electronic
components, for the purpose of producing IAC from it.

iaclL typically consist of a layer of plastic material containing conductive paths to
interconnect components in an IAC, and optionally such components like ICs,
biometric sensors, displays.

iaclL
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Acronym | Description

IAC

InterActive Card — a card containing besides basic payment functionality additional
functionality and related components, e.g. a display to show dynamic CVC2, or a
biometric sensor for cardholder identification.

The IAC typically consists of one of the following constructions:

an iaclL containing the interconnecting system between the components,
brought through void filling and artwork adding processes into the shape
of an ID-1 card, and then the main functionality is added through
embedding iaclCM and BSM into the card;

an iaclL containing a PCB with electronic components, brought through
void filling and artwork adding processes into the shape of an ID-1 card;
or the interim stage of iaclL is skipped and all components are integrated
into an ID-1 card in a single production process.

CQM Products usually have variants, due to functional differences (e.g. contact,
contactless interface), and due to differences in the production process and the supply
chain, e.g. producing an IC Card from a card body and an IC Module (“mICC”), or
producing the IC Card from an inlay already containing the IC (“illCC").

An actual physical card product can be, and often is, a combination of variants. For
example, a dual interface IC Card produced from a card body (“CB”) containing an

antenna inlay (“alL”), and an IC Module (“ICM”) containing the IC is a combination of the

following CQM Variants:
A akICC, an ICC with an ISO/IEC 7816-2 based contact interface

A aplCC, an ICC with an ISO/IEC 14443 based contactless interface

A amiCC, an ICC produced using an ICM containing the IC

CQM Variants are defined in section 3.2 #C200# Determining the applicable CQM
Products , subsections:

1 3.2.2#C220# CQM Process Variants

1 3.2.3#C230# CQM Product Variants

2.4.5 #B440# CQM Labels

CQM Labels are based on CQM Products with some variants of the CQM Products,
usually only interface variants are considered for the labels.

The following CQM Labels are defined:

CQM Product

CQM Label

IC

kIC with contact interface
dIC — IC with dual interface, kIC+pIC

ICM

kICM —ICM with contact interface
dICM — ICM with dual interface, KICM+pICM
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ICM containing additional components, e.g.

iaclCM discrete capacitors or resistors, or multiple
IC.
IL IL
CB CB

kICC —ICC with contact interface
dICC — ICC with dual interface, KICC+pICC
mICC —ICC from ICM containing the IC
iICC —ICC from IL containing the IC
P P — Personalization

iaclCM — iacICM without contact or
contactless interface
kiaclCM —iacICM with contact interface
diaclCM — iacICM with dual interface
Biometric Sensor Module, a module similar
to an ICM or an iaclCM, containing a
biometric sensor such as a fingerprint
Sensor, a voice Sensor, or an image sensor
iaclL —iaclL without contact or contactless
interface
kiaclL —iaclL with contact interface

diaclL —iaclL with dual interface
kIAC —IAC with contact interface
dIAC —iaclL with dual interface

ICC

iaclCM

BSM

jaclL

IAC

For the relation between CQM Labels and CQM Product Variants see section 3.2.4
#C240# CQM Labels versus CQM Variants.

2.4.6 #B450# Supply Chain Configurations

To receive CQM labels for certain CQM products the vendor must demonstrate that
certain components the vendor uses to produce the CQM Product are CQM certified.

This section defines which components must be CQM certified so that the vendor may
receive CQM labels for a specific CQM Product containing those components. To receive a
CQM Label for a CQM Product the vendor of the CQM Product must demonstrate that
the components shown in the diagrams below immediately to the left of the CQM
Product to be certified have been CQM certified.

Each assumed Process Configuration is represented below by a diagram.

The Process Configurations introduced in this section are grouped into two sub-sections:
A 2.4.6.1 Process Configurations for ‘Standard’ single IC payment cards (“ICC™) , and
A 2.4.6.2 Process Configurations for InterActive Cards (“IAC”).
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Also see section 3.2.4 #C240# CQM Labels versus CQM Variants for the defined CQM
Labels and related CQM Variants.

2.4.6.1 Process Configurations for ‘Standard’ single IC payment cards (“ICC")

l Note The names of CQM Products defined in 2.4.4 #B430# CQM Products might in the charts

- below be preceded by one or two lower case letters to specify process variants specific to
the Process Configuration. These process variants are explained in section 3.2.2 #C220#
CQM Process Variants.

2.4.6.1.1 Produced using CB, and ICM containing the IC:

Integrated Circuit (*IC") IC Module (“ICM")
ICM based ICC (‘mICC”) Perso
Antenna Inlay (“alL”) Card Body (“CB")
2.4.6.1.2 Produced using an IL containing the IC:
Integrated Circut (‘IC”) IC based Inlay (‘clL") '”'aﬁfggf,’) I Perso
l Note In this scenario the ICC Process includes the applicable process steps normally assigned to

CB, especially Printing the Mastercard logo and applying the magnetic stripe.

2.4.6.1.3 Produced using an IL containing an ICM containing the IC:

Integrated Circuit IC Module ICM based Inlay Inlay based ICC By
(“1c”) (“1C™m”) (‘mIL") (‘inee?)

l Note In this scenario the ICC Process includes the applicable process steps normally assigned to
CB, especially Printing the Mastercard logo and applying the magnetic stripe.

2.4.6.2 Process Configurations for InterActive Cards (“IAC”)

2.4.6.2.1 IAC produced without an Interactive Card Inlay:

Integrated Circuit(s) (“IC”) IC based IAC (“iclAC”) Perso

l Note In this scenario the IAC Process includes the applicable process steps normally assigned to
ICM, including die/wire/flip-chip bonding, and CB, including printing the Mastercard logo,
and applying the magnetic stripe.
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2.4.6.3 1AC produced with an Interactive Card Inlay, where the IC are directly contained in
the IL, without interim packaging into an ICM:

Integrated Circuit(s) IC based IAC Inlay Inlay based IAC p
(“1c”) (“iciacIL”) (“iAC”) S
l Note In this scenario the Process includes die/wire/flip-chip bonding; and the IAC Process includes
the applicable process steps normally assigned to CB, including printing the Mastercard logo,

and applying the magnetic stripe.

2.4.6.3.1 IAC produced with an Interactive Card Inlay, where the ICs are contained in an
ICM:

IC Module containing
IC(s), additional
components or

connections (“iaclCM”

Integrated Circuit(s) (“IC")

ICM based IAC (‘mIAC”) Perso

(Passive) IAC Inlay (‘iacL”) 'AC(,,gigBEf;’dy

l Note In this scenario the iaclCM Process includes the process die/wire/flip-chip bonding; and the
IAC Process includes the applicable process steps normally assigned to CB, including printing
the Mastercard logo, and applying the magnetic stripe.

2.4.6.3.2 IAC produced using a passive Interactive Card Inlay an ICM containing the secure
element (and optionally additional components or connections), and another ICM
containing a biometric sensor:

IC Module containing
IC(s), additional
components or

connections (“iaclCM’

Integrated Circuit(s) (“IC”)

Biometric Sensor
e Module containing - 5
Integrated Circuit(s) (“IC”) Biometric Sensor ICM based IAC (‘mIAC”) Perso
(‘BSM)
2 i IAC Card Body
(Passive) IAC Inlay (“iaclL”) (‘iacCB’)

l Note In this scenario both the iaclCM Process and the BSM Process include the process
die/wire/flip-chip bonding; and the IAC Process includes the applicable process steps
normally assigned to CB, including printing the Mastercard logo, and applying the magnetic
stripe.
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2.5 #B600# Generating Guidelines for the Personalizer

Vendors supplying a CQM Product? to a Personalizer, who is an issuer or a contractor to
the issuer, shall provide this Personalizer with Personalization Guidelines.

These Personalization Guidelines shall define a process for personalizing the functionality
of the contact and contactless interface. Personalization Guidelines for every non-
personalized CHD shall be developed and documented.

The Personalization Guidelines are an integral part of the CQM Product, and they shall be
provided to the Personalizer, along with the product.

2.6 #B700# Implementation Guidance

The following sections provide additional explanations to the implementation of and
requirements resulting from the quality management requirements defined in chapter 4
Quality Management System Requirements.

2.6.1 #B710# Product Identification and Definition

2.6.1.1 #B711# Introduction

Section 2.4.1 #B410# Introduction defines that CQM assesses and certifies a vendor’s
ability to produce a specific CQM Product in a specific site.

To achieve CQM Certification, a vendor must determine first the applicable CQM
Products from the list defined in section 2.4.4 #B430# CQM Products , and then the
applicable Process Variants defined from those defined in section 3.2.2 #C220# CQM
Process Variants and the applicable Product Variants from those defined in section 3.2.3
#C230# CQM Product Variants.

The vendor defines the CQM Products and Process and Product Variants to be covered by
the CQM Assessment and the CQM Labels in the CQM Assessment Plan (“cgmAP”) in the
worksheet “Audit Scope & Compliance”.

To qualify for obtaining the CQM Label for a specific CQM Product, the vendor must
demonstrate that the site producing the CQM Product complies with:

A The applicable QMS Requirements defined in section 4 Quality Management System
Requirements and listed in the worksheets “QMS - ...” in the cqmAP, either in the
configuration applicable to vendors maintaining an ISO 9001 certificate, or in the
configuration applicable to those not maintaining an ISO 9001 certificate, and

A The applicable Product Requirements defined in sections 5 IC Requirements -
Requirements applicable to the component IC to 14 Personalization — ID-1 Product

2 The term Product here refers to every non-personalized Cardholder Device ("CHD")
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Requirements, as listed in the cqmAP worksheets corresponding to the CQM Product
Names.

One of the main objectives the vendor must achieve on their way to CQM conformity is a
specification of the product(s) the vendor wants to produce under the CQM Label(s).

A specification of a product defines all the characteristics the produced product must
fulfil. The specification of a product must ensure that any product in the site can be easily
identified and that its characteristics are well defined.

A product supplied is typically defined through two sets of information:
A Product specific information, which is typically independent of individual orders, and
A Order specific information, which is typically dependent on details of individual orders

for customizing a product for a client.

The order independent information defining the product to be delivered by the Vendor is
subsequently referred to as the “Product Specification”, the order dependent information
defining the remaining information to fully specify the product to be delivered is
subsequently referred to as the “Order Specification”.

Examples of information typically in a Product Specification for example are:

A CPU and memory configuration of an IC

A Encapsulation material, wire thickness, bond diagram for an ICM
A Type and thickness of core and overlay material for a CB

A Type of IC, ICM and antenna layout for a dICC

A CBandICM foranICC

A

ICC for an ICCP

Examples of information typically in an Order Specification are:

A Artwork to be printed for a CB

The definition of the product’s characteristics shall address all relevant requirements
defined in this document.

Itis up to the Vendor to decide which part of these definitions are defined in an order
independent Product Specification and which in an Order Specification, albeit CQM places
a clear preference on standardized products and thus a maximization of the information
contained in the Product Specification. Anyhow, CQM acknowledges that defining all
information relating to a product to be delivered in a Product Specification might be
impractical, e.g. the printed artwork of a card to be delivered. If the Vendor choses to not
completely define the product to be delivered in a Product Specification, the remnant of
the mandatory definitions not addressed in the Product Specification shall be addressed
in the Order Specification.
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2.6.1.2 #B712# Product Specification

Note

For the purpose of this document, the “Product Specification” is the entirety of
information defining the product independent of an individual order. The structure of the
Product Specification is up to the Vendor to define. The Product Specification may for
example be a table simply listing requirements, a single document defining the product, a
set of documents, or a set of records in a database.

Chapter 3 “#C000# Determine the Applicable Requirements ” provides guidance, which
CQM Requirements, both Quality Management System Requirement and Product
Requirements are applicable for a specific Vendor and product. Conformity to these
requirements shall be part of the Vendor’s Product Specification.

The Vendor shall assign the Product Specification a unique identifier and this identifier
shall be traceable to every product the Vendor supplies as covered by a CQM Label.

If the Product Specification is intended to define a CHD or other product covered by a
CQM Label, it shall clearly reference the CQM Product the CQM Label is intended to cover.

The Product Specification shall clearly identify the state of qualification/approval of the
product/CHD it defines.

The Product Specification shall define or reference all requirements applicable to the
product/CHD that are not defined in the Order Specification.

CQM recommends that the Vendor maximizes the information covered by the Product
Specification and keeps the information covered by the Order Specification to a
minimum.

The scope of the Product Specification shall be well defined, ensuring the product/CHD is
described clearly in addition to the above, either through defining it in the Product
Specification, or referencing other documents from the Product Specification as listed in
section 4.8.3.5.2 #0501#: Design and Development — Product Specification.

Where the product/CHD is part of a device providing non-Mastercard financial
transaction functionalities, the Product Specification shall accurately define the interface
between functions that relate to the CHD and other functions. The description of the
interface shall define well how integrity and isolation of the functions and related
components relevant to Mastercard are ensured.

2.6.1.3 #B713# Order Specification

For the purpose of this document, the “Order Specification” is the entirety of information
necessary defining the product that is not defined in the related Product Specification.

If the Order Specification is complementary to a Product Specification, it shall clearly
reference that Product Specification.
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The Order Specification shall define or reference all requirements applicable to the CHD
that are not defined in the Product Specification.

2.6.2 #B720# Quality Control Measures

2.6.2.1 #B721# Principle

The Vendor shall ensure the products the Vendor supplies conform to the Product
Specification and the Order Specification.

To achieve this, the Vendor shall plan the quality of the product at at least three levels:

A Product Qualification, quality control measures at the end of the development stage,
verifying that initial product samples meet all the applicable requirements

A Production quality control, quality control measures that verify that samples from
regular production meet the applicable requirements. Usually these control measures
are conducted on a sampling basis of production batches and address a subset of the
requirements verified during qualification. Production quality control shall also
address conformity to the requirements specified in the Order Specification.

A Quality monitoring, quality control measures that complement the Production quality
control measures from time to time to verify samples from regular production
continuously meet the applicable requirements. Usually these measures address from
time to time conformity to those requirements that are not covered by Production
quality control measures.

The Vendor shall plan these quality control measures in a Quality Plan consisting of three
elements:

A Qualification Plan
A Production Quality Control Plan
A Quality Monitoring Plan

2.6.2.2 #B722# Qualification Plan

Requirements for the Qualification Plan are described in section 4.8.3.4.4 #0582#: Design
and Development — Product Qualification Plan.

2.6.2.3 #B723# Production Quality Control Plan

The Production Quality Control Plan (see 4.8.5.1 #0701#: Production and Service
Provision — Control of Production and Service Provision, QCP ) shall list the tests
conducted as product quality controls with at least the following details:

A Related production process step
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A Related requirement from the Product or Order Specification
A Sampling parameters, e.g. number of samples, frequency of sampling

A Test method

2.6.2.4 #B724# Quality Monitoring Plan

The Quality Monitoring Plan shall follow the format of the Qualification Plan but in
addition shall specify the frequency of sampling and the frequency of testing (if samples
are not tested right away) for every test.

The Quality Monitoring Plan could be a part of the Production Quality Control Plan or a
separate document.

2.6.3 #B730# Qualification

2.6.3.1 #B731# Qualification Process

Section 4.8.3.4.3 #0651#: Design and Development — Product Qualification Process
requires a Vendor to qualify its products, especially any product covered by a CQM Label.

Section 4.1.2 #D120# Product Life Cycle Quality Management describes the interrelation
of requirements around the Qualification of products and processes.

Qualification is the verification that a product (and its underlying processes) meet a
defined set of requirements.

Within this document it is assumed that the Product Specification defines the applicable
requirements for qualification of the product, which are then detailed in a Qualification
Plan. Qualification is typically done by taking representative samples of a product and
testing them to determine if their characteristics comply with the requirements defined in
the Product Specification.

2.6.3.2 #B732# Qualification Plan

Section 4.8.3.4.4 #0582+#: Design and Development — Product Qualification Plan requires
the Vendor to define a formal Qualification Plan for each product including at least:

A Aclear reference to the applicable Product Specification.

A The product structure (modular or non-modular).

A The detailed requirements, including Mastercard specified and non-Mastercard
specified requirements.

A For each requirement the test method, sampling parameters (sample sizes, pass/fail
criteria).
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2.6.3.3 #B733# Qualification Report

Following qualification of a product the Vendor shall provide the results in a Qualification
Report, where for every requirement and test method listed in the Qualification Plan the
Vendor lists:

A The result of each test, either directly or as a summary with a reference to the detail
results

A The verdict, like “pass” or "fail”.

2.6.3.4 #B734# Verification of Incoming Status

The Vendor shall ensure that all incoming products becoming components of new
products are CQM certified by verifying the CQM Labels granted to the Vendor of such
component. The Vendor shall also ensure that any incoming products or materials for the
CHD conform to Mastercard rules and regulations, typically security devices like
holograms and signature panels.

Section 4.8.4.2 #0604+#: Control of externally provided processes, products and services
— Type and extent of control provides further details.

2.6.3.5 #B735# Change Management

Section 4.8.5.6 #0761#: Production and Service Provision — Control of Changes requires
the Vendor to properly manage changes to the product and underlying processes to
ensure the changes do not result in the product becoming no longer compliant to the
corresponding Product Specification.

To achieve this, the Vendor shall re-qualify a changed product following a Qualification
Plan. The Vendor may either do a full qualification, e.g. based on the original Qualification
Plan used to initially qualify the product, or the Vendor may use a Qualification Plan
adjusted to the change and only addressing requirements that potentially have been
affected by the change.

2.7 #B800# Requirement and Test Method Tags

To ease referencing throughout this document, and the finding of specific bits of
information, Product Requirements and Test Methods have been assigned ‘Tags’.

These Tags have been defined using the following rules:
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2.7.1 #B810# QuickTag

With version 2.15 a new type of tag was introduced, called a “QuickTag”, simply designed
to find a specific requirement quickly through use of a search function.

The QuickTag consists of a 4-digit number enclosed by one # at each end, e.g. #1204#.
Each requirement and each test method have been assigned a unique QuickTag.

Any references to individual requirements or test methods defined in the CQM
Requirements should be made using the QuickTag, and not the previously used tags, nor
section or page numbers, as these may change when the document is revised.

2.8 #B900# Requirement Section Structure

The requirements defined in this document are sorted into various sections.

A “Parts” contain requirements and test methods related to specific CQM Products or
groups of CQM Products

A Chapters contain either requirements or test methods related to specific CQM
Products or groups of CQM Products

A For most Chapters, Subchapters containing requirements for a specific product or
group of products for a specific interface (contact or contactless)

This results in the main structure of the requirement sections being as shown in the
following table:

Chapter Description

Part B: Quality Management System Requirements

4 Quality Management System This chapter defines the requirements applicable to

Requirements the Vendor’s Quality Management System and which
of these requirements are assumed to be satisfied by
an 1SO9001:2015 or later certificate and which have
to be assessed during the CQM Audit.

Part C: Product Requirements and Test Methods for the IC Vendor

5 IC Requirements - This chapter defines the Product Requirements
Requirements applicable to the  applicable to the Component IC.
componentIC

6 IC Test Methods — Test This chapter defines the Test Methods applicable to
Methods applicable to the the component IC.
componentIC

Part D: Product Requirements and Test Methods for the ICM Vendor

7 ICM Requirements - This chapter defines the Product Requirements
Requirements applicable to the applicable to the component ICM, some of which are
component ICM also applicable to IL, , and IAC.
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Chapter Description
8 ICM Test methods — Test This chapter defines the Test Methods applicable to
methods applicable to the the component ICM, some of which are also
component ICM applicabletoIL, , and IAC..
Part E: Product Requirements and Test Methods for the CB, ICC, dICC, pICC, AIL and
PIL Vendor
9 CB Requirements - This chapter defines the Product Requirements
Requirements applicable to the  applicable to the component CB
component CB
10 CBandICC This chapter defines the Product Requirements

Requirements - Requirements applicable to the components CB, ICC, and IAC.
applicable to the components

CB,ICC

11  ICC Requirements - This chapter defines the Product Requirements
Requirements applicable to the  applicable to the components ICC, and IAC, but not
components ICC, to the component CB.

12 IL-Requirements for This chapter defines the Product Requirements
inlays applicable to the component IL and , some of which

are also applicable to ICC, and IAC.

13 ID-1Test Methods—Test This chapter defines the Test Methods applicable to
Methods applicable to the the components|IL, CB, ICC, iaclL, and IAC
components IL, CB, ICC, iaclL,

and IAC

Part F: Requirements and Test Methods for the Personalizer

14  Personalization —1D-1 This chapter defines the Product Requirement for the
Product Requirements personalization of ID-1 sized products, such as CB,
ICC, dICC, pICC, IAC, pICC, IAC.

15  Personalization — Test This chapter defines the Test Methods for the
Methods personalization of ID-1 sized products, such as CB,
ICC, ICC, dICC, pICC, IAC.

16  Single Chip Non-ID1 This chapter defines the Product Requirement for the
Personalization Requirements  personalization of a Single Chip CHD.

And for example, chapter 5 IC Requirements - Requirements applicable to the component
IC contains the following subchapters:

A General —applicable to IC independent of the interface (“IC”)
A Contact - applicable to IC having a contact interface IC (“KIC”)

A Contactless —applicable to IC having a contactless interface (“PIC”)

© 2022 Mastercard. Proprietary. All rights reserved.
December 2022 1 CQM Requirements — Version 2.22 (11 009) 42



#B00O# Introduction and Principles
#BA0O# CQM Assessment Plans

2.9 #BAOO# CQM Assessment Plans

Assessment Plans are defined in a separate Excel-file, called cqmAP [Version].xIsx.

The [Version], including the optional Revision counter, of the file containing the
Assessment Plans to be used shall be the same as or later than the one of the CQM
Requirements.

See section 2.3 #B300# Versions & Revisions for an explanation of the structure of
[Version].

There are two assessment plans for assessing conformity of the quality management
system, one for Vendors whose quality management system is certified according to ISO
9001:2015 and one for those whose is not.

In addition, there is an assessment plan for each CQM Product, listing the applicable
requirements and corresponding test methods as well as some minimum sampling
requirements for qualification and production control/quality monitoring.

The full assessment plan for a Site consists of the relevant quality management system
assessment plan plus the assessment plans for the relevant CQM Products.

The document CQMAssessmentPlan.xlsx is structured such that the Vendor can use a
section for self-assessment and then the CQM Auditor another section for recording
conformity.

2.10 #BBOO# Interpretation of Test Results

Measurement results often need to be compared to specified limits to derive a pass or fail
decision. This section defines a set of rules that should help find the correct decision.

2.10.1 #BB10# Rounding of Measurement Results
One case of confusion occurs when the measurement result has more digits after the
decimal than the limit specified in the requirement, for example:
A Specified Maximum: 2.0
A Measurement: 2.001
The Measurement could be interpreted as being larger than the Specified Maximum and

hence the evaluation of the result would be a fail. Anyhow, this would not be the correct
way to evaluate the result.

In such case the Measurement shall be rounded to the same number of digits after the
decimal as the requirement, using the 4/5 rounding rule.

In the example, therefor the Measurement shall be rounded to 2.0, and the result of the
evaluation of the result is hence a pass.
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2.10.2 #BB20# Consideration of Measurement Uncertainty

Note

When evaluating a measurement result, the uncertainty of the measurement should be
considered.

Measurement uncertainty consists of a group of factors:
A the accuracy of the measurement equipment
A human factors

A environmental factors

The accuracy of a digital measurement equipment is usually larger than the resolution of its
display, e.g. a digital micrometer with a 0.001 mm display resolution might only have an
accuracy of 0.005 mm. The measurement equipment vendor usually provides the accuracy in
the documentation.

A 3" party laboratory providing measurement results intended to be used to determine
conformity of CQM products shall always report the measurement uncertainty for each
measurement. A 3 party laboratory shall indicate measurements that due to the
measurement uncertainty cannot be clearly decided as pass or fail as “Borderline”. The 3
party laboratory may use an equivalent term, as long as it is clearly distinct from the
terms used to indicate pass or fail.

A vendor should be aware of the measurement uncertainty of a specific measurement the
vendor conducts, and adequately consider it when evaluating a measurement result.

2.11 #BCO0O0# Concepts to reduce testing effort

2.11.1#BC10# Sampling Frequency “Set-up”

In older versions of the CQM Requirements sampling rates for controls were defined
either as “number-of-samples/batch”, or as “number-of-sample/unit-of-time”. The use of
“number-of-samples/batch” resulted in some unnecessarily frequent testing, namely
where a characteristic is influenced by a machine setting and independent of the product
processed by the machine. In such case the characteristic was retested each time a new
product batch was fed into the machine, even though the machine settings were held
constant, and hence no difference in performance was to be expected.

An example would be repeating the check of the tipping foil color after cards with a
different artwork are inserted into an embossing machine, with no changes being made
to the configuration and settings of the embossing machine. The tipping foil color simply
cannot have changed, and the control is unnecessary.

To increase test efficiency therefor the control frequency “number-of-samples/set-up”
was introduced.
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A “set-up” is the state of the production equipment after the entirety of settings and
configuration are configured in a certain well-defined way, until a setting or part of the
configuration is changed again. Changing the processed products from one batch to
another of identical, or sufficiently similar products while keeping the settings and
configuration of the production equipment unchanged does not constitute a new set-up.

The different batches processed together using the same set-up are usually from the
same product or at least from the same product family, as keeping all settings in the
processing equipment constant requires products that are at least very similar.

A typical example where the sampling frequency “set-up” is relevant is the personalization
of mixed lots of cards, consisting of multiple personalization batches from different card
manufacturing batches, and often of cards with different artworks (though these
batches will be of very similar construction and are from the same product family). The
mechanical and graphical personalization profiles of these different card batches are
sufficiently similar to allow all of them to be personalized using one set of parameters and
one configuration of the personalization system. To gain efficiency, these personalization
batches with the similar personalization profiles are combined into a single mixed lot,
often called a “Rainbow Lot”, loaded together into the personalization machine, and
processed using a single datafile. In personalization, the creation of such “Rainbow Lot”
takes place at the data preparation stage and the operator of the personalization
equipment cannot group card batches together into a “Rainbow Lot”.

Another example is the monitoring of Wire Bond Pull Strength, where often IC of identical
products but from multiple wafer batches are processed with machine settings and
configuration being held constant, and hence this is considered a single set-up.

2.11.2#BC20# Product Family

In older versions of the CQM Requirements different products were always required to be
individually subjected for example to reliability monitoring, and vendors had no option to
optimize monitoring if they had multiple very similar products. A typical example are
different IC products that only differ in the amount of non-volatile memory.

To permit more efficient testing and monitoring the concept of Product Families was
introduced into CQM.

A Product Family is a group of products that share a significant part of their specification,
e.g. a family of IC products with the same CPU core, I/0 circuitry etc. where the products
only differ in the amount of volatile memory, or a group of ICC products that differ in the
printed artwork and the software configuration of the contained IC, but are made of the
same configuration of plastic layers, IC, and ICM construction.

Itis up to the vendor to define what the vendor’s Product Families are. The vendor is free
to not use the concept of Product Family at all.

If a vendor decides to use the concept of Product Families, then the vendor shall specify
the Product Family and the different Products that are members of this Product Family
following the below rules:
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A The common characteristics of the products shall be specified in a Product Family
Specification.

A The different characteristics of the products shall be specified in Product
Specifications.

A Each Product Specification shall contain a reference to the Product Family
Specification.

A How to actually structure the various specifications into actual documents is up to
the vendor to decide, eg the Product Family Specification and different Product
Specifications may be contained in a single document in different chapters, or in
different documents.

The primary use of Product Family within CQM is to optimize quality monitoring effort, eg
for IC manufacturers having a range of products only differing in the amount of non-
volatile memory, or a card manufacturer where a range of different card products only
differ in the artwork.

When using the concept of Product Family for monitoring, special care shall be taken
which controls are suitable to be only monitored on the Product Family basis, and which
controls could be influenced by the differences between the Products that are members
of the same Product Family.

2.12 #BDO0O0# Verbal forms for expressions of provisions

When identifying provisions in this document as requirements (information something
must comply with) or recommendations (information something is recommended to
comply with), this document follows the definitions of ISO/IEC Guide 2, section “Verbal
forms for expressions of provisions”:

2.12.1BD10 Requirement

Verbal form Equivalent phrases of expressions
is to
is required to
it is required that
must
has to
only ... is permitted
it is necessary
needs to
is not allowed / permitted / acceptable
is required to be not
is required that ... be not
is not to be
need not
do not

shall

shall not
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2.12.2BD20 Recommendation

Verbal form Equivalent phrases of expressions
it is recommended that
should
ought to
it is not recommended that
shall not
ought not to

2.12.3BD30 Permission

Verbal form Equivalent phrases of expressions
is permitted
may is allowed
is permissible
need not itis not requirgd that
no ... is required

2.12.4BD30 Possibility and capability

Verbal form Equivalent phrases of expressions
be able to
can there is a possiblity of
it is possible to
be unable to
can not there is no possibility of
it is not possible to

2.13 #BEOO# Verification of contactless functionality after mechanical
personalization — relationship of CQM requirements

While IC, ICM, IL, and card vendors are required to verify contactless functionality of their
contactless products at a rate of 100% before forwarding the product to subsequent
manufacturing steps or another vendor, the sampling frequency after mechanical
personalization depends on the level of conformity to a range of requirements, some
within, and some outside of the control of the personaliser.

The following chart shows the various requirements regarding the verification of
contactless functionality after mechanical personalization, their relationship, and which
Vendor is responsible for which requirement:
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é ’ with #2805# — IL Embossability <
—
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_(>3 distance between mechanical | .
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#2807#: Antenna Design non-compliant S
with #2805# — Card Embossability ;
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%) #4031#: Risk Management of Co- #40244#: Verification of contactless
8 Existence of Antenna and Mechanical NC—| functionality after Mechanical
S Personalization Personalization — Sampling Test
g NC
c
.2 | |
§ Always NC
= \ 4 h 4
<
o
& #4023#: Electromagnetic Encoding #4025#3 ve n.ﬂ cation of contaptless
Characteristics functionality after Mechanical
Personalization — 100% Test

Symbols used in the above chart have the following meanings:

A C: The requirement the arrow points to is applicable if the IL or card construction is
conforming to the requirement the arrow points from.

A NC: The requirement the arrow points to is applicable if the IL or card construction is
not conforming to the requirement the arrow points from.

A Always: The requirement the arrow points to is always applicable, independent of if
the IL or card construction is conforming to the requirement the arrow points from.
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3 #CO000# Determine the Applicable Requirements

This chapter assists Card Vendors and Subcontractors in determining which of the
quality management system requirements listed in chapter 4 and which of the
product requirements listed in chapter 5 to 15 are applicable to the products the
Vendor wants to submit to the CQM Assessment process.
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3.1 #C100# Introduction

o o~ W N BB

The procedure for using this chapter is the following:
Determine the applicable CQM Products

Determine the applicable CQM Product Variants
Determine the applicable CQM Labels

Determine the applicable Optional Process Steps
Determine the applicable CQM requirements

Find the details on applicable requirements and test methods in chapters 4 to 15,
implement them into processes and products, and subject them to CQM Assessment.

3.2 #C200# Determining the applicable CQM Products

3.2.1 #C210# Introduction to determining the applicable CQM Products

Section 2.4.4 #B430# CQM Products defines the high level product structure underlaying
the CQM Label system and section 2.4.6 Configurations defines how these CQM Products
interrelate in the supply chain.

This high-level product structure is not sufficient to address differences of existing
variants in the card market, differences that need to be considered when evaluating
compliance with CQM Requirements and planning and conducting CQM Assessment.

Therefor CQM considers in addition to the basic CQM Products:
A Product Variants

A Process Variants
of the basic CQM Products.

To initiate the CQM Assessment the vendor must define:
A CQM Products

A CQM Process Variants

A CQM Product Variants

A Optional Process Steps

In the worksheet “Audit Scope & Compliance” of the CQM Assessment Plan (“cgmAP”).

The following sections explain CQM Products, Product Variants, Process Variants, and
Optional Process Steps:

Item Defined in section

CQM Products 2.4.4 #B430# CQM Products
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Item Defined in section

CQM Products in different

Supply Chain Configurations 2.4.6 #B450# Supply Chain Configurations

CQM Process Variants 3.2.2 #C220# CQM Process Variants

CQM Product Variants 3.2.3 #C230# CQM Product Variants

CQM Labels versus CQM 3.2.4 #C240# CQM Labels versus CQM Variants
Variants

Optional Process Steps 3.2.5 #C250# Optional Process Steps

3.2.2 #C220# CQM Process Variants

CQM assumes that to produce a finished Card, a range of process steps are conducted in
a certain configuration. These process configurations can differ between vendors and
products, and are referred to as “CQM Process Variants” in this document.

Some of these CQM Process Variants can cause different requirements being applicable
if the process steps or the sequence of process steps to produce the CQM Product differ,
e.g. the IC Card production process flow where the IC was previously packaged into an IC
Module (“ICM”) differs significantly from one where the IC is directly embedded in the
inlay. Similarly, the process flow of an IL producer only producing antenna inlays (without
ICsICs) does not include IC interconnection process steps, while the process flow of an IL
producer producing inlays with IC’s already embedded does. Such differences must be
considered when planning and executing CQM Assessment.

The below table outlines the relationship between CQM Products, their CQM Process
Variants and the various process steps. In some cases, process steps have been grouped
together.

Process steps associated with a specific Product are indicated by the letter “X”.

Some process steps can belong to one or another CQM Product’s manufacturing process,
e.g. Hot stamping of holograms can be part of the CB or part of the ICC production
processes. Such process steps are indicated by the letter “C”.

Process steps that are considered entirely optional are indicated by the letter “O”.

Also see the “Legend” underneath the table for additional explanations.

Products with Process Variants

o= | 2 @)

ID Name e 5 5 :EI <:7:I 8 é % % E :g g % é igt &
A10 MWafer Processing X

B10 Wafer Backside Treatment c|C|C c|C]|C C

C10 MWafer Mounting cl|C]|C c|C|C C

C20 Wafer Dicing cl|Cc]|C c|Cc|C C

D10 Die Bonding X | X X | X | X X

D20 Wire Bonding X | X X | X|X X
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D30 [Encapsulation X

D40 [Flip Chip Bonding

>
>

D50 [Underfilling X

E10 [Carrier Film Printing

E20 [(Carrier Film Punching or Cutting

E30 |CM Embeddinginto IL

E40 |Wire Embedding

E50 [CM Welding in IL

XX [IXIXIX|X|IX]IX]|*

E60 [Connecting additional Components

E70 |L Collation

E80 |IL Void filling

XXX XXX [IX|X|XIX]|X]|X
XXX |IXIX|X|X|IX|X
XX PXIXIX XXX |IXIX]|X]|X
XXX XXX [IX|X|XIX]|X]|X
XXX |IXIX|X|X|IX|X

XXX |X

E90 |IL Lamination

F10 [Printing the Mastercard logo

G10 [Tape Laying

G20 [Collation

G30 |Void filling

G40 |[Lamination

G50 |[Card Singulation, eg Card Punching

Hologram and Signature Panel
Application

O IX|XIXIX|IX]|O
O IX|XIXIX|IX]|O
O IX|XIXIX|IX]|O
O IX|XIXIX|IX]|O
O IX[IXIXIX|IX]|O

H10

ICM Preparation, eg Hotmelt

i Lamination

120 |CM Bumping

130 |CM Cavity Milling

140 |Card Bumping for ICM Connection

XX [IX|X]| X
XX [IX|X]| X

150 [ICM Embedding

K10 Component Preparation

K20 Component Bumping

K30 [Component Cavity Milling

ICard Bumping for Component

hS IConnection

K50 |Component Embedding

L10 [Electrical Test XXX |IX[X]IX[X[X]X][X]|X]X

L20 [0S Loading 0|00 |0 0|0|0|O0|0O]|O

O|OX|X] X [X|IX|X|X[X[IX|x]| x
O|OX|X] X [XIX|X|X|[X[IX|x]| <

O |0 |X|X] X [|X|X]|x

M10 [PrePersonalisation 0|0

P10 |Data Preparation

P20 Pob Assignment

P30 [Card Issuance from Vault

P40 [Single Card Printing SetUp

P50 [Single Card Printing

P60 [(Card Personalisation SetUp

P70 [Card Personalisation

P80 [Fulfilment

XIXIXIX[IX[IX|X|X|*X]|O]|O

X00 [Other Process Steps XIX[X[X[X]IX[X[X]X]|X][X]|X][|X]X

Periodic (daily, weekly, etc) controls by
X10 [Operator, QC, etc, not mentioned XX |X[X|X|X]|X|X[X[X]|X]|X]|X]|X
above

>

Maintenance Controls, eg weekly and
Y10 monthly controls by Maintenance, not XIX|X[X|X]|X|X[X[X[X]|X]|X]|X]|X|X
mentioned above
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Legend

Symbol Meaning

Process Step belongs to specific CQM Products. When a vendor undergoes the
X CQM Assessment for the specific product, these process steps must either be
assessed, or must be “n/a” in the vendor’s production and supply chain.

Process does not belong to one specific CQM Product, but must be present in the
supply chain. E.g. wafer dicing may be considered part of the IC production
process for the purpose of CQM Assessment and CQM Labels, or of the ICM
production process. Hence during the CQM Assessment of an ICM Vendor, the
Vendor must either demonstrate that the supplying IC Vendor has been assessed
for wafer dicing, or the ICM vendor must be assessed for wafer dicing.

Process Group does not belong to one specific CQM Product, is optional, and is
not required to be present in the supply chain, e.g. some vendors may decide to
] include Pre-Personalization at the end of their IC Card production process, while
other vendors may not at all pre-personalise independent from the actual
personalization process.

The Vendor shall define the CQM Process Variants in the CQM Assessment Plan prior to
CQM Assessment.

To enable the vendor’s customers to verify that their CQM certified supply chain covers all
the needed process steps, and to enable CQM Auditors to verify all needed process steps
were covered by CQM Assessments, a Vendor shall communicate which Process Variants
were included in their CQM Assessment to their customers in accordance with
requirement #0724+#: Communication — Declaration and Information of CQM
Compliance.

3.2.3 #C230# CQM Product Variants

In addition to the CQM Process Variants defined in the preceding section 3.2.2 #C220#
CQM Process Variants , a range of product variants are considered in CQM, subsequently
called CQM Product Variants. CQM Process Variants and CQM Product Variants are
collectively referred to as “CQM Variants” in this document.

The following table lists all CQM Product Variants considered in CQM, and for convenience
also repeats the CQM Process Variants introduced in section 3.2.2 #C220# CQM Process
Variants. It groups the CQM Product Variants and CQM Process Variants by the
corresponding CQM Product.

Product | Variant | Description Category
. kiC IC with an ISO/IEC 7816-2 based contact interface Product
plC IC with an ISO/IEC 14443 based contactless interface Product
kiCM ICM with an ISO/IEC 7816-2 based contact interface Product
M pICM ICM with an ISO/IEC 14443 based contactless interface Product
kiaclCM | iaclCM with an ISO/IEC 7816-2 based contact interface Product

iaclCM . iaclCM with an ISO/IEC 14443 based contactless
piaclCM interface Product
- fpBSM | Biometric Sensor Module with a FingerPrint sensor Product
imBSM | Biometric Sensor Module with an Image sensor Product
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Product | Variant | Description Category
vcBSM | Biometric Sensor Module with a Voice sensor Product
alL IL with an antenna only Product
kIL IL with IC and an ISO/IEC 7816-2 based contact interface Product
diL IL with IC and an ISO/IEC 7816-2 based contact interface Product
L and an ISO/IEC 14443 based contactless interface
IL with IC and an ISO/IEC 14443 based contactless
piL . Product
interface
iclL IL produced using an unpackaged IC Process
miL IL produced using a packaged IC, an ICM Process
CB Basic CB without inlay Product
CB iICB CB containing an alL Product
iacCB | CB containing an iaclL without any active components Product
kicC ICC with an ISO/IEC 7816-2 based contact interface Product
4ice ICC with both an ISO/IEC 7816-2 based contact interface Product
and an ISO/IEC 14443 based contactless interface
ICC plCC ICC with an ISO/IEC 14443 based contactless interface Product
mICC ICC produced using an ICM containing the IC Process
ilcC ICC produced using an IL containing the IC Process
P P Personalization Product
KiaclL Inlay for produqng IAC, with an IC and an ISO/IEC 7816-2 Product
based contact interface
Inlay for producing IAC, with an IC and an ISO/IEC 7816-2
diaclL | based contact interfaces and an ISO/IEC 14443 based Product
contactless interface
: a0l Inlay for producing IAC, with an IC and an ISO/IEC 14443 Product
laclL P based contactless interface
aiaclL | Inlay for producing IAC, without active components Product
iciaclL Inlay for producing IAC, including die, wire, flip-chip Process
bonding ICs
miaciL Inlay for producing IAC, including interconnecting Process
packaged ICs
kIAC IAC with an ISO/IEC 7816-2 based contact interface Product
dIAC IAC with an ISO/IEC 7816-2 based contact interface and Product
an ISO/IEC 14443 based contactless interface
e plAC IAC with an ISO/IEC 14443 based contactless interface Product
. IAC produced without an iaclL containing the ICs; process
iclAC . N . . : Process
includes die, wire, flip-chip bonding
ilIAC IAC produced using an IL containing ICs Process
mIAC IAC produced using ICM(ICM, iaclCM, BSM) containing ICs Process

The Vendor shall define the CQM Variants subject to CQM Assessment in the CQM
Assessment Plan prior to the CQM Assessment in the worksheet “Audit Scope &
Compliance”.
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The CQM Labels issued to the Vendor are specifically tied to the configuration the Vendor
defined in the cqmAP. CQM Variants that were not declared to be assessed in the cqmAP
are not included in the CQM Label, even if the specific CQM Label does not explicitly state
that certain Variants are or are not covered by the CQM Label.

To enable the vendor’s customers to verify that their CQM certified supply chain covers all
the needed process steps, and to enable CQM Auditors to verify all needed process steps
in the supply chain are covered by CQM Assessments, a Vendor shall communicate which
Product Variants were included in their CQM Assessment to their customers in
accordance with requirement #07244#: Communication — Declaration and Information of
CQM Compliance.

3.2.4 #C240# CQM Labels versus CQM Variants

The following sections define which CQM Variants (product or process variants of CQM
Products) must be included in the CQM Assessment of a site for specific products.

These sections also define, where applicable, which Supplier CQM Labels must be
presented by the Vendor of the product during CQM Assessment, and what CQM
Variants must be listed in the supplier's CQM CoC or cqmAP, which the Vendor should
also have on file during CQM Assessment.

3.24.1 #C251# IC — Integrated Circuit

Include the following CQM Variants in the
CQM label Assessment
kiC pIC
kIC — IC with contact interface X
dIC - IC with dual interface X X

3.2.4.2 #C252# ICM - Integrated Circuit Module

Include the following | Obtain from suppliers
CQM Variants in the | of COM Products used
COM label Assessment as components:
. Supplier
KICM picm | Supplier coM
Labels
CoCs
kICM — ICM with contact interface X kiC kiC
dICM — ICM with dual interface X X dic kIC pIC
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3.2.4.3 #C256# iacICM — Integrated Circuit Module for making IAC

Include the following | Obtain from suppliers
CQM Variants in the | of CQM Products used
COM label Assessment as components:
. Supplier
kiaclCM piaclCM Sl CQOM
Labels
CoCs
kiaclCM — ICM with contact interface X kiC kiC
diaclCM - ICM with dual interface X X dic kIC pIC
3.2.4.4 #C257# BSM — Biometric Sensor Module for making IAC
Include the Obtain from
following CQM suppliers of CQM
CQM label Variants in the Products used as
Assessment components:
kiC IC
BSM X X
3.24.5 #C253#IL - Inlay
Include the following CQM Obtain from suppliers of
Variants in the CQM Products used as
Assessment components:
CQM label
J 2| 2] 2| 2| 2| Supplier Supplier
© X| D 2 2| E Labels CQM CoCs
IL — Option 1 — Antenna (only) X
Inlay
IL — Option 2 — DI-Inlay from
IC (no ICM but IC in the IL) X X dic KICpIC
IL — Option 3 — DI-Inlay from X X dICM KICM pICM
ICM
3.2.4.6 #C254+# CB — Card Body
. Obtain from
Include the folIgwmg CQM suppliers of COM
Variants in the
Assessment Products used as
CQM label components:
. Supplier
cB ice | iacce | SUPPIer | “com
Labels
CoCs
CB —Option 1 - for contact ICC only X
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. Obtain from
Include the folIgwmg CQM suppliers of COM
Variants in the
Assessment Products used as
CQM label components:
. Supplier
cB | ilcB | iacce | SUPPlEr | "oy
Labels
CoCs
CB—Opt.lon. 2 —for dICC, with X X L all
antenna inside
S0 U AFLC T X X X ILiaclL | alL aiaclL
passive inlay inside
3.2.4.7 #C255# ICC - Integrated Circuit Card
Obtain from
Include the following CQM suppliers of CQM
Variants in the Assessment Products used as
COM label components:
. Supplier
5 S 8 8 | supplier C%)M
~ a IS = Labels
CoCs
kICC - Option 1 — contact ICC
from CB and ICM X X CB, kICM
kICC - Option 2 — contact ICC X X IL KIL
from KkIL
dICC - Option 1 — dual interface
ICC from CB and ICM X X X CB, diCM
dICC - Option 2 — dual interface
ICC from dIL X X X I dit

3.2.4.8 #C259# P — Personalized Cardholder Device

Include the following CQM QL A LIE T 2
. . CQM Products used as
Variants in the Assessment
CQM label components:
Supplier .
kP dP pP Labels Supplier CoCs
P — Option 1 — Personalization of
contact ICC only X kice
P — Option 2 — Personalization of
dual interface ICC X X pIcC
P — Option 3 — Personalization of
contact IAC only X KIAC
P — Option 4 — Personalization of
dual interface IAC X X PIAC
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3.2.4.9 #C25B# - InterActive Card Inlay

Include the following CQM Ob.tam TSI
. . suppliers of CQM
Variants in the
Assessment Products used as
CQM label components:
. Supplier
kiaclL piaclL Sl CQOM
Labels
CoCs
kiaclL —iaclL with contact interface X kiC kiC
diaclL —iaclL with dual interface X X kIC pIC kIC pIC
3.2.4.10#C25C# IAC — InterActive Card
Include the following CQM Ob.tam TSI
. . suppliers of CQM
Variants in the
Products used as
Assessment
components:
CQM label
olol ol ol ol O . Supplier
| x| < % <| < Stlpé)hler COM
x| a|l n| | =| E abels CoCs
IAC — Option 1 — IAC with dual
interface, without iaclL, without X X | O X IC IC
ICM
IAC — Option 2 — IAC with dual . .
interface, without iaclL, with ICM X X 10 X laclCM laclCM
IAC — Option 3 — IAC with dual . .
interface, with iaclL, without ICM X X 10 X tacll tacll
IAC — Option 4 — IAC with dual x| x!|o % | x iaclL iaclL
interface, with iaclL, with iaclCM iaclCM iaclCM
IAC — Option 5 — IAC with dual iaclL iaclL
interface, with iaclL, with iaclCM, X X | O X X jaclCM jaclCM
with BSM BSM BSM

O: Optional, only select this CQM Variant if the related component is present in the IAC.

3.2.5 #C250# Optional Process Steps

Some Process Steps are optional and not necessarily included in the CQM Assessment of
a specific product, but might be assessed either with one or another CQM Product.

E.g. an IC Vendor might decide to include Wafer Dicing in the IC process when undergoing
CQM Assessment, or not. Similarly, an ICM Vendor might decide to include Wafer Dicing in
the ICM process when undergoing CQM Assessment, or not. Either way, one of the two
within a specific supply chain for ICM must have undergone CQM Assessment of Wafer
Dicing.
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The Optional Process Steps considered in this Version of the CQM Requirements, listed by
CQM Product, are:

Product | Optional Process Step

c Wafer Backside
Wafer Dicing
Wafer Backside
ICM "
Wafer Dicing
. Wafer Backside
iaclCM —
Wafer Dicing
Wafer Backside
BSM —
Wafer Dicing
L Wafer Backside
Wafer Dicing

CB Hot Stamping
ICC Hot Stamping

P Printing the Mastercard Logo
iaciL Wafer Backside
Wafer Dicing
Wafer Backside
IAC Wafer Dicing
Hot Stamping

The Vendor shall define the Optional Process Steps in the cgmAP prior to the CQM
Assessment.

To enable the vendor’s customers to verify that their CQM certified supply chain covers all
the needed process steps, and to enable CQM Auditors to verify all needed process steps
are covered by CQM Assessments, a Vendor shall communicate which Optional Process
Steps were included in their CQM Assessment to their customers in accordance with
requirement #0724+#: Communication — Declaration and Information of CQM
Compliance.

3.3 #C300# Requirements

When designing, developing and producing a Cardholder Device (“CHD”) that incorporates
a Mastercard application, the CHD product characteristics shall meet certain
requirements:

A CQM Product requirements defined in this document, and
Requirements defined in other Mastercard documents, and other documents.

Compliance with CQM Product requirements is subject to CQM Assessment and CQM
Certification, while compliance with other requirements might be subject to other
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assessment and certification schemes operated and/or endorsed by Mastercard or other
entities.

A Vendor designing, developing and producing a CHD that incorporates a Mastercard
application shall operate processes in compliance with the CQM QMS requirements
defined in this document. Other requirements may be applicable to the Vendor’s
processes but are not subject to CQM Assessment and Certification.

Thus, CQM addresses two classes of requirements:

A Quality Management System Requirements, applicable to the Vendor’s processes;
and

A Product Requirements, applicable to CQM Products

3.4 #C400# Determining the applicable Requirements

This section guides the Vendor in selecting the applicable requirements for their activity.

3.4.1 #C410# Determine applicable Quality Management System Requirements

All Quality Management System Requirements defined in section 4 Quality Management
System Requirements are applicable to every CQM certified Vendor, independent from
the product the Vendor produces.

By default, conformity to all requirements defined in section 4 Quality Management
System Requirements shall be assessed as part of the CQM Audit.

Mastercard recognizes a valid certificate issued against ISO 9001 as evidence of
conformity to those Quality Management Requirements from section 4 Quality
Management System Requirements that are indicated with ‘Covered by ISO 9001: Yes’ at
the beginning of the requirement text. If the Vendor presents such certificate to the CQM
Auditor prior to the audit, the CQM Auditor shall deem the Vendor’s processes conform to
these requirements.

For the purpose of this document, a valid (see note below) IATF 16949 certificate may be
considered equivalent to an ISO 9001 certificate subject to the same conditions.

. Note Certificates shall have been issued by a certification/registration body
-— accredited by a signatory of the IAF Memorandum of Understanding
3.4.2 #C420# Determine applicable Product Requirements

The requirements applicable for a specific Product Type are defined in the corresponding
CQM Assessment Plan (“cgmAP”).

In addition, a table at the beginning of the section of each Product Requirement defines
which products the Product Requirement is applicable to.
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The following table lists the various chapters containing Product Requirements for the
different CQM Products and Components, but note that the CQMAPs define if a
requirement is applicable to a specific product, and not the section a requirement is

located in:

Section

Name

5

IC Requirements - Requirements applicable to the
componentIC

51

General — applicable to IC independent of the interface
(HICH)

Contact — applicable to IC having a contact interface IC
(“KIC”)

5.3

Contactless —applicable to IC having a contactless
interface (“PIC”)

ICM Requirements - Requirements applicable to the
component ICM

7.1

General — applicable to ICM independent of the interface
(“lCMH)

7.2

Contact — applicable to ICM having a contact interface IC
(“KICM”)

7.3

Contactless — applicable to ICM having a contactless
interface (“PICM”)

CB Requirements - Requirements applicable to the
component CB

9.1

General - applicable to all CB independent of the interface

9.2

Contactless —Requirements applicable to CB including
antennae

10

CB and ICC Requirements - Requirements applicable to the
components CB, ICC

10.1

General — Requirements applicable independent of the
interface

10.2

Contactless —Requirements applicable to CB and ICC
having a contactless interface

11

ICC Requirements - Requirements applicable to the
components ICC,

111

General — Requirements applicable to all ICC independent
of the interface

112

Contact — Requirements applicable to ICC having a contact
interface
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#C400# Determining the applicable Requirements

11.3 Contactless —Requirements applicable to ICC having a
contactless interface
12 IL — Requirements for inlays
14 Personalization — ID-1 Product Requirements
16 Single Chip Non-ID1 Personalization Requirements

© 2022 Mastercard. Proprietary. All rights reserved.

December 2022 1 CQM Requirements — Version 2.22 (11 009) 62



Part B

Quality Management System
Requirements



Quality Management System Requirements

4 Quality Management System Requirements

This chapter defines the requirements applicable to the Vendor's Quality
Management System and which of these requirements are assumed to be
satisfied by an 1ISO9001:2015 or later certificate and which have to be assessed
during the CQM Audit.

4.1 HDL00H INTrOAUCTION. ... 68
411 #D110# CQM Requirements versus ISO 9001:2015.........cccocoenvnnencneninienenn 68
4.1.2 #D120# Product Life Cycle Quality Management.............ccccceovvrrnencnninennn 68
4.1.3 #D130# CQM Quality Management System Requirements and ISO 9001..69
4.1.4 #D140# Subcontracting of production of CQM Components.............c.cc....... 71

4.2 #D200# RequIremMent STrUCTUIE..........cvrrseses s 72

4.3 H#D300# Header TADIES. ... 72

4.4 Context of the Organization.............ccooeireinee e 73
441 #0111#: Understanding the organization and its context ............ccccecoveenne. 73
4.4.2 #0112#: Understanding the needs and expectations of interested parties.73
443 #0113#: Determining the scope of the quality management system........... 73

4431 COM SUPPIEMENT.......coiiiiiiicte s 73
444 #0114#: Management System and ProCesSeS........ocoeeiriieeirinirisienenesieenenes 74
4441 COM SUPPIEMENT.......coiiiiiiiee s 74

45 LAABTSNID. c. ettt b bbb 74

451 Leadership and COMMITMENT.......cccoiiiiiiieiiree e s 74
451.1 #0211#: Leadership and commitment — General...........ccccocoeeeirrnenenn. 74
45.1.2 #0212#: Leadership and commitment — Customer focus ..................... 75

5.2 PONCY oottt bbb 75
45.2.1 #0221#: Establishing the quality poliCy .........ccccorevininriiniccreee 75
45.2.2 #0222#: Communicating the quality poliCy........c.cccerrrvinnnciiniice, 76

453 #0231#: Organization — Organizational roles, responsibilities and authorities

76
4531 COM SUPPIEMENT.......coiiiiiiiiete e 76
4.5.3.2 #0233#: Organization — CQM Primary Contact...........c.ccceerreiierninnnns 77
4.5.3.3 #0234#: Organization — Complaints Handling Responsibility................ 77
4.5.3.4 #0235#: Organization — Define Vendor/Customer Interface................ 78
45.3.5 #0236#: Organization — Define Responsibilities for Managing the Order
Flow 78

4.6 Planning the Quality Management SYSTem ..........cccoriinneiennsneeee e 79
4.6.1 #0310#: Planning — Actions to address risks and opportunities..................... 79

4.6.1.1 #0585%#: Planning — Risk Management (pFMEA, dFMEA etc) ............... 79
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4.6.2 #0311#: Planning — Quality objectives and planning to achieve them.......... 79
4.6.3 #0312#: Planning — Planning of changes of the Quality Management System
80
4.7 SUPPOIT ..ttt b etk e bt bbbt ekt bt b bt et b e e 80
471 RESOUICES ....cviveeiiiiiietit ittt 80
4.7.1.1 #HOA411#: Resources — GENEral........coouieererierereeeeeeeeeeneeeneenenenas 80
4.7.1.2 #HO421#: ReSOUICeS — PEOPIE ......cciiiiicii e 80
4.7.1.3 #0431#: Resources — INfrastruCture ..........ccoceeeeeeereeeeeeeeeeeenenas 81
4.7.1.4 #0433#: Resources — Environment for the operation of processes...... 81
4.7.2  #0432#: Resources — PhysiCal SECUNITY........ccorieiinniniceiernsee e 82
4721 COM SUPPIEMENT ..ottt 82
4.7.2.2 Monitoring and Measuring rESOUICES ...........ccourrueuererrruseiriaisieeesesesiesees 82
4.7.2.3 #0451#: Organizational KNOWIedge ..........cccceverrririennniiie e, 84
4.7.3  HOABLH: COMPETLEINCE ..ottt bbbt s 84
4.7.4  HOAGZH: AWABIENESS........coiiiiiriiiieret s 84
475  HOA81#: COMMUNICATION.....ovviiiiirrs s 84
4751 COM SUPPIEMENT ......cuiiiieiii e 85
4.75.2 #0724+#. Communication — Declaration and Information of CQM
COMPLIBNCE ...t 85
4.7.6 #0482#: Documented Information (includes Record Retention) ................... 86
4.7.6.1 COM SUPPIEMENT ..ottt 87
4.8 OPEIATION. ...ttt ettt bbbt b bt e ettt sttt an e 88
4.8.1 #0580#: Operational Planning and Control............c.cccooiiiiiinicieinisee, 88
4.8.1.1 #0583#: Operational Planning and Control — Process Specification.... 88
4.8.1.2 #0584#: Operational Planning and Control — Process Control Plan..... 89
4.8.1.3 #0652#: Operational Planning and Control — Process Qualification
Process 89
4.8.1.4 #0653#: Operational Planning and Control — Process Qualification
Report 90
4.8.2  Requirements for Products and SErViCES..........cocveirrreiinirncennise e 91
4.8.2.1 #0661#: Requirements for Products and Services — Customer
COMMUNICATION ...ttt 91
4.8.2.2 #0662#: Requirements for Products and Services — Determining the
Requirements for Products and SEIVICES .........ooueerirrieeininieeeeese e 92
4.8.2.3 #0663#: Requirements for Products and Services — Review the
Requirements for Product and SEIVICES..........ccerrriiimiriieeeeeieeeeeeeeieeeeeeiees 92
4.8.2.4 #0664+#: Requirements for Products and Services — Changes to
Requirements for Products and SEIVICES .........ooeerirrieeiinrieeeeese e 93
4.8.3 Design and Development of Products and SErvices..........cococoevvveeeienineceene. 93
4.8.3.1 #0551#: Design and Development of Products and Services — General
93
4.8.3.2 #0552#: Design and Development — Design and Development Planning
93
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4.8.3.3 #0561#: Design and Development — Design and Development Inputs 95

4.8.3.4 Design and Development CONtrolS.........ocoieiniieiinnseenneee s 95
4.8.3.5 #0581#: Design and Development — Design and Development Outputs
100
4.8.3.6 #0590#: Design and Development — Design and Development Changes
103

4.8.4 Control of externally provided Processes, Products and Services................. 104
4.8.4.1 #0601#: Control of externally provided processes, products and services
- General 104
4.8.4.2 #0604#: Control of externally provided processes, products and services
— Type and extent Of CONTIOL ... e 104
4.8.4.3 #0603#: Control of externally provided processes, products and services
- Information for external ProViders..........ccrininee e 106
4.8.4.4 #0606%#: Subcontracted manufacturing of CQM Components —
INEFOAUCTION ...ttt 106
4.8.45 #0607#: Subcontracted manufacturing of CQM Components — CQM
certified SUDCONTIACTONS ... 108
4.8.4.6 #0608#: Subcontracted manufacturing of CQM Components —
Subcontractors Not COQM Certified ...........coviieiiiiiicee e 109

4.85  Production and SEervice ProViSION ..o 110
4.85.1 #0701#: Production and Service Provision — Control of Production and
Service Provision, QCP........c.ciiiiiecisee et 110
4.8.5.2 #0720#: Production and Service Provision — Identification and
TrACEADIITY ...ttt 114
4.8.5.3 #0730#: Production and Service Provision — Property belonging to
Customers or External Providers ..., 117
4.8.5.4 #0740#: Production and Service Provision — Preservation (of process
Outputs) 117

4.85.5 #0750#: Production and Service Provision — Post-delivery Activities .118
4.85.6 #0761#: Production and Service Provision — Control of Changes....... 118
4.8.6 #0703#: Production and Service Provision — Release of Product and Services,

and BatCh Yield LIMIT........ccooiiiiiiiiiiii e 120
4.8.6.1 COM SUPPIEMENT.......ciiiiiiice s 121
4.8.7  Control of Nonconforming OUTPULS...........cocoirriririnnieieicee e 122

4.8.7.1 #0781#: Production and Service Provision — Control of Nonconforming
Outputs 122

49 Performance eValUaTioN.............cccoo e 123
49.1 Monitoring, measurement, analysis and evaluation ............cccccoceeeenincinnnnn 123
49.1.1 #0810#: Performance evaluation — Monitoring, measurement, analysis
and evaluation — GENEIAL ... 123
49.1.2 #0801#: Performance evaluation — Customer Satisfaction Assessment
124
49.1.3 #0831#: Performance evaluation — Analysis and Evaluation............... 125
49.1.4 COM SUPPIEMENT. ..ot 125

© 2022 Mastercard. Proprietary. All rights reserved.
December 2022 1 CQM Requirements — Version 2.22 (11 009) 66



Quality Management System Requirements

4.9.2 Performance evaluation — Internal Audit............ccooeevieeiie e, 125

49.2.1 #0841#: Performance evaluation — Internal Assessment of Conformity
to CQM requirements — CQM Assessment Plan and Internal Audit against CQM
REGQUITEMENTS ...ttt ettt 126

4.9.3  ManagemMENT REVIEW.........cooiiiiiriiiiiieii ettt 127
49.3.1 #0861#: Performance evaluation — Management Review - General . 127
49.3.2 #0862#: Performance evaluation — Management Review Inputs....... 127
49.3.3 #0863#: Performance evaluation — Management Review Outputs... 128

410 IMPIOVEMENT. ..ottt ettt b e et bbbt st e et n s 128
4.10.1 #0880#: Improvement — General ..o oeiiennncene e 128

4.10.1.1 #0883#: Improvement — Customer Complaints, and other Customer
Feedback 129

4.10.2 #0882#: Improvement — Nonconformity and Corrective Action .......... 129
4.10.2.1 COM SUPPIEMENT ..ot 129
4.10.3 Improvement — Continual IMprovement ............ccccoeeieinnsieienncncens 130
4.10.3.1 #0881#: Improvement — Continual Improvement............c.ccccovvueune. 130
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4.1 #D100# Introduction

4.1.1 #D110# CQM Requirements versus ISO 9001:2015

The requirements defined in this section have been structured following the requirement
structure introduced in ISO 9001:2015.

The individual quality management system requirements in this section can consist of one
or more of the following:
A Reference to an1SO 9001:2015 requirement

A CQM Supplement —additional provisions that apply in addition to the referenced ISO
9001:2015 requirement

A Requirement independent of ISO 9001:2015.
Beginning with this edition Mastercard requires that the vendor implements an ISO

9001:2015 based QMS, but Mastercard does not require the vendor to have this QMS
certified as ISO 9001:2015 compliant.

4.1.2 #D120# Product Life Cycle Quality Management

Note

The main objective of the CQM Scheme is to ensure vendors manage adequately the
quality of their products sold as a Mastercard branded cardholder device (“CHD”), or as a
component thereof (“CQM Component”), throughout its lifecycle.

Vendors shall ensure that their product meets the applicable requirements before volume
production begins (“Qualification”), while the product is produced in volume
(“Monitoring”), until the product is no longer sold (“End-of-Life”) as a Mastercard branded
CHD, or as a component thereof:

The Tags in these process charts (4-digit numbers between #....#) refer to the related
requirements. Additional QMS requirement may be applicable for the various processes.
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Vendors shall in addition ensure that changes made to product or process do not
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4.1.3 #D130# CQM Quality Management System Requirements and ISO 9001

The internationally recognized ISO 900x Quality Management System family of standards
promotes the adoption of a process-based approach for the operation of a quality
management system. When this standard is adopted by an organization it enhances
customer satisfaction by meeting customer requirements. This philosophy reflects the
aims of the CQM Program.

The ISO 9000 standard provides general guidance on the philosophy of quality
management and also contains the definitions most commonly used in relation to the
subject. It also contains the seven management principles which provide the foundation
for the ISO 9000 series of standards. These are:

A Customer focus
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Leadership
Engagement of people
Process approach
Improvement

Evidence-based decision making

Relationship management.

These principles are not elements upon which an organization can be directly assessed but
their influence can be seen throughout the standard, and as such, should be considered by
any organization wishing to fully comply with the intent of the standard.

ISO9001:2015 provides a structured approach in that it defines seven elements that an
organization must have in place to meet the standard:

Context of the organization
Leadership

Planning

Support

Operation

Performance evaluation

Improvement

This structured approach to the management of a business reflects the aims of the CQM
Program and it was for this reason that the ISO9001:2015 model was adopted for the
CQM Requirements.

The requirements of the CQM Program have been linked directly to the clauses of the ISO
9001:2015 standard where applicable. However, the CQM Program does not require that
an organization have a formalized quality management registration/certification, such as
ISO 9001:2015 or IATF 16949. If an organization does have such registrations or
certifications, then a number of the requirements of the CQM Program will already have
been met.

Requirements that will be assumed compliant during the audit are indicated in the
heading of each requirement with “ISO 9001 Cert covers: ISO Requirement”.

CQM defines requirements beyond ISO 9001, partially due to the fact that ISO 9001 is by
definition a generic standard and thus CQM can be more precise, as it has a much tighter
and better-defined perimeter. Hence the CQM Audit shall address certain Quality
Management System aspects even if the Vendor has a valid ISO 9001 certificate.

Beginning with the 2.17 Version of the CQM Requirements, provisions defined in ISO 9001
are not replicated in the CQM Requirements, but the respective section of the CQM
Requirements simply refers to the applicable ISO 9001 requirement.
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. Note Mastercard uses the term “Vendor” (as a general name) or “Card Vendor” (supplier providing

- cards to a personalizer). ISO9001 uses the term “organization”, to mean any organization in
a supply chain. In this document, the term “Vendor” is used in lieu of — and with equal
meaning as - the term “organization” and can mean any organization within the CQM
supply chain, unless explicitly stated otherwise.

4.1.4 #D140# Subcontracting of production of CQM Components

By default, CQM requirements assume that the entity owning a CQM Component is also
producing it, and acts as the Vendor of the CQM Component within the CQM
Certification Scheme. This means that the entity developing, specifying, and qualifying
the CQM Component, and defining the Quality Control Plan for quality controlling
production of the CQM Component, is also the entity producing the CQM Component.

While this approach covers most cases, there have been cases where this concept does
not apply, and the entity developing, specifying, and qualifying the CQM Component, and
defining the Quality Control Plan for quality controlling production is not themselves
producing the CQM Component, but is subcontracting production of their product to a
Subcontractor. This situation applies to some cases of Antenna Inlay production, and is
becoming more common with the more complex supply chains of InterActive cards.

Such Subcontractor follows instructions provided by their customer when producing a
product for their customer. The Subcontractor is not necessarily following requirements
applicable if they were acting as the Vendor of the CQM Component, for example CQ M
Requirements, simply because the Subcontractor is asked by their customer to produce an
item following instructions given by their customer, and the Subcontractor might not even
be aware that the item produced is for a specific market, for example for inclusion into a
Mastercard cardholder device. Also, the applied quality controls for the production of this
CQM component will follow the instructions provided by the Subcontractor’s customer,
and may, and often do, deviate from the quality controls the Subcontractor executes for
the CQM Components the Subcontractor owns and markets themselves, as well as from
the quality controls applied to CQM Components the Subcontractor produces for other
customers.

Hence, within the CQM Scheme, this requires special consideration, as compliance of the
CQM Component produced by the Subcontractor cannot be assumed, even if the
Subcontractor is CQM certified to produce equivalent CQM Components the
Subcontractor themselves develops, specifies, and qualifies, and defines and controls the
Quality Control Plan.

With respect to the entity employing the Subcontractor, it must ensure, and demonstrate
during the entity’s CQM Audit, that all activities, including those executed by the
Subcontractor, are conducted in compliance with the applicable CQM requirements.

The requirements applicable in this case are defined in the following CQM requirements:

A #0606#: Subcontracted manufacturing of CQM Components — Introduction
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A #0607#: Subcontracted manufacturing of CQM Components — CQM certified
Subcontractors

A #0608#: Subcontracted manufacturing of CQM Components — Subcontractors not
CQM certified

4.2 #D200# Requirement Structure

Differing from previous editions of the CQM Requirements many of the QMS
requirements in this edition refer to ISO 9001:2015 where conformity with ISO
9001:2015 is required, instead of more or less replicating the text from ISO 9001:2015.

In addition, specific additional provisions may be defined in these QMS requirements that
apply in addition to the provisions in ISO 9001:2015; in such case these additional
provisions are defined in a sub-section called “CQM Supplement”.

Some of the QMS requirements defined in this document have no direct counterpart in
ISO 9001:2015; in this case there is no sub-section called “CQM Supplement”, as all the
information defined in that section is a CQM Requirement.

The Header Table at the start of each requirement section specifies if only the ISO
9001:2015 requirement is applicable, or the ISO 9001:2015 requirement plus the CQM
Supplement, or only the CQM Requirement.

4.3 #D300# Header Tables

A Header Table at the beginning of each QMS Requirement provide some information
about the requirement and defines:

A If CQM requires to comply with only the ISO requirement text, with both the ISO
requirement and the CQM Supplement text, or only the CQM Requirement text;

A Ifan SO 9001:2015 certificate shall be considered by the CQM Auditor as evidence
for the vendor’s QMS being conform with this ISO 9001:2015 requirement.
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4.4 Context of the organization

4.4.1 #0111#: Understanding the organization and its context

CQOM Tag #0111#
CQM Requirement 4.4.1 Understanding the organization and its context
ISO 9001 Requirement 4.1 Understanding the organization and its context
Applicable ISO Requirement
ISO 9001 Cert covers ISO Requirement
Changelog:
AftervV2.16 Technical changes (incl. editorial changes):
new

4.4.2 #0112#: Understanding the needs and expectations of interested parties

CQOM Tag #0112#

CQM Requirement 4.4.2 Understanding the needs and expectations of
interested parties

ISO 9001 Requirement 4.2 Understanding the needs and expectations of interested
parties

Applicable ISO Requirement

ISO 9001 Cert covers ISO Requirement

Changelog:

AftervV2.16 Technical changes (incl. editorial changes):
new

4.4.3 #0113#: Determining the scope of the quality management system

CQM Tag #0113#

CQM Requirement 4.4.3 Determining the scope of the quality management
system

ISO 9001 Requirement 4.3 Determining the scope of the quality management
system

Applicable ISO Requirement & CQM Supplement

ISO 9001 Cert covers ISO Requirement

Changelog:

AftervV2.16 Technical changes (incl. editorial changes):
new

Afterv2.17 Editorial changes only:
minor edit for clarification

4.43.1 CQM Supplement

The Vendor shall include I1ISO 9001 section “8.3 Design and development of products and
services” in the scope of the Vendor's management system.

Design activities sometimes erroneously not considered design activities by some vendors
include:

© 2022 Mastercard. Proprietary. All rights reserved.
December 2022 1 CQM Requirements — Version 2.22 (11 009) 73



Quality Management System Requirements
Leadership

New card design, including the related internal and external qualification activities,
Change of IC in an IC Card,

A modified antenna for a card with contactless communication abilities,

New production or test equipment, even if of a type previously installed in the
production,

A New personalization profile, including its physical and logical aspects, including the
related internal and external qualification activities.

Vendors shall manage such activities in conformity with the applicable CQM and ISO
requirements, including adequate specification and qualification processes.

4.4.4 #0114+#: Management System and Processes

CQOM Tag #0114#

CQM Requirement 4.4.4 Management System and Processes

ISO 9001 Requirement 4.4 Quality management system and its processes

Applicable ISO Requirement & CQM Supplement

ISO 9001 Cert covers ISO Requirement

Changelog:

AftervV2.16 Technical changes (incl. editorial changes):
New, adjusted to ISO 9001:2015, incorporating part of
#0091#

4.44.1 CQM Supplement

The vendor shall document systematically the relevant processes underlying to the design
and production of CQM Products.

The vendor may choose the means of documenting these processes, e.g. procedural
instructions, flow or process charts, training documents in PowerPoint?, interlinked HTML
documents, etc.

4.5 Leadership

4.5.1 Leadership and commitment

4.5.1.1 #0211#: Leadership and commitment — General

CQOM Tag #0211#

CQM Requirement 4.5.1.1 Leadership and commitment — General
ISO 9001 Requirement 5.1.1 General

Applicable ISO Requirement & CQM Supplement

ISO 9001 Cert covers ISO Requirement
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Changelog:

AftervV2.16 Technical changes (incl. editorial changes):
new

Afterv2.17 Technical changes (incl. editorial changes):
Requirement to assign process owners added

45.1.1.1 CQM Supplement

The vendor shall define process owners who are responsible for managing the
organization’s processes and related outputs. Process owners shall understand their roles
and be competent to perform these roles. See #0461#: Competence.

4.5.1.2 #0212#: Leadership and commitment — Customer focus

CQOM Tag #0212#
CQM Requirement 4.5.1.2 Leadership and commitment — Customer focus
ISO 9001 Requirement 5.1.2 Customer focus
Applicable ISO Requirement
ISO 9001 Cert covers ISO Requirement
Changelog:
AftervV2.16 Technical changes (incl. editorial changes):
new

4.5.2 Policy
4.5.2.1 #0221#: Establishing the quality policy
CQOM Tag #0221#
CQM Requirement 4.5.2.1 Establishing the quality policy
ISO 9001 Requirement 5.2.1 Establishing the guality policy
Applicable ISO Requirement & CQM Supplement
ISO 9001 Cert covers ISO Requirement
Changelog:
After V1.9 Editorial changes only
AftervV2.15 Editorial changes only:
title change
AftervV2.16 Technical changes (incl. editorial changes):
Split into #0221# and #0222#, adjusted to ISO 9001:2015

45.2.1.1 CQM Supplement

The vendor’s quality policy shall include a commitment to comply with CQM
Requirements, either directly by referencing CQM, or at least indirectly by referencing
“applicable industry standards”.

The vendor’s quality policy shall include a commitment to Personnel motivation.
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4.5.2.2 #0222#. Communicating the quality policy

CQM Tag #0222#
CQM Requirement 4.5.2.2 Communicating the quality policy
ISO 9001 Requirement 5.2.2 Communicating the quality policy
Applicable ISO Requirement
ISO 9001 Cert covers ISO Requirement
Changelog:
After V1.9 Editorial changes only
AftervV2.15 Editorial changes only:
title change
AftervV2.16 Technical changes (incl. editorial changes):
Split into #0221# and #0222#, adjusted to ISO 9001:2015

4.5.3 #0231#: Organization — Organizational roles, responsibilities and authorities

CQM Tag #0231#
CQM Requirement 4.5.3 Organization — Organizational roles, responsibilities and
authorities
ISO 9001 Requirement 5.3 Organizational roles, responsibilities and authorities
Applicable ISO Requirement & CQM Supplement
ISO 9001 Cert covers Nothing
Changelog:
After V1.9 Editorial changes only
AftervV2.15 Editorial changes only:
title change
AftervV2.16 Technical changes (incl. editorial changes):
Merges #0231# and #0232# from V2.16, adjusted to ISO
9001:2015
Afterv2.18 Editorial changes only:
Titel adjusted

4.5.3.1 CQM Supplement

The role, responsibility and authority of each function within the Vendor's organization
shall be defined, documented and communicated to all parts of the Vendor. This is
typically achieved via “job descriptions”.

All people responsible for carrying out a function within the Vendor shall be identified and
made known to those affected by that function. This is typically achieved via
organizational diagrams showing the names of the different functions and the names of
the people holding those functions.

The requirements above shall especially cover personnel who need the organizational

freedom and authority to:

A Manage and ensure CQM, other regulatory, and customer requirements are met.

A Initiate action to prevent the occurrence of any nonconformity relating to the CQM

requirements.

A Identify and record problems relating to CQM Products.

A Initiate, recommend or provide solutions through designated channels.
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A Verify the implementation of solutions.

A Control further processing, delivery or installation of nonconforming product until the
deficiency or unsatisfactory condition has been corrected.

4.5.3.2 #0233#: Organization — CQM Primary Contact

CQM Tag #0233#
CQM Requirement 4.5.3.2 Organization — CQM Primary Contact
ISO 9001 Requirement 5.3 Organizational roles, responsibilities and authorities
Applicable CQM Requirement
ISO 9001 Cert covers Nothing
Changelog:
After V1.9 Editorial changes only
AftervV2.15 Editorial changes only:
title changed
AftervV2.16 Editorial changes only:
Reworded

The Vendor shall identify a person acting as the “CQM Primary Contact” towards the
CQM bodies. The CQM Primary Contact shall have access to the Vendor's top
management level. In case, the Primary Contact is not available for more than seven
sequential days a “CQM Secondary Contact” shall be named.

4.5.3.3 #0234+#: Organization — Complaints Handling Responsibility

CQOM Tag #0234+#
CQM Requirement 4.5.3.3 Organization — Complaints Handling Responsibility
ISO 9001 Requirement 5.3 Organizational roles, responsibilities and authorities
Applicable CQM Requirement
ISO 9001 Cert covers Nothing
Changelog:
After V1.9 Editorial changes only
AftervV2.15 Editorial changes only:
title changed
AftervV2.16 Editorial changes only:
Reworded
Afterv2.17 Editorial changes only:
Split off of provisions about the actual handling of customer
feedback into #0883#

The CQM Primary Contact shall be entitled to handle complaints related to the
compliance of the Vendor’s products and services with the CQM Requirements. The
Vendor's management shall ensure the CQM Primary Contact is sufficiently competent.
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The Vendor shall define the responsibilities for the handling of customer complaints.

The use of a formalized methodology to process complaints, such as the 8D problem
solving methodology is highly recommended.

4.5.3.4 #0235#: Organization — Define Vendor/Customer Interface

CQOM Tag #0235#
CQM Requirement 4.5.3.4 Organization — Define Vendor/Customer Interface
ISO 9001 Requirement 5.3 Organizational roles, responsibilities and authorities
Applicable CQM Requirement
ISO 9001 Cert covers Nothing
Changelog:
After V1.9 Editorial changes only
AftervV2.15 Editorial changes only:
title changed
AftervV2.16 Editorial changes only:
Reworded

4.5.3.4.1 CQM Supplement

The responsibilities and tasks of personnel having direct contact with customers shall be
defined. These personnel shall have appropriate qualifications.

4.5.3.5 #0236#: Organization — Define Responsibilities for Managing the Order Flow

CQM Tag #0236#

CQM Requirement 4.5.3.5 Organization — Define Responsibilities for Managing
the Order Flow

ISO 9001 Requirement 5.3 Organizational roles, responsibilities and authorities

Applicable ISO Requirement & CQM Supplement

ISO 9001 Cert covers ISO Requirement

Changelog:

After V2.03 Editorial changes only

AftervV2.16 Editorial changes only:
Reworded

4.5.3.5.1 CQM Supplement

The Vendor shall define the responsibilities for managing the order flow and the related
interfaces between the Vendor and customers.
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4.6 Planning the Quality Management System

4.6.1 #0310#: Planning — Actions to address risks and opportunities

CQOM Tag #0310#
CQM Requirement 4.6.1 Planning — Actions to address risks and opportunities
ISO 9001 Requirement 6.1 Actions to address risks and opportunities
Applicable ISO Requirement
ISO 9001 Cert covers ISO Requirement
Changelog:
AftervV2.16 Technical changes (incl. editorial changes):
New

4.6.1.1 #0585#: Planning — Risk Management (pFMEA, dFMEA etc)

CQM Tag #0585#
CQM Requirement 4.6.1.1 Planning — Risk Management (pFMEA, dFMEA etc)
ISO 9001 Requirement 6.1 Actions to address risks and opportunities
Applicable CQM Requirement
ISO 9001 Cert covers Nothing
Changelog:
After V1.9 Editorial changes only
AftervV2.15 Editorial changes only:
title change
Afterv2.18 Editorial changes only:
Title adjustment

The Vendor shall establish, document and maintain a system for Risk Analysis and
Management.

The Vendor shall determine and use tools, information and procedures to detect, evaluate,
and manage risks.

This should include but is not limited to:
A Risk analysis

A Product FMEA (“dFMEA”, “Design FMEA”)
A Process FMEA (“pFMEA”)

A Problem solving teams

A Training measures

A Incentive systems for improvement ideas

4.6.2 #0311#: Planning — Quality objectives and planning to achieve them
| CQMTag [ #0311#
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CQM Requirement 4.6.2 Planning — Quality objectives and planning to achieve
them
ISO 9001 Requirement 6.2 Quality objectives and planning to achieve them
Applicable ISO Requirement
ISO 9001 Cert covers ISO Requirement
Changelog:
After V1.9 Editorial changes only
AftervV2.15 Editorial changes only:
Incorporates #1014#, title change
AftervV2.16 Technical changes (incl. editorial changes):
title change, adjusted to I1SO 9001:2015

4.6.3 #0312#: Planning — Planning of changes of the Quality Management System

CQOM Tag

#0312#

CQM Requirement

4.6.3 Planning — Planning of changes of the Quality
Management System

ISO 9001 Requirement 6.3 Planning of changes
Applicable ISO Requirement
ISO 9001 Cert covers ISO Requirement
Changelog:
AftervV2.16 Technical changes (incl. editorial changes):
New
4.7 Support
4.7.1 Resources
4.7.1.1 #0411#: Resources — General
CQOM Tag #0411#
CQM Requirement 4.7.1.1 Resources — General
ISO 9001 Requirement 7.1.1 Support - Resources - General
Applicable ISO Requirement
ISO 9001 Cert covers ISO Requirement
Changelog:
AftervV2.16 Technical changes (incl. editorial changes):
New
4.7.1.2 #0421#: Resources — People
CQOM Tag #0421#
CQM Requirement 4.7.1.2 Resources — People
ISO 9001 Requirement 7.1.2 Support - Resources - People
Applicable ISO Requirement
ISO 9001 Cert covers ISO Requirement
Changelog:
After V1.9 | Editorial changes only
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AfterV2.16

Technical changes (incl. editorial changes):
title change, adjusted to ISO 9001:2015

4.7.1.2.1 #0422#: Resources — People — Human Resources for Design and Development

CQOM Tag

#0422#

CQM Requirement

4.7.1.2.1 Resources — People — Human Resources for Design

and Development

ISO 9001 Requirement 7.1.2 Support - Resources - People
Applicable CQM Requirement

ISO 9001 Cert covers Nothing

Changelog:

After V1.9 Editorial changes only

After V2.03 Editorial changes only

AftervV2.16 Technical changes (incl. editorial changes):

title change, adjusted to I1SO 9001:2015

4.7.1.2.2 CQM Supplement

The Vendor shall provide qualified personnel with appropriate skills (as required) for the
design and development of new (including modified, changed, reconfigured) products
with adequate skills. Skills may include technical, statistical and assessment knowledge

and methodology as well as organizational and project management experience.

Interfaces between all entities involved in a design and development project shall be

clearly defined.

4.7.1.3 #0431#: Resources — Infrastructure

CQOM Tag

#0431#

CQM Requirement

4.7.1.3 Resources — Infrastructure

ISO 9001 Requirement

7.1.3 Infrastructure

Applicable ISO Requirement
ISO 9001 Cert covers ISO Requirement
Changelog:
After V1.9 Editorial changes only
After V2.03 Editorial changes only:
merged with R-QM-29, title changed
AftervV2.16 Technical changes (incl. editorial changes):

title change, adjusted to I1SO 9001:2015

4.7.1.4 #0433#: Resources — Environment for the operation of processes

CQOM Tag

#0433#

CQM Requirement

4.7.1.4 Resources — Environment for the operation of
processes

ISO 9001 Requirement

7.1.4 Environment for the operation of processes
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Applicable ISO Requirement & CQM Supplement

ISO 9001 Cert covers Nothing

Changelog:

AftervV2.16 Editorial changes only:
Previously part of #0431#

Afterv2.17 Technical changes (incl. editorial changes):
Requirement added to maintain facilities in a clean and
orderly state and in a good state of repair.

4.7.1.4.1 CQM Supplement

The vendor shall maintain its premises in a state of order, cleanliness, and repair that is
consistent with the product and manufacturing process needs.

4.7.2 #0432#: Resources — Physical Security

CQOM Tag #0432#

CQM Requirement 4.7.2 Resources — Physical Security

ISO 9001 Requirement

Applicable CQM Requirement

ISO 9001 Cert covers Nothing

Changelog:

AftervV2.16 Technical changes (incl. editorial changes):
title change

4.7.2.1 CQM Supplement

The Vendor shall be GVCP certified unless the Vendor is not required by Mastercard to be

GVCP certified.

At the time this document is published, GVCP certification is not required for IC, ICM, and

IL vendors.

4.7.2.2 Monitoring and measuring resources

4.7.2.2.1 #0441#: Monitoring and measuring resources — General

CQOM Tag #0441#

CQM Requirement 4.7.2.2.1 Monitoring and measuring resources — General
ISO 9001 Requirement 7.1.5.1 Monitoring and measuring resources - General
Applicable ISO Requirement & CQM Supplement

ISO 9001 Cert covers ISO Requirement

Changelog:

After V1.9 | Editorial changes only
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After V2.03 Editorial changes only:
title changed
AftervV2.16 Technical changes (incl. editorial changes):
title change, adjusted to I1SO 9001:2015
Afterv2.17 Editorial changes only:
Minor wording

4.7.2.2.1.1 CQM Supplement

The vendor shall implement a monitoring and measurement infrastructure (equipment,
personnel, documented instructions, forms) compliant with the applicable CQM
requirements.

4.7.2.2.2 #0442#:

Monitoring and measuring resources — Measurement traceability

CQM Tag #0442#

CQM Requirement 4.7.2.2.2 Monitoring and measuring resources —

Measurement traceability

ISO 9001 Requirement 7.1.5.2 Monitoring and measuring resources - Measurement
traceability

Applicable ISO Requirement & CQM Supplement

ISO 9001 Cert covers ISO Requirement

Changelog:

After V1.9 Editorial changes only

AftervV2.16 Technical changes (incl. editorial changes):

title change, adjusted to I1SO 9001:2015

4.7.2.2.2.1 CQM Supplement

The Vendor shall consider measurement traceability and the related requirements
defined in ISO 9001 section “Measurement Traceability” applicable to the test and
control equipment needed and used to determine conformity with the CQM
Requirements.

The Vendor shall in addition to these requirements:

A

Ensure inspection, calibration and/or maintenance is executed and documented by
sufficiently qualified personnel.

Define and maintain corrective procedures in case equipment or installations are
found to be noncompliant during inspection, calibration and/or maintenance.

Maintain records about inspection, calibration and/or maintenance. These records
shall contain:

¢ Identification of equipment or installation
¢ Date of inspection, calibration and/or maintenance

6 Work conducted
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6 Technical status or result of inspection, calibration and/or maintenance
¢ Date of next inspection, calibration and/or maintenance

¢ Identification of person who has performed inspection, calibration and/or
maintenance.

The inspection, calibration and/or maintenance status shall be visible at the equipment
and/or installation where appropriate. Other means of preventing the use of equipment
or installations not sufficiently inspected, calibrated and/or maintained may be used.

4.7.2.3 #0451#: Organizational Knowledge

CQOM Tag #0451#

CQM Requirement 4.7.2.3 Organizational Knowledge

ISO 9001 Requirement 7.1.6 Organizational Knowledge

Applicable ISO Requirement

ISO 9001 Cert covers ISO Requirement

Changelog:

AftervV2.16 Technical changes (incl. editorial changes):
new

4.7.3 #0461#. Competence

CQOM Tag #0461#

CQM Requirement 4.7.3 Competence

ISO 9001 Requirement 7.2 Competence

Applicable ISO Requirement

ISO 9001 Cert covers ISO Requirement

Changelog:

After V1.9 Editorial changes only

AftervV2.16 Technical changes (incl. editorial changes):
title change, adjusted to 1ISO 9001:2015, incorporates
#0423# and #0424#

4.7.4 #0462#: Awareness

CQOM Tag #0462#

CQM Requirement 4.7.4 Awareness

ISO 9001 Requirement 7.3 Awareness

Applicable ISO Requirement

ISO 9001 Cert covers ISO Requirement

Changelog:

AftervV2.16 Technical changes (incl. editorial changes):
new

4.7.5 #0481#: Communication

CQOM Tag

#0481#

CQM Requirement

4.7.5 Communication
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ISO 9001 Requirement 7.4 Communication
Applicable ISO Requirement & CQM Supplement
ISO 9001 Cert covers Nothing
Changelog:
After V1.9 Editorial changes only
After vV2.15 Editorial changes only:
title changed
AftervV2.16 Editorial changes only:
title change, adjusted to I1SO 9001:2015

4.75.1 CQM Supplement

The Vendor shall establish, document and maintain a system to control the information
flow throughout the organization. This system shall ensure that personnel have access to
all necessary information and unnecessary information is avoided.

4.7.5.2 #0724+#. Communication — Declaration and Information of CQM Compliance

CQOM Tag #0724+#

CQM Requirement 4.7.5.2 Communication — Declaration and Information of
CQM Compliance

ISO 9001 Requirement 7.4 Communication

Applicable CQM Requirement

ISO 9001 Cert covers Nothing

Changelog:

After V2.03 | New

A CQM certified Vendor shall provide a copy of its CQM Certificate to their customers
upon request.

In addition, to enable their customers to verify that their customer's CQM certified supply
chain covers all the needed process steps, and to enable CQM Auditors to verify all needed
process steps are covered, a Vendor shall communicate to their customers which Product
and Process Variants and Optional Process Steps were included in their CQM Assessment.
This is typically achieved by the Vendor providing to their customer upon request a copy of
the cqmAP worksheet "CQM CoC", unless the Vendor is willing to provide the complete
CgmAP.

A CQM certified Vendor shall explicitly communicate to at least those customers that
have requested a CQM Certificate from the Vendor during the preceding 5 years, when a
product or service provided to the customer is CQM compliant. A product or service is
CQM compliant if the Vendor has successfully verified through testing both at
qualification stage and through quality monitoring activities such as process controls and
testing of product samples that the product conforms to the applicable CQM
requirements, and it was manufactured exclusively in sites certified for the underlying
CQM activities. The vendor should preferably communicate this through a statement in
the product specification or through an addendum to the product specification, but may
communicate this through other means, provided that the confirmation of the product’s
CQM conformity is given to the customer in a form the customer can store and retrieve
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reliably and the Vendor cannot easily repudiate; e.g. a signed physical or electronic letter
but not simply a statement on a website.

If a product that was previously declared CQM compliant is no longer conform, or is no
longer produced exclusively in sites covered by the relevant CQM Labels, then the Vendor
shall inform their customer accordingly without delay.

The vendor shall maintain traceability of any product shipped to a customer that the
vendor has declared CQM compliant. The product’s status of CQM compliance, and any
supporting records such as qualification, process control, and product testing records shalll
be traceable from article numbers, serial numbers, lot numbers or delivery and shipping
information. Traceability of these records shall be maintained for the period required in
#0482#: Documented Information.

. A recommended way of ensuring a Vendor informs its customers adequately as required in
Note . o L e . . .

- this section is providing a Certificate of Conformity related to each shipment, stating that
the shipped products have been found conform to the applicable CQM Requirements, were
tested in line with the CQM Assessment Plans reviewed by the CQM Auditor, and were
manufactured exclusively in sites covered by valid CQM Labels, identifying the individual
CQM Labels.

For personalization it is recommended to provide a Certificate of Conformity related to a
time interval, as shipments from personalization can occur almost continuously.

4.7.6 #0482#. Documented Information (includes Record Retention)

CQM Tag #0482#

CQM Requirement 4.7.6 Documented Information (includes Record Retention)

ISO 9001 Requirement 7.5 Documented Information

Applicable ISO Requirement & CQM Supplement

ISO 9001 Cert covers Nothing

Changelog:

After V1.9 Editorial changes only

After vV2.03 Technical changes (incl. editorial changes):
Incorporates R-QM-06, additional changes to text for
clarification

AftervV2.15 Editorial changes only:
Incorporates R-QM-05, added provision with respect to
master list and electronic document control system.

AftervV2.16 Editorial changes only:
title change, adjusted to 1ISO 9001:2015, incorporates
#0483#
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4.7.6.1 CQM Supplement

The vendor shall consider all documents and records related to conformity of the Vendor’s
products and services with the CQM Requirements “Documented information” in the
sense of ISO 9001:2015 section “Documented Information”

The vendor shall document systematically the relevant processes underlying to the design
and production of CQM Products.

The vendor may choose the means of documenting these processes, e.g. procedural
instructions, flow or process charts, training documents in PowerPoint?, interlinked HTML
documents, etc.

Control of Documented Information shall include the identification and management of
different versions of Documented Information, and the retention of outdated
Documented Information for the period defined below for Quality Records.

The Vendor shall establish a master list of all valid types of Documented Information for
identifying the current status of version and revision and make it accessible to all relevant
personnel.

If documents are managed and distributed electronically through a document control
system and not in form of printed copies, and this document control system ensures that
only the valid version of a document is clearly identifiable as the only valid version and
withdrawn and outdated documents are clearly identifiable as such or not at all available,
then the master list shall be deemed established as de facto it is established inside the
document control system.

The Vendor shall define responsibilities and procedures for editing, reviewing, approving,
releasing and changing Documented Information; and that changes of parts of a
document or of an entire document are recorded and marked in each copy (where
practicable).

The Vendor shall take special care that staff working in secure production environments
can access the Documented Information relevant for their functions.

The Vendor, as part of the approval process of Documented Information, shall determine
the necessary actions to amend the Competence of personnel affected by the change.

For Documented Information containing evidence of conformity of products to CQM
Requirements (previously called “Quality Records”) the Vendor shall define for each type
the retention period (time the record is kept after completion) depending on the life time
of a product or component, legal aspects, Governmental, customer and CQM
requirements, with a minimum retention period of 3 years or the expected end of life of
the issued cards or CHDs, whichever comes earlier.

The vendor shall maintain a Quality Manual with the subsequent minimum content:

A The scope of the quality management system, including details of and justification for
any exclusions;

A Documented processes established for the quality management system, or reference
to them;
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A

The organization’s processes and their sequence and interactions (inputs and
outputs), including type and extent of control of any outsourced processes;

The Vendor shall maintain a Master List of the different types of Documented
Information containing evidence of conformity of products to CQM Requirements.

Documented Information containing evidence of conformity of products to CQM
Requirements stored electronically shall be backed-up regularly depending on its relevance
to the business.

Documented Information no longer used or stored by the Vendor shall be disposed in a
controlled way, ensuring such Documented Information does not become accessible
without appropriate authorization, e.g. as a result of inappropriate means of disposal.

4.8 Operation

4.8.1 #0580#: Operational Planning and Control

CQM Tag #0580%#
CQM Requirement 4.8.1 Operational Planning and Control
ISO 9001 Requirement 8.1 Operational planning and control
Applicable ISO Requirement
ISO 9001 Cert covers ISO Requirement
Changelog:
After V1.9 Editorial changes only
AftervV2.16 Editorial changes only:
New

4.8.1.1 #0583#: Operational Planning and Control — Process Specification

The vendor shall specify the process flow and all relevant parameters in a Process
Specification, covering:

A
A
A

A

Definition of all points of electrical interaction with the IC
Identification of all critical process steps

Definition of all critical process parameters, e.g. in parameter sheets, unless these
parameters are order specific

For order specific process parameters, mechanisms to define them, to communicate
them to relevant parts of the Vendor’s organization, and record them for traceability
purposes

Definition of all the inputs to the process (components including CQM Components,
materials, equipment)

Definition of the output to the process, e.g. the CQM Product

A Process Specification can consist of multiple different documents and formats, such as:

A

Process Flow
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A Control Plan

A Work Instructions
A Test Instruction

A Parameter sheets

The vendor shall make the information contained in the Process Specification available to
their relevant staff, such that the staff has knowledge of the relevant information to
conduct the processes in a repeatable and well-defined manner.

4.8.1.2 #0584#: Operational Planning and Control — Process Control Plan

The Vendor shall develop, implement and maintain a Production Process Control Plan
including:

Process Parameters

Control method, sample size, and frequency
Process-related special characteristics
Machines, jigs, fixtures, tools for manufacturing
Verification of job set-up

Reaction plans, corrective actions

Maintenance and tooling management, including scheduling

Work instructions

4.8.1.3 #0652#: Operational Planning and Control — Process Qualification Process

CQOM Tag #0652#
CQM Requirement 4.8.1.3 Operational Planning and Control — Process
Qualification Process
ISO 9001 Requirement 8.1 Operational planning and control
Applicable CQM Requirement
ISO 9001 Cert covers Nothing
Changelog:
After V1.9 Editorial changes only
After vV2.15 Editorial changes only:
title change, minor rewording
AftervV2.16 Technical changes (incl. editorial changes):
title change, adjusted to I1SO 9001:2015
Afterv2.17 Technical changes (incl. editorial changes):
Split into #0652# Process Qualification Process and #0653#
Process Qualification Plan and Report
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The Vendor shall qualify its production processes and production lines for volume
production before they are used for the manufacturing of a CQM Product, according to a
documented procedure.

The Vendor’s Process Qualification Process shall ensure that prior to utilizing a new or
modified production process for volume production of CQM Products and components:
A The production process is well specified;

¢ Equipment

6 Workflow
¢ Control steps
G

Critical process parameters, their limits, and permitted tolerances, and where
operators are permitted to adjust process parameters without re-qualifying the
process, the range within which operators may make such adjustments

A The following CQM requirements are met by the new or modified production process:
6 #0722#: Production and Service Provision — Product Traceability

6 #0723#: Production and Service Provision — Process Traceability

The Vendor shall define in a Process Qualification Plan for the qualification of the new or
modified production process:

A Production performance targets

A Qualification and release mechanisms
A Process validation techniques.
A

Product characteristics that might be affected by the modification to the production
process and hence require verification

. Note The vendor may not simply assume that two pieces of manufacturing equipment perform
identically, or that they operate correctly with the same parameters, just because they have
the same model number and look identically.

The Vendor shall document the results of the Process Qualification in a Process
Qualification Report in accordance with #0653#: Operational Planning and Control —
Process Qualification Report

The Vendor shall only deploy production processes that have been proven to reproduce
products that are equivalent in their performance and reliability.

4.8.1.4 #0653#: Operational Planning and Control — Process Qualification Report

CQM Tag #0653#
CQM Requirement 4.8.1.4 Operational Planning and Control — Process
Qualification Report

© 2022 Mastercard. Proprietary. All rights reserved.
December 2022 1 CQM Requirements — Version 2.22 (11 009) 90



Quality Management System Requirements
Operation

ISO 9001 Requirement 8.1 Operational planning and control
Applicable CQM Requirement
ISO 9001 Cert covers Nothing
Changelog:
After V1.9 Editorial changes only
After vV2.15 Editorial changes only:
title change, minor rewording
AftervV2.16 Technical changes (incl. editorial changes):
title change, adjusted to I1SO 9001:2015
Afterv2.17 Technical changes (incl. editorial changes):
Split into #0652# Process Qualification Process and #0653#
Process Qualification Plan and Report
Afterv2.18 Editorial changes only:
typo corrected

For changes to the production process, such as:

A Anew production process,

A modified production process,

A
A Deployment of a new piece of production equipment,
A

Changes to production parameters outside of previously qualified production

parameter ranges

the Vendor shall qualify the new or modified production process in accordance with
#0652#: Operational Planning and Control — Process Qualification Process , and
document the result in a Process Qualification Report, documenting at least:

A Process specification (see #0583#: Operational Planning and Control — Process
Specification ), defining the process flow, including production and control stages, e.g.
by referencing the documented information specifying the process

Conformity to #0723#: Production and Service Provision — Process Traceability ,

Critical process parameters and limits,
Production performance targets achieved,
Qualification and release mechanisms utilized

Process validation techniques utilized,

And where the process is primarily qualified by qualifying the process’ output, a

product qualification report in addition with #0654#: Design and Development —
Product Qualification Report

4.8.2 Requirements for Products and Services

4.8.2.1 #0661#: Requirements for Products and Services — Customer Communication

CQOM Tag

#0661#

CQM Requirement

4.8.2.1 Requirements for Products and Services — Customer
Communication

ISO 9001 Requirement

8.2.1 Customer Communication

Applicable

ISO Requirement
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ISO 9001 Cert covers | ISO Requirement

Changelog:

AftervV2.16 Editorial changes only:
new

4.8.2.2 #0662#: Requirements for Products and Services — Determining the Requirements
for Products and Services

CQM Tag #0662#
CQM Requirement 4.8.2.2 Requirements for Products and Services —
Determining the Requirements for Products and Services
ISO 9001 Requirement 8.2.2 Determining the requirements for products and services
Applicable ISO Requirement & CQM Supplement
ISO 9001 Cert covers ISO Requirement
Changelog:
AftervV2.16 Editorial changes only:
new
Afterv2.17 Technical changes (incl. editorial changes):
Formally requires now creation of an Order Specification and
clarifies relationship with the Product Specification.

4.8.2.2.1 CQM Supplement

The Vendor shall document the requirements for products and services in an Order
Specification.

The Order Specification shall specify information specific to an individual order (including
frame contracts), and also contain a reference to more generic information needed to
execute the order such as the specification of the underlying product (see #0501#: Design
and Development — Product Specification and #B710# Product Identification and
Definition ) and production processes.

The Order Specification shall specify or reference all information necessary to complete
an order.

4.8.2.3 #0663#: Requirements for Products and Services — Review the Requirements for
Product and Services

CQM Tag #0663#

CQM Requirement 4.8.2.3 Requirements for Products and Services — Review the
Requirements for Product and Services

ISO 9001 Requirement 8.2.3 Review of the requirements for products and services

Applicable ISO Requirement & CQM Supplement

ISO 9001 Cert covers ISO Requirement

Changelog:

AftervV2.16 Editorial changes only:
new
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4.8.2.3.1 CQM Supplement
The Vendor shall establish, document and maintain procedures for order processing
including responsibilities for accepting, checking and processing orders:

A Before acceptance and execution, the order shall be reviewed in order to ensure that
the requirements are clearly defined, agreed and documented.

A Deviations between the tender, the contract and the order are resolved.

A The Vendor has the capability to fulfill all requirements resulting from the order.

Any deviation between the actual product or service intended to be delivered and the
requirements resulting from the order shall be discussed and resolved with the customer
prior to delivery.

4.8.2.4 #0664#: Requirements for Products and Services — Changes to Requirements for
Products and Services

CQOM Tag #0664#

CQM Requirement 4.8.2.4 Requirements for Products and Services — Changes to
Requirements for Products and Services

ISO 9001 Requirement 8.2.4 Changes to requirements for products and services

Applicable ISO Requirement

ISO 9001 Cert covers ISO Requirement

Changelog:

AftervV2.16 Editorial changes only:
new

4.8.3 Design and Development of Products and Services

4.8.3.1 #0551#: Design and Development of Products and Services — General

CQOM Tag #0551#

CQM Requirement 4.8.3.1 Design and Development of Products and Services —
General

ISO 9001 Requirement 8.3.1 Design and development of products and services -
General

Applicable ISO Requirement

ISO 9001 Cert covers ISO Requirement

Changelog:

After V1.9 Editorial changes only

AftervV2.15 Editorial changes only:
title changed

4.8.3.2 #0552#: Design and Development — Design and Development Planning
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CQOM Tag

#0552#

CQM Requirement

4.8.3.2 Design and Development — Design and Development
Planning

ISO 9001 Requirement 8.3.1 Design and Development Planning
Applicable ISO Requirement & CQM Supplement

ISO 9001 Cert covers ISO Requirement

Changelog:

After V1.9 Editorial changes only

AftervV2.16 Technical changes (incl. editorial changes):

added software to the list of items to be considered. Made
content of the design plan mandatory

4.8.3.2.1 CQM Supplement

The Vendor shall prepare a design plan for a design project when appropriate. With the
aim to decrease time and cost related to approval procedures, the design plan shall
anticipate the possible consequences of changes introduced either by Mastercard or by
the Vendor. The design plan shall aim to optimize the reuse of previous design and
developments outputs across these changes (e.g. by implementation of the modularity of
the CQM Process).

A design plan shall contain:

A
A

A
A

Objective and scope

Input and requirements (legal, Vendor’s and customer’s requirements, CQM
requirements, security aspects)

Criteria for approval, documented in a Qualification Plan:

¢ Product structure of the qualification approach, e.g. CQM Modular or not

¢ Addressing the to be designed product and the related components, especially

any CQM Components

¢ Qualification approach related to each product requirement

6 Test methods to determine conformity with the criteria (samples size, pass/fail

criteria)

¢ Methods and criteria to approve software, if applicable

Assessment procedures (to verify and validate design results)

Resources (budget, required skills, qualified personnel, services of other departments,
organizational interfaces, equipment)

Responsibilities

Timing (start and termination, timing of verification and validation)

Documentation and records

A design plan shall include use of information from previous design reviews if those are
relevant.
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4.8.3.3 #0561#: Design and Development — Design and Development Inputs
CQOM Tag #0561#
CQM Requirement 4.8.3.3 Design and Development — Design and Development
Inputs
ISO 9001 Requirement 8.3.3 Design and Development Inputs
Applicable ISO Requirement
ISO 9001 Cert covers ISO Requirement
Changelog:
After V1.9 Editorial changes only
After V2.03 Editorial changes only
AftervV2.16 Editorial changes only:
adjusted to ISO 9001:2015

4.8.3.4 Design and Development Controls

4.8.3.4.1 #0553#: Design and Development — Feasibility Study

CQM Tag #0553#

CQM Requirement 4.8.3.4.1 Design and Development — Feasibility Study
ISO 9001 Requirement 8.3.4 Design and development controls

Applicable CQM Requirement

ISO 9001 Cert covers Nothing

Changelog:

After V1.9 | Editorial changes only

A feasibility study including the review of all requirements for adequacy and non-
ambiguity and the capability of the Vendor’s organization with respect to the design
project shall be conducted before the start of a major design project.

4.8.3.4.2 #0571#: Design and Development — Intermediate and Final Design Reviews

CQM Tag #0571#

CQM Requirement 4.8.3.4.2 Design and Development — Intermediate and Final
Design Reviews

ISO 9001 Requirement 8.3.4 Design and development controls

Applicable CQM Requirement

ISO 9001 Cert covers Nothing

Changelog:

After V1.9 Editorial changes only

AftervV2.15 Editorial changes only:
title change, incorporates #1042#

The Vendor shall review progress of a design project at appropriate stages and if
necessary, shall adjust the design plan. Records of the reviews shall be maintained. All
functions involved in the design process and in the further use of the product or service
developed (e.g. production, marketing) shall participate in the review.
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The Vendor shall review progress of a design project at appropriate stages defined in the
design plan in order to ensure that the intermediate result at the stage of verification
meets the requirements. Records about the assessment methodology used and results
determined shall be generated and maintained.

The review result shall be used for improvement of the design process. The design review
results shall be identified and communicated; the design plan shall be adjusted
accordingly. Records about changes shall be maintained.

4.8.3.4.3 #0651#: Design and Development — Product Qualification Process

CQOM Tag #0651#

CQM Requirement 4.8.3.4.3 Design and Development — Product Qualification
Process

ISO 9001 Requirement 8.3.4 Design and development controls

Applicable CQM Requirement

ISO 9001 Cert covers Nothing

Changelog:

After V1.9 Editorial changes only

AftervV2.15 Technical changes (incl. editorial changes):

Reworded to enable family based testing, consolidates R-
QM-43 and R-QM-44; requirement must be addressed during
audit

Afterv2.17 Technical changes (incl. editorial changes):

Split into #0651# and #0654, Product Qualification Process
and Report

The Vendor shall conduct Design and Development Validation in accordance with
customer and Mastercard specified requirements including the applicable CQM
requirements specified in this document.

The Vendor shall always qualify their products (per process) for volume production before
the products are supplied as a CQM Product or a CQM Component.

For each applicable requirement specified in the Product Specification, the vendor shalll
determine that representative product samples (“Qualification Samples”) conform to the
requirement before the Product is produced in volume.

The Qualification of a CQM Product shall follow the Product Qualification Plan (see
#0582+#: Design and Development — Product Qualification Plan).

Qualification Samples shall be produced using the production process intended for volume
production.

The vendor shall document the results of the Qualification of a Product in a Qualification
Report.

The vendor may rely on qualification results that previously resulted from the qualification
of other Products from the same Product Family where it is reasonable to assume that
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the new product performs at least equally well, due to the use of the same materials,
components and processes.

For example, where a CB without any printing has shown to comply with the requirement
for Opacity, there is no need to re-verify this for other CB products made from the same
material (including material thicknesses) using the same processes but having different
artwork. On the other hand, if it is only known that a CB with a certain artwork conforms
to the Opacity requirement, it shall not be assumed that a CB with a different artwork
conforms to the Opacity requirement too.

Evidence for compliance with this requirement typically includes:

A Documented and implemented procedure for the qualification and release of a
product

A Documented and implemented procedure for the selection of equipment, methods
and samples to be used for product qualification.

A Documented Product Qualification Plan in accordance with #0582#: Design and
Development — Product Qualification Plan

A Documented Qualification Report in accordance with #0654#: Design and
Development — Product Qualification Report

. Through considerate planning of the structure of Product Specifications, Product Families,
Note e . e
-— and Qualification Plans the vendor can reduce the overall effort for the Qualification of
Products.

4.8.3.4.4 #0582#: Design and Development — Product Qualification Plan

CQOM Tag #0582#

CQM Requirement 4.8.3.4.4 Design and Development — Product Qualification
Plan

ISO 9001 Requirement 8.3.4 Design and development controls

Applicable CQM Requirement

ISO 9001 Cert covers Nothing

Changelog:

After V1.9 Editorial changes only

AftervV2.15 Technical changes (incl. editorial changes):
Reworded to enable family based testing, replaces R-QM-43
and R-QM-44; requirement must be addressed during audit;
permitted larger samples with non-0 acceptance numberin
accordance with SO 2859

The Vendor shall develop, document, and maintain a qualification plan compliant with the
terms of Mastercard’s testing processes and CQM Requirements, comprising at least:

A Product requirements or reference to product requirements
A Qualification test methods and tools

© 2022 Mastercard. Proprietary. All rights reserved.
December 2022 1 CQM Requirements — Version 2.22 (11 009) 97



Quality Management System Requirements
Operation

A Production performance targets (capability of critical parameters, yields)

A Sample sizes and reject and acceptance criteria.

The Qualification Plan shall define how conformity with all requirements a Product shall
comply with is verified.

The Qualification Plan shall at least address all of the applicable CQM Requirements, as
defined in the applicable CQM Assessment Plan.

Sample sizes for testing conformity with CQM Requirements shall be at least the sample
sizes defined for each applicable CQM Requirement in the CQM Assessment Plans. The
Acceptance Number (see ISO 2859-1) shall always be 0 if the minimum sample sizes from
the CQM Assessment Plans are used.

The vendor is permitted to use larger sample sizes for qualification tests than those
specified in the CQM Assessment Plans. In this case the vendor may use O as the
Acceptance Number, or determine the Acceptance Number from ISO 2859-1, Single
sampling plans for normal inspection, in accordance with the following procedure:

A Determine the Equivalent AQL by finding the AQL with the number O under “Ac” (not
an arrow pointing to the number 0) in the row with the sample size determined by the
CQM Requirement, e.g. for the sample size 8 the corresponding AQL is 1.5 (and not
1.0 or 2.5, as those have arrows in that row). If no row corresponds to the sample size
determined by the CQM Requirement, then the row corresponding to the next higher
sample size shall be used.

Determine the applicable acceptance number from the Equivalent AQL and the intended
sample size. If the intended sample size is not listed in this table in ISO 2859-1, then the
next lower sample size in the table shall be used. E.qg. if the Equivalent AQL is 1.5 and the
intended sample size is 40, then the row is that corresponding to the next lower sample
size 32 (because there is no row for sample size 40) and the Acceptance Number is hence
1

4.8.3.4.5 #0654#: Design and Development — Product Qualification Report

CQOM Tag #0654#

CQM Requirement 4.8.3.4.5 Design and Development — Product Qualification
Report

ISO 9001 Requirement 8.3.4 Design and development controls

Applicable CQM Requirement

ISO 9001 Cert covers Nothing

Changelog:

After V1.9 Editorial changes only

AftervV2.15 Technical changes (incl. editorial changes):

Reworded to enable family based testing, consolidates R-
QM-43 and R-QM-44; requirement must be addressed during
audit

Afterv2.17 Technical changes (incl. editorial changes):

Split into #0651# and #0654, Product Qualification Process
and Report
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The Vendor shall document the results of a product qualification conducted in accordance
with #0651#: Design and Development — Product Qualification Process in a Product
Qualification Report.

The Product Qualification Report shall be documented, and the documented information
shall include at least:

A

Specification of the product qualified, e.g. by referencing the corresponding product
specification created in accordance with #0501#: Design and Development — Product
Specification,

A reference to the utilized Product Qualification Plan (see #0582#: Design and
Development — Product Qualification Plan ),

Equipment and processes used to produce the samples, e.g. by reference to a process
specification,

Samples used for product qualification; each sample should be individually identified,
e.g. through sample identification numbers,

For each requirement defined in the Product Qualification Plan (see #0582#: Design
and Development — Product Qualification Plan ), if the samples tested comply with
the requirement,

Documented evidence (control and measurement results) supporting the compliance
of the samples with each requirement; and the documented evidence shall be
traceable to individual samples, e.g. the sample identification numbers.

Samples used for product qualification should be retained until the product has been
successfully introduced into volume production, or the product has been cancelled or
discontinued, unless retaining such samples is not permitted by Mastercard mandated
security requirements.

4.8.3.4.6 #0706#: Design and Development —Only Produce Qualified Products Using
Qualified Processes

CQOM Tag #0706#
CQM Requirement 4.8.3.4.6 Design and Development —Only Produce Qualified
Products Using Qualified Processes
ISO 9001 Requirement 8.1 Operational planning and control
Applicable CQM Requirement
ISO 9001 Cert covers Nothing
Changelog:
After V1.9 Editorial changes only
AftervV2.15 Editorial changes only:
title changed
AftervV2.16 Technical changes (incl. editorial changes):
title change, adjusted to I1SO 9001:2015
Afterv2.17 Editorial changes only:
further wording added for clarification
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The Vendor shall establish and maintain a production planning system in order to ensure
that:

A

A
A
A
A

The product is covered by a valid CQM Certificate (status verification and product
verification)

Information defining the product (“Product Specification”) is available
Suitable manufacturing and test equipment is available
Manufacturing and test instructions are available

Appropriate monitoring and measurement technigues are available.

Production/work orders where the above conditions are not fulfilled shall not be executed.

4.8.3.5 #0581#: Design and Development — Design and Development Outputs

CQOM Tag #0581#

CQM Requirement 4.8.3.5 Design and Development — Design and Development
Outputs

ISO 9001 Requirement 8.3.5 Design and Development Outputs

Applicable ISO Requirement & CQM Supplement

ISO 9001 Cert covers ISO Requirement

Changelog:

After V1.9 Editorial changes only

After vV2.15 Technical changes (incl. editorial changes):
Revised to allow for family based testing and clarify CQM
required process and deliverables

AftervV2.16 Technical changes (incl. editorial changes):
adjusted to ISO 9001:2015

4.8.3.5.1 CQM Supplement

The outputs of design and development shall be in a form suitable for verification against
the design and development input and shall be approved prior to release.

The output of the design and development process shall include:

A

Product Specification in accordance with #0501#: Design and Development —
Product Specification.

Process Specification in accordance with #0583#: Operational Planning and Control —
Process Specification

Product Qualification Plan in accordance with #0582#: Design and Development —
Product Qualification Plan

Qualification Report
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A Quality Control Plan in accordance with #0701#: Production and Service Provision —
Control of Production and Service Provision, QCP

4.8.3.5.2 #0501#:

Design and Development — Product Specification

CQOM Tag #0501#

CQM Requirement 4.8.3.5.2 Design and Development — Product Specification

ISO 9001 Requirement

Applicable CQM Requirement

ISO 9001 Cert covers Nothing

Changelog:

After V1.9 Editorial changes only

After V2.03 Editorial changes only:
changes to make more precise and clarify; required to be
assessed during audit

Afterv2.15 Technical changes (incl. editorial changes):
Reworded to enable family based testing, replaces parts of
R-QM-40, title change to reflect content; requirement must
be addressed during audit

AftervV2.16 Technical changes (incl. editorial changes):
adjusted to ISO 9001:2015

Afterv2.17 Technical changes (incl. editorial changes):

Split into #0501# Product Specification and #0502# Product
Family. Reduced overlap with #0662# and #0663#.

The Vendor shall systematically document customer and CQM requirements.

The vendor shall specify Customer and CQM requirements for a specific product in a
Product Specification and bring to attention to those who require this information (e.g.
development, production, sales, etc.).

The Product Specification shall contain at leasts:

A

A
A
A
A

List of the main components and materials, including all included CQM Components

Definition of the interfaces, as relevant

Guidelines for personalization, as relevant

Intended use and any related guidelines

List of applicable requirements, including the applicable CQM requirements

The Product Specification often is, and in most cases is recommended to be modular and
consists of different parts with different levels of variability.

3 |tis permissible that the Product Specification addresses the subsequent items through reference
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The Vendor may consider a group of products that share a significant part of their
Product Specifications a Product Family (see #0502#: Design and Development — Product
Family).

Where the specification of a product is based on a Product Family (see #0502#: Product
Family), then the Product Specification shall include a reference to the Product Family
Specification.

The vendor shall make the information contained in the Product Specification available to
their relevant staff, such that the staff has knowledge of the relevant information to
develop, design and produce the vendor’s products in a repeatable and well-defined
manner, and to allow their staff to verify that the product produced complies with the
applicable Product Specification.

4.8.3.5.3 #0502#: Design and Development — Product Family Specification

CQOM Tag #0502#

CQM Requirement 4.8.3.5.3 Design and Development — Product Family
Specification

ISO 9001 Requirement

Applicable CQM Requirement

ISO 9001 Cert covers Nothing

Changelog:

Afterv2.17 Technical changes (incl. editorial changes):

Result of split of #0501# into #0501# Product Specification
and #0502# Product Family.

Afterv2.18 Editorial changes only:

Renamed to Product Family Specification

. The use of the concept of Product Family is optional, though vendors are likely to find that it
Note L e e
- often simplifies the tasks of specifying and qualifying products.

A Product Family is a group of Products that share a significant part of their Product
Specification.

When the vendor declares that a group of products is a Product Family, according to
4.8.5.1.2 #0702#: Production and Service Provision — Product Family Based Sampling ,
then the Vendor shall document the shared characteristics of the Product Family in a
Product Family Specification.

The Product Family Specification shall follow in format and content the requirements for
a Product Specification (see #0501#: Design and Development — Product Specification),
containing the provisions from the product specification that the members of the Product
Family share.

Where Product Family Specifications are used, the vendor should not replicate the shared
provisions contained in the Product Family Specification, but simply refer to the Product
Family Specification.
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A typical example is a CB, where:

A the materials, processes and parameters remain unchanged for a range of Products,
but

A the artwork is different for each Product,

and conclusively materials, processes and parameters are specified in a part of the
Product Family Specification that remains unchanged over multiple orders, possibly over
many years, while the artwork is specified order specific. Hence the Product Specification
of a specific CB could consist of:

A areference to the generic Product Family Specification (without the artwork), and

A anidentification of the artwork.

Here also the qualification plan could be simplified in the case only the artwork changes,
e.g. the Vendor verifies only:

A Thickness of the card, and

A Peel strength of the overlay,

And does not measure width and height of the card because they are not influenced by
the details of the artwork.

Another example is the ICC, where:
A The CB with exception of the artwork remains unchanged for a range of products,

A And the ICM remains unchanged with the exception of the contained IC for a range of
ICC,

and conclusively the Product Specification of a specific ICC could consist of:
A areference to the CB family specification

A anidentification of the artwork

A areference to the ICM family specification

A

an identification of the IC contained.

The vendor shall make the information contained in the Product Family Specification
available to their relevant staff, such that the staff has knowledge of the relevant
information to develop, design and produce the vendor’s products in a repeatable and
well-defined manner, and to allow their staff to verify that the product produced
complies with the applicable Product Family Specification.

4.8.3.6 #0590#: Design and Development — Design and Development Changes

CQM Tag #0590%#

CQM Requirement 4.8.3.6 Design and Development — Design and Development
Changes

ISO 9001 Requirement 8.3.6 Design and Development Changes

Applicable ISO Requirement

ISO 9001 Cert covers ISO Requirement
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Changelog:

AfterV2.16

Editorial changes only:
new

4.8.4 Control of externally provided Processes, Products and Services

4.8.4.1 #0601#: Control of externally provided processes, products and services - General

CQOM Tag

#0601#

CQM Requirement

4.8.4.1 Control of externally provided processes, products
and services - General

ISO 9001 Requirement 8.4.1 Control of externally provided processes, products and
services - General

Applicable ISO Requirement

ISO 9001 Cert covers ISO Requirement

Changelog:

After V1.9 Editorial changes only

AftervV2.16 Editorial changes only:

adjusted to ISO 9001:2015, title changed, incorporates part
of #0602#

4.8.4.2 #0604+#: Control of externally provided processes, products and services — Type and
extent of control

CQOM Tag #0604#

CQM Requirement 4.8.4.2 Control of externally provided processes, products
and services — Type and extent of control

ISO 9001 Requirement 8.4.2 Control of externally provided processes, products and
services - Type and extent of control

Applicable ISO Requirement & CQM Supplement

ISO 9001 Cert covers ISO Requirement

Changelog:

After V1.9 Editorial changes only

Afterv2.15 Editorial changes only:
Incorporating related information from R-QM-47

AftervV2.16 Editorial changes only:
adjusted to ISO 9001:2015, title changed, incorporates part
of #0602#

Afterv2.18 Editorial changes only:
typo corrected

4.8.4.2.1 CQM Supplement

Externally provided materials, components and services shall be verified prior to use for
the design and production of any product and service subject to CQM Certification using
criteria defined by the Vendor. These criteria shall satisfy the Vendor's requirements,
objectives and policies, and any applicable CQM requirements.
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The Vendor shall establish and implement the inspection and other activities necessary for
ensuring that purchased components and materials meet the specified purchase
requirements.

Records about the verification of externally provided components and services shall be
maintained.

All externally provided material, components and services (where appropriate) shall be
traceable via an identification system.

Where an externally provided component is a CQM Component, the Vendor shall verify
the component is covered by a valid CQM Label in accordance with #0605#: Procured or
subcontracted CQM Products and Components — CQM Certification Status.

For components or materials that are not covered by a CQM Label, incoming inspection
procedures, or a relevant quality assurance system through supplier inspections, shall be
developed, documented, implemented and maintained in accordance with this
requirement and cover at least:

A Parameters defining sample lot sizes and frequency of inspections,

A Acceptance criteria,

A The processing of non-conforming material.

Where the vendor subcontracts services that normally would be required to be included in

the CQM Audit if the vendor were conducting these services themselves, then the vendor
shall:

A Ensure and verify the services are conducted in accordance with the applicable CQM
Requirements.

A Document and make available at the time of the audit evidence that these services
are conducted in accordance with the applicable CQM Requirements. For testing
services such evidence typically is either an ISO 17025 certificate including the
relevant test method, or other documented evidence that the service provider
conducts the services in accordance with the applicable CQM requirements.

4.8.4.2.2 #0605#: Procured or subcontracted CQM Products and Components — CQM
Certification Status

CQM Tag #0605#

CQM Requirement 4.8.4.2.2 Procured or subcontracted CQM Products and
Components — CQM Certification Status

ISO 9001 Requirement 8.4.2 Control of externally provided processes, products and
services - Type and extent of control

Applicable CQM Requirement

ISO 9001 Cert covers Nothing

Changelog:

After V1.9 Editorial changes only

AftervV2.15 Editorial changes only:
Title change
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AftervV2.16 Editorial changes only:

title changed to adjust to ISO 9001:2015
Afterv2.18 Editorial changes only:

In cgmAP moved to relevant product tabs.

If a purchased or subcontracted component is a CQM Product or Component, the Vendor
shall ensure that the purchased component is covered by either:

A
A

avalid CQM Certificate; or

the Vendor being in full control of qualification, process control, and quality control
and quality monitoring of the CQM Product or Component, and that the CQM
Product or Component conforms to the CQM Requirements, and that the underlying
processes are in compliance with the CQM Requirements.

Personalizers shall only use CQM Products and CQM Components that are covered by a
valid CQM Label.

4.8.4.3 #0603#: Control of externally provided processes, products and services -
Information for external providers

CQM Tag #0603#

CQM Requirement 4.8.4.3 Control of externally provided processes, products
and services - Information for external providers

ISO 9001 Requirement 8.4.3 Control of externally provided processes, products and
services - Information for external providers

Applicable ISO Requirement & CQM Supplement

ISO 9001 Cert covers Nothing

Changelog:

After V1.9 Editorial changes only

Afterv2.15 Editorial changes only:
Incorporated some info from #1047#

AftervV2.16 Editorial changes only:
adjusted to ISO 9001:2015, title changed

The Vendor shall specify clearly and sufficiently the material, component or service to be
purchased, including, where appropriate:

A

A
A
A

Characteristics
Requirements for approval of components, procedures, processes and equipment,
Requirements for qualification of personnel, and

Quality management system requirements.

The Vendor shall ensure the adequacy of specified purchase requirements prior to
communicating them to the supplier/Subcontractor.

4.8.4.4 #0606#: Subcontracted manufacturing of CQM Components — Introduction
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CQM Tag #0606#
CQM Requirement 4.8.4.4 Subcontracted manufacturing of CQM Components

— Introduction
ISO 9001 Requirement 8.5.1 Control of production and service provision
Applicable thd
ISO 9001 Cert covers Nothing
Changelog:
Afterv2.19.1 Technical changes (incl. editorial changes):

New

Subcontracted manufacturing is when the entity:
A designing, specifying, and qualifying a CQM Component, and/or
A defining the Quality Control Plan specifying the quality control during production

is not producing the CQM Component themselves but utilizes manufacturing services
from another entity (subsequently referred to as a Subcontractor.

Generally, the difference between a CQM Component Vendor and a Subcontractor is as
follows:

The CQM Component Vendor:

A Designs, specifies, and qualifies the CQM Component

A Defines and implements their own Quality Control Plan

A owns the CQM Component they are producing and supplying

The Subcontractor:
A Receives a specification from their customer what and how to manufacture,
A Follows the Quality Control Plan provided by their customer at least in part,

A The Subcontractor does not own the CQM Component they are producing and
supplying, they are producing their customer’s CQM Component.

Note, that in case of doubt, it shall be assumed that the supplier of the CQM Component
is a Subcontractor.

Examples for subcontracted manufacturing are:

A Example 1:

¢ Company A designs a wire-embedded AIL, conducts the internal qualification and
manages the external qualification of the AIL, and

¢ Company A requests Company B to manufacture the inlay according to the
specification provided by Company A; the specification defining the layout for the
wire embedding, the diameter and type of wire, and the thickness and material
of the plastic material the wire is embedded into.

A Example 2:
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¢ Company C designs an iacICM together with Company D. Company C owns the
design of this specific iaclCM, conducts the internal qualification, and sells the
iaclCM to other CQM Vendors, and

¢ Company C requests Company D to manufacture the iaclCM according to
Company C’s Quality Control Plan

A Example 3:

¢ Awafer foundry produces wafers of an IC designed by their customer.

If a vendor subcontracts manufacturing instead of procuring a CQM Component Vendor’s
product, then the following requirements apply, depending on the CQM Certification
Status of the Subcontractor:

Case 1 - The subcontractor is CQM Certified for the type of CQM Component:

A #0607#: Subcontracted manufacturing of CQM Components — CQM certified
Subcontractors

Case 2 — The subcontractor is not CQM certified for the type of CQM Component:

A #0608#: Subcontracted manufacturing of CQM Components — Subcontractors not
CQM certified

4.8.45 #0607#: Subcontracted manufacturing of CQM Components — CQM certified

Subcontractors

CQOM Tag #0607#

CQM Requirement 4.8.4.5 Subcontracted manufacturing of CQM Components —
CQM certified Subcontractors

ISO 9001 Requirement 8.5.1 Control of production and service provision

Applicable ISO Requirement & CQM Supplement

ISO 9001 Cert covers Nothing

Changelog:

Afterv2.19.1 Technical changes (incl. editorial changes):
New

If a CQM Vendor subcontracts (see #0606#: Subcontracted manufacturing of CQM
Components — Introduction for definition of subcontracting) production of a CQM
Component to another company that maintains a CQM label for this type of CQM
Component or CHD, then the CQM Vendor shall ensure, and demonstrate during their
own CQM Assessment that the Subcontractor’s subcontracted production of the CQM
Component is done in compliance with the following requirements:

A The CQM Component is specified in accordance with #0501#: Design and
Development — Product Specification , has been qualified in accordance with #0582#:
Design and Development — Product Qualification Plan , and a qualification report in
accordance with #0654+#: Design and Development — Product Qualification Report is
available;
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A The process operated by the Subcontrator has been qualified in accordance with
#0653#: Operational Planning and Control — Process Qualification Report

A AQCPis defined, agreed, and implemented in accordance with #0701#: Production
and Service Provision — Control of Production and Service Provision, QCP and the
QCP, as applied and implemented by the Subcontractor and the Vendor together, is
compliant with the product requirements defined in the cgmAP for the specific CQM
Component

A The production process conducted by the Subcontractor is specified and conducted in
accordance with #0583#: Operational Planning and Control — Process Specification ,
and #0584+#: Operational Planning and Control — Process Control Plan

A The Subcontractor operates, and retains adequate records, in compliance with
#0722#: Production and Service Provision — Product Traceability and #0723#:
Production and Service Provision — Process Traceability

A The use of CQM certifiable components and other components and materials
complies with #0605#: Procured or subcontracted CQM Products and Components —
CQM Certification Status , #0741#: Production and Service Provision — Compliant
Use of Materials and non-CQM Components , and #0742#: Production and Service
Provision — Preservation of CQM Product and CQM Components during storage,
processing and delivery

A Either the Vendor, or the Subcontractor, or both in combination, control production
output in compliance with #0703#: Production and Service Provision — Release of
Product and Services, and Batch Yield Limit and #0781#: Production and Service
Provision — Control of Nonconforming Outputs

Verification of conformity with the above requirements does not require an on-site audit
of the Subcontractor but may be conducted as a CQM Remote Assessment. The CQM
Remote Assessment of such Subcontractor should not exceed 4 hours.

The time interval of 4 hours allocated to the assessment of the CQM certified

Note . . .

! Subcontractor refers to the time allocated during the Vendor's CQM Audit and does not
constitute a guideline nor a limitation for any audits the Vendor may decide to conduct on
their suppliers and subcontractors.

. Note The manufacturing site where the subcontracted process steps are executed will be listed on

the Vendor’s CQM certificate for the respective activities.

4.8.4.6 #0608#: Subcontracted manufacturing of CQM Components — Subcontractors not

CQM certified
CQM Tag #0608#
CQM Requirement 4.8.4.6 Subcontracted manufacturing of CQM Components
— Subcontractors not CQM certified
ISO 9001 Requirement 8.5.1 Control of production and service provision
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Applicable ISO Requirement & CQM Supplement

ISO 9001 Cert covers Nothing

Changelog:

Afterv2.19.1 Technical changes (incl. editorial changes):
New

If a CQM Vendor subcontracts (see #0606#: Subcontracted manufacturing of CQM
Components — Introduction for definition of subcontracting) production of a CQM
Component to another company that does not maintain a CQM label for this type of
CQM Component or CHD, then the CQM Vendor shall ensure, and demonstrate during
their own CQM Assessment that the Subcontractor’s subcontracted production of the
CQM Component is done in compliance with all CQM requirements applicable for this
CQM Component or CHD.

Compliance with the applicable CQM requirements shall be ensured by the Vendor’s and
the Subcontractor’s operations in combination. For example, where the Subcontractor’s
operation does not ensure compliance with a specific requirement, then the Vendor is still
compliant if the Vendor ensures compliance with this requirement, for example:

A While the Subcontractor does not qualify the CQM Component or CHD, the Vendor
qualifies it;

A While the Subcontractor does not conduct a required control as part of their process,
the Vendor conducts this control on the CQM Component of CHD produced by the
Subcontractor.

Assessment of the Subcontractor’s operations shall be conducted in accordance with the
rules applicable to CQM Audits of CQM Component Vendors. In specific cases the
requirement for an on-site audit might be waived by CQM Operations upon request.

4.8.5 Production and Service Provision

4.85.1 #0701#: Production and Service Provision — Control of Production and Service
Provision, QCP

CQM Tag #0701#

CQM Requirement 4.8.5.1 Production and Service Provision — Control of
Production and Service Provision, QCP

ISO 9001 Requirement 8.5.1 Control of production and service provision

Applicable ISO Requirement & CQM Supplement

ISO 9001 Cert covers ISO Requirement

Changelog:

After V2.03 Technical changes (incl. editorial changes):

reworded, detail requirement for QCP; requirement must be
addressed during audit

AftervV2.15 Technical changes (incl. editorial changes):

reworded to enable family based testing, incorporates R-QM-
74 #10744#; requirement must be addressed during audit
AftervV2.16 Editorial changes only:

adjusted to ISO 9001:2015, title changed
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4.8.5.1.1 CQM Supplement

When producing physical products, it cannot be reasonably assumed that every single
item produced by volume production performs identically to the items used for Product
Qualification. Therefor the vendor shall re-verify certain characteristics at defined
intervals.

The Vendor shall develop, implement and maintain documented procedures to monitor
and measure, on a regular basis, those key characteristics of its products and services
that can have a significant impact on the fulfillment of all relevant requirements.

The vendor shall systematically document the quality control and monitoring measures in
a Quality Control Plan, subsequently referred to as “QCP”, defining at least the following
information:

A Characteristic or Parameter controlled

A Means of control, e.g. procedure, measurement instrument

A Targets, specified tolerances etc.

A Frequency of testing and monitoring

A Responsibility

QCP may consist of a single, or multiple documents, such as:
Control Plan

A
A
A Quality Monitoring Plan
A Work Instructions

A

Check Lists

Anyhow, it is recommended that the critical information about how compliance is ensured
and monitored during volume production, is consolidated in a single document called
Quality Control Plan, defining:

A Requirements for which conformity is monitored

A Means how conformity is monitored (e.g. test method, test tool, sampling frequency)
A Production step at which conformity is monitored
A

Responsibility for monitoring conformity (e.g. Machine operator, QC engineer,
external lab)

A Record form for the result (e.g. Lot traveller, Form XYZ)

The information contained in the QCP may be directly contained in the QCP (e.g.
Sampling size) or by referencing another document (eg. a test procedure, a check list, or a
reference to an item in the test equipment register defining a test tool) containing the
information.

The QCP shall comply with the minimum requirements defined in the CQM Requirements
and CQM Assessment Plans (“cqmAP”).
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By default, the vendor shall subject samples of every product produced to the required
quality control and monitoring tests.

The vendor shall always test samples from every product produced for the following
sampling rates defined in the cqmAP:

A 100%

A Number of samples per Batch
A Number of samples per Job
A

Number of samples per Lot

For time based sampling rates defined in the cqmAP such as

A Samples per week

A Samples per year

the vendor may test samples from every product produced in the preceding interval, or

use “Product Family based sampling” as defined in 4.8.5.1.2 #0702#: Production and
Service Provision — Product Family Based Sampling.

4.8.5.1.2 #0702#: Production and Service Provision — Product Family Based Sampling

CQM Tag #0702#
CQM Requirement 4.8.5.1.2 Production and Service Provision — Product Family
Based Sampling
ISO 9001 Requirement 8.5.1 Control of production and service provision
Applicable CQM Requirement
ISO 9001 Cert covers Nothing
Changelog:
AfterVv2.15 New:
Permitting Product Family Based Sampling and Testing;
requirement must be addressed during audit
AftervV2.16 Editorial changes only:
minor rewording

If the vendor complies with the following requirements:

A #0501#: Design and Development — Product Specification

A #0583#: Operational Planning and Control — Process Specification

A #0582#: Design and Development — Product Qualification Plan

A #0651#: Design and Development — Product Qualification Process

A #0701#: Production and Service Provision — Control of Production and Service
Provision, QCP

A #0721#: Production and Service Provision — Lot Based Production

A #0722#: Production and Service Provision — Product Traceability
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Then the vendor may introduce Product Family Based Sampling for qualification and
monitoring.

If the vendor decides to use Product Family Based Sampling, the vendor shall do so in line
with the following requirements:

For time-based sampling rates defined in the cqmAP the vendor may select samples
representative for a product family to monitor the quality of the products contained in
the product family.

Samples representative for a product family shall include the following:
A “High Runners”, Products representing the main volume in a Product Family

A “Critical Products”, Products that have shown more likely to be affected by reliability
or durability issues during Qualification, Monitoring, or based on field reject
information.

The Vendor shall determine High Runners and Critical Products based on verifiable
information, such as Qualification Results, Monitoring Results, and information about
problems in the field.

Characteristics that can cause Products being the “Critical Products” in a Product Family
ofteninclude:

A IC with larger memory sizes have an increased die size (higher risk of mechanical
failure, higher risk of memory failure)

A ICM containing large IC, long bonding wires, higher number of connections (higher risk
of mechanical failure)

A ICC containing above ICM (higher risk of mechanical failure)

A CBwith certain types of printing, or large coverage of specific inks or certain
adhesives (higher risk of delamination)

The vendor shall specify the Product Family in a Product Family Specification according
to:

A 4.8.3.5.3 #0502#: Design and Development — Product Family Specification

Without Product Family based sampling the vendor is required to subject samples from
every product produced during the preceding interval to the quality monitoring activity.

4.8.5.1.3 #0704#: Production and Service Provision — Product Reliability Monitoring

CQOM Tag #0704#

CQM Requirement 4.8.5.1.3 Production and Service Provision — Product
Reliability Monitoring

ISO 9001 Requirement 8.5.1 Control of production and service provision

Applicable CQM Requirement

ISO 9001 Cert covers Nothing

Changelog:

After V1.9 | Editorial changes only
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The Vendor shall use a well-documented program of tests to monitor ongoing product

performance. The program shall verify the capability of the product to meet the
requirements of this document. The program shall use acceleration models and
accelerated stress tests, where appropriate.

The Vendor shall determine typical use conditions for its products and shall use these

conditions within the program.

The program shall identify the types of tests, the sample sizes per production period, and
the acceleration models (when used).

Reliability monitoring data accumulated over the preceding six-month or twelve-month
period shall be used to calculate failure rates.

Note

Evidence for compliance with this requirement typically includes documented and
implemented processes to:

- Assess the reliability of products related to the expected use-conditions.

- Apply in case the resulting reliability parameters are not met.

- Record methods involved in determination of use-conditions, resulting reliability
parameters and statement of compliance.

Note

machine generations)

Differences caused by the process can also occur, and shall be considered, such as those
caused by differences in embossing equipment (different machine suppliers, different

4.8.5.2 #0720#: Production and Service Provision — Identification and Traceability

CQM Tag #0720#

CQM Requirement 4.8.5.2 Production and Service Provision — Identification and
Traceability

ISO 9001 Requirement 8.5.2 Identification and traceability

Applicable ISO Requirement

ISO 9001 Cert covers ISO Requirement

Changelog:

AftervV2.16 Technical changes (incl. editorial changes):

New

4.85.2.1 #0721#: Production and Service Provision — Lot Based Production

CQOM Tag

#0721#

CQM Requirement

4.8.5.2.1 Production and Service Provision — Lot Based
Production

ISO 9001 Requirement

8.5.2 Identification and traceability

Applicable

CQM Requirement
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ISO 9001 Cert covers | Nothing

Changelog:

After V1.9 Editorial changes only

After vV2.15 Technical changes (incl. editorial changes):
reworded to enable family based testing, title adjusted to
match content; requirement must be addressed during audit

The Vendor shall produce CQM Products in Lots.

Lots of all CQM Products with the exception of Personalization Lots shall be processed in
Batches, thus produced using the same CQM Components, other components and
materials, and Processes (including process parameters).

Lots of electronic components that become part of the finished CHD, such as IC, ICM, and
IL shall be processed in Batches, thus produced using the same Components and
Materials, Processes and Process Parameters.

Personalization Lots may be processed in Batches or Jobs, Jobs being a combination of
different Batches of components to be processed using the same Processes and Process
Parameters, but consisting of products that are different to some extent, in case of
Personalization typically the artwork.

. Note Components and Materials may only be assumed to be “the same” if they are from the
-_ same Batch.

Any Vendor shall ensure traceability of Lots with respect to the utilized:

A Components in accordance with #0722#: Production and Service Provision — Product
Traceability

A Processes and Process Parameters in accordance with #0723#: Production and
Service Provision — Process Traceability

Vendors producing electronic components that become part of the finished CHD, such as
IC, ICM, and IL vendors, shall ensure traceability of Lots with respect to the utilized:

A Components in accordance with #0722#: Production and Service Provision — Product
Traceability

A Processes and Process Parameters in accordance with #0723#: Production and
Service Provision — Process Traceability

A Materials

The Vendor shall be able to derive the lot information of a component or material from
the lot information of the produced CQM Product.

The Vendor shall be able to retrieve process flows, process instructions and process
parameters utilized to produce a specific product.
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See section 1.6 #A600¢# Definitions for definition of the terms Lot, Batch, Job.

4.8.5.2.2 #0722#: Production and Service Provision — Product Traceability

CQOM Tag #O722#

CQM Requirement 4.8.5.2.2 Production and Service Provision — Product
Traceability

ISO 9001 Requirement 8.5.2 Identification and traceability

Applicable CQM Requirement

ISO 9001 Cert covers Nothing

Changelog:

After V1.9 Editorial changes only

After vV2.03 Technical changes (incl. editorial changes):
result from split of R-QM-58, wording changed

Any lot of CQM Components delivered to subsequent processes or supplied to customers
shall at least be traceable regarding:

A Product (batch identifier, product type, Mastercard approval information).
A The production Site involved.
Product traceability may be established by applying an identifier to the product or the

package containing a product or group of products (batch or lot) enabling assessment of
above traceability data upon request.

4.8.5.2.3 #0723#: Production and Service Provision — Process Traceability

CQM Tag #0723#

CQM Requirement 4.8.5.2.3 Production and Service Provision — Process
Traceability

ISO 9001 Requirement 8.5.2 Identification and traceability

Applicable CQM Requirement

ISO 9001 Cert covers Nothing

Changelog:

After V1.9 Editorial changes only

After V2.03 Technical changes (incl. editorial changes):
result from split of R-QM-58, wording changed

The Vendor shall maintain process traceability.

The production process flow shall be well defined and documented; the applicable process
parameters shall be well defined and documented.

The Vendor shall be able to retrieve process flows, process instructions and process
parameters utilized to produce a specific product batch.
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4.8.5.3 #0730#: Production and Service Provision — Property belonging to Customers or
External Providers

CQOM Tag #0730#

CQM Requirement 4.8.5.3 Production and Service Provision — Property belonging
to Customers or External Providers

ISO 9001 Requirement 8.5.3 Property belonging to customers or external providers

Applicable ISO Requirement

ISO 9001 Cert covers ISO Requirement

Changelog:

AftervV2.16 Editorial changes only:
new

4.8.5.4 #0740#: Production and Service Provision — Preservation (of process Outputs)

CQOM Tag #0740#

CQM Requirement 4.8.5.4 Production and Service Provision — Preservation (of
process Outputs)

ISO 9001 Requirement 8.5.4 Preservation

Applicable ISO Requirement

ISO 9001 Cert covers ISO Requirement

Changelog:

AftervV2.16 Technical changes (incl. editorial changes):
New

4.8.5.4.1 #0741+#: Production and Service Provision — Compliant Use of Materials and non-
CQM Components

CQOM Tag #0741#

CQM Requirement 4.8.5.4.1 Production and Service Provision — Compliant Use of
Materials and non-CQM Components

ISO 9001 Requirement 8.5.4 Preservation

Applicable CQM Requirement

ISO 9001 Cert covers Nothing

Changelog:

After V1.9 Editorial changes only

After vV2.15 Editorial changes only:
title changed

The storage and processing of components and materials to produce CQM Products shalll
follow specifications and guidelines provided by the supplier.

Where the storage or processing of components is outside of the specifications and
guidelines provided by the supplier, the Vendor shall verify the suitability of such storage
or processing with the supplier prior to subjecting the component to such storage or
processing.
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4.8.5.4.2 #0742#: Production and Service Provision — Preservation of CQM Product and
CQM Components during storage, processing and delivery

CQOM Tag #HOT742#

CQM Requirement 4.8.5.4.2 Production and Service Provision — Preservation of
CQM Product and CQM Components during storage,
processing and delivery

ISO 9001 Requirement 8.5.4 Preservation

Applicable CQM Requirement

ISO 9001 Cert covers Nothing

Changelog:

After V2.03 Editorial changes only:
title changed

After vV2.15 Editorial changes only:

Minor changes to reduce overlap with R-QM-53

AftervV2.16 Editorial changes only:
minor change of wording

The Vendor shall preserve the CQM Products and Components during storage, processing
and delivery to the intended destination in order to maintain conformity to requirements.
Preservation shall include identification, handling, processing, packaging, storage and
protection.

The production and storage operations conducted by the Vendor shall not have any
adverse impact on the conformity of CQM Components used to produce* the Vendor’s
product.

4.8.5.5 #0750#: Production and Service Provision — Post-delivery Activities

CQOM Tag #0750#

CQM Requirement 4.8.5.5 Production and Service Provision — Post-delivery
Activities

ISO 9001 Requirement 8.5.5 Post-delivery activities

Applicable ISO Requirement

ISO 9001 Cert covers ISO Requirement

Changelog:

AftervV2.16 Editorial changes only:
new

4.8.5.6 #0761#: Production and Service Provision — Control of Changes

CQM Tag #0761#

CQM Requirement 4.8.5.6 Production and Service Provision — Control of
Changes

ISO 9001 Requirement 8.5.6 Control of Changes

Applicable ISO Requirement & CQM Supplement

4 For the avoidance of doubt, ‘produce’ includes ‘personalize’
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ISO 9001 Cert covers | ISO Requirement

Changelog:

After V1.9 Editorial changes only

After vV2.15 Technical changes (incl. editorial changes):
Consolidated information from various QM Requirements to
enable family based testing; requirement must be addressed
during audit

AftervV2.16 Editorial changes only:
title changed, adjusted to ISO 9001:2015

4.8.5.6.1 CQM Supplement

Note

The Vendor shall establish, document and maintain a Change Control and Change
Management process.

The Vendor shall qualify changes to products to ensure that the resulting changed
product is compliant with CQM Requirements.

Qualification of changes to a Product shall follow a Product Qualification Plan, typically
the Product Qualification Plan developed in accordance with #0582#: Design and
Development — Product Qualification Plan.

The Vendor shall qualify changes to processes to ensure that the products produced with
these processes remain compliant with CQM Requirements.

Qualification of changes to a Process shall follow a Process Qualification Plan, typically
the Process Qualification Plan developed in accordance with #0651#: Design and
Development — Product Qualification Process.

Itis recommended and the Vendor may find it useful to review the Qualification Plan in
respect of the nature of the change and limit the qualification of changes to those criteria
reasonably possibly affected by the change. The vendor may standardize the tests to be
conducted following a specific change in a Change Control Matrix, or may define the
applicable tests on a case-by-case basis following a risk assessment.

4.8.5.6.2 #0762#: Production and Service Provision — Change Notification Procedure

CQM Tag #0762#

CQM Requirement 4.8.5.6.2 Production and Service Provision — Change
Notification Procedure

ISO 9001 Requirement 8.5.6 Control of Changes

Applicable ISO Requirement & CQM Supplement

ISO 9001 Cert covers Nothing

Changelog:

After V1.9 Editorial changes only

AftervV2.16 Editorial changes only:
title changed, adjusted to ISO 9001:2015
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The Vendor shall classify changes into minor and major changes as part of the change
management process.

Major changes shall at least include:

A
A
A

A

Change of the production Site

Change of a CQM Component

Process change that will be evident in the product, such as:
6 ICM: substrate, interconnection technology

¢ CB/pICC: Plastic material

¢ ICC:interconnection technology ICM/CB

¢ dICC:interconnection technology ICM/Antenna

G Perso: personalization technology

Change of the CQM Primary Contact

The vendor may use a JEDEC compliant Product or Process Change Notice process,
provided that changes to the CQM Primary Contact are also notified.

The Vendor shall inform Mastercard, or its designated third-party representative of major
changes.

The notification shall at least include the following information:

A

Identification of affected Mastercard Letter of Approval, if applicable and known to
the vendor

Identification of the affected CQM Label
Description and reason of change
Qualification plan and qualification report

Projected dates for change implementation, for samples availability, for final internal
qualification data

Well defined procedure for internal qualification of change.

4.8.6 #0703#: Production and Service Provision — Release of Product and Services,
and Batch Yield Limit

CQOM Tag #0703#

CQM Requirement 4.8.6 Production and Service Provision — Release of Product
and Services, and Batch Yield Limit

ISO 9001 Requirement 8.6 Release of Products and Services

Applicable ISO Requirement & CQM Supplement

ISO 9001 Cert covers ISO Requirement

Changelog:
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After V1.9 Editorial changes only

AftervV2.16 Technical changes (incl. editorial changes):

title changed, clarified only applicable to products with an
electrical function and not required for Perso.
Afterv2.17 Technical changes (incl. editorial changes):

Provisions for Perso added in separate sub-section.

4.8.6.1 CQM Supplement

4.8.6.1.1 For CQM Products containing IC, but excluding Personalization:

This requirement applies after electrical test of products containing an IC but is not
applicable for Personalization.

The vendor shall conduct batch yield analysis ensuring only batches from within the
normal yield distribution are supplied to subsequent process steps or customers without
further investigation.

The vendor shall use a well-defined procedure to determine the statistically defined batch
yield limits.

The investigation of lots with an electrical yield outside of the normal yield distribution
shall ensure that the cause of the increased electrical failure rate will not affect
functionality, usability, or reliability of products supplied to subsequent processes and into
the field.

Where lot sizes are too small for reasonably applying yield limits to individual batches,
data shall be collected over a range of batches of identical or very similar products®. This
data collected over time shall be regularly and systematically analyzed to determine
systematic problems or weaknesses with specific products. In case such problems or
weaknesses are determined, adequate actions shall be taken to reduce the occurrence of
such problems or weaknesses.

4.8.6.1.2 For Personalization:

The vendor shall continuously monitor the electrical yield of personalization for the
occurrence of unusally high electrical failure rates (e.g. “more than 5%), or unusual
clustering of electrical failures (e.g. “three in sequence”).

The vendor shall define, document, and communicate to the relevant staff an internal rule
clarifying when such occurrence of electrical failure rates shall be considered “unusually
high”, or when a clustering of electrical failures shall be considered “unusual”.

5 ‘very similar products’ are products using the same IC and ICM, and the same embedding
technology, but do not necessarily contain the same software or data.
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When such unusual occurrence is detected, then the vendor shall perform an initial
analysis to decide if the problem is caused by the equipment, or the cards, or materials
used to personalize the cards.

If during the initial analysis the vendor determines the electrical failures are caused by:

A the equipment, then the vendor shall cease using the equipment causing the electrical
failures until the cause is resolved.

A the cards, then the vendor shall cease processing the card batch® that has shown the
electrical failures, until the vendor has completed further analysis as required below.

A Some material used, then the vendor shall cease using the material.

When a vendor has determined that certain card batches cause an unusually high
electrical failure rate or clustering of electrical failures during personalization, then the
vendor shall:

A Systematically analyse the cause of this increased failure rate or failure clustering;
and

A Take adequate action to ensure this cause will not affect the functionality, usability,
or reliability of the product in the field; or if this cannot be ensured, that cards from
these batches are not issued; and

A Document the findings and actions taken.

4.8.7 Control of Nonconforming Outputs

4.8.7.1 #0781#: Production and Service Provision — Control of Nonconforming Outputs

CQM Tag #0781#
CQM Requirement 4.8.7.1 Production and Service Provision — Control of
Nonconforming Outputs
ISO 9001 Requirement 8.7 Control of Nonconforming Outputs
Applicable ISO Requirement
ISO 9001 Cert covers ISO Requirement
Changelog:
After V2.03 Technical changes (incl. editorial changes):
now considered covered by an ISO 9000 certificate
AftervV2.16 Editorial changes only:
adjusted to ISO 9001:2015
Afterv2.18 Editorial changes only:
Made applicable to product instead of QMS

6 Note the difference between batch and lot. Within CQM, a batch of cards is a group of cards that
have been produced homogenously, e.g. manufactured together using the same materials and
parameters, and with ICM from the same ICM reel. A personalization lot is a set of cards that
are personalized together, but may have been taken from different batches.
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4.9 Performance evaluation

4.9.1 Monitoring, measurement, analysis and evaluation

4.9.1.1 #0810#: Performance evaluation — Monitoring, measurement, analysis and
evaluation — General

4.9.1.1.1 #0705#:

CQOM Tag

#0810#

CQM Requirement

4.9.1.1 Performance evaluation — Monitoring, measurement,
analysis and evaluation — General

ISO 9001 Requirement 9.1.1 Monitoring, measurement, analysis and evaluation -
General

Applicable ISO Requirement

ISO 9001 Cert covers ISO Requirement

Changelog:

AftervV2.16 Editorial changes only:

new

Performance evaluation — Statistical Process Control

CQOM Tag

#0705#

CQM Requirement

4.9.1.1.1 Performance evaluation — Statistical Process
Control

ISO 9001 Requirement 8.5.1 Control of production and service provision
Applicable CQM Requirement

ISO 9001 Cert covers Nothing

Changelog:

After vV2.03 Technical changes (incl. editorial changes):

must be addressed during audit

Where applicable, the Vendor shall use Statistical Process Control techniques to keep the
production process under control.

Critical process and product parameters for SPC control shall be defined.

49.1.1.2 #0811#:

Performance evaluation — Process Capability

CQM Tag #0811#

CQM Requirement 4.9.1.1.2 Performance evaluation — Process Capability

ISO 9001 Requirement 9.1.1 Monitoring, measurement, analysis and evaluation -
General

Applicable CQM Requirement

ISO 9001 Cert covers Nothing

Changelog:

After vV2.03 Technical changes (incl. editorial changes):

must be addressed during audit

Where applicable, the Vendor shall determine the capabilities of the production processes.
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Note

Critical process parameters shall be well defined and CpK values shall be determined by
product and by process.

CpK values shall be at least 1.0

For certain critical process parameters, the calculation of CpK is not useful or not the most
appropriate solution. In such cases, other means of controlling the identified critical process
parameters shall be defined and applied.

4.9.1.1.3 #0821+#: Performance evaluation — Product Problem Analysis Infrastructure

CQM Tag #0821#

CQM Requirement 4.9.1.1.3 Performance evaluation — Product Problem Analysis
Infrastructure

ISO 9001 Requirement 9.1.1 Monitoring, measurement, analysis and evaluation -
General

Applicable CQM Requirement

ISO 9001 Cert covers Nothing

Changelog:

After V2.03 | Editorial changes only

The Vendor shall be able to analyze and correct problems occurring in relation to each
product covered by the CQM Label, both during production and in the field.

The Vendor shall be able to perform a failure analysis upon request, and is therefore
required to maintain failure analysis and corrective action expertise and infrastructure.

When failure analysis results indicate a need for corrective action, the Vendor shall
document a corrective action plan and schedule and track its completion

49.1.2 #0801#: Performance evaluation — Customer Satisfaction Assessment

CQOM Tag #0801#

CQM Requirement 4.9.1.2 Performance evaluation — Customer Satisfaction
Assessment

ISO 9001 Requirement 9.1.2 Customer Satisfaction

Applicable ISO Requirement & CQM Supplement

ISO 9001 Cert covers ISO Requirement

Changelog:

AftervV2.16 Editorial changes only:
adjusted to ISO 9001:2015

49.1.2.1 CQM Supplement

The Vendor shall undertake formal customer satisfaction analysis at periodic intervals.

The results shall be communicated throughout the Vendor’s organization to the parts the
feedback is relevant for.
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The results shall be the basis for improvement actions and subject to the management
review.

4.9.1.3 #0831#: Performance evaluation — Analysis and Evaluation

CQOM Tag #0831#
CQM Requirement 4.9.1.3 Performance evaluation — Analysis and Evaluation
ISO 9001 Requirement 9.1.3 Analysis and evaluation
Applicable ISO Requirement & CQM Supplement
ISO 9001 Cert covers ISO Requirement
Changelog:
AftervV2.16 Editorial changes only:
new
Afterv2.17 Technical changes (incl. editorial changes):
Provisions added permitting centralized monitoring in case of
few manufacturing sites supplying multiple perso sites.

4.9.1.4 CQM Supplement

CQM considers conformity with the following requirements after personalization to be
dependent primarily on the quality of the cards used for personalization, and not the
personalization process, even though the potential problems with the card may only be
revealed through the personalization process:

A #3042#: Dynamic Bending Stress ['s710

A #4001#: Embossing — Card Dimensions after Embossing (176101
A #4026#: Absence of Residual Stress

A #4027#: Overall Card Warpage of Personalized

To reduce testing effort during monitoring, the vendor is permitted to select the samples
from the relevant’ card constructions at the end of the card manufacturing process
(lamination or ICM embedding respectively), subject the cards to a representative, worst-
case personalization process, conduct the relevant monitoring tests, and assume the
monitoring results to be representative for all the vendor’s personalization sites.

For audit purposes, the vendor is always compliant with this supplement, as compliance
with it is optional.

4.9.2 Performance evaluation — Internal Audit

CQOM Tag #0840#
CQM Requirement 4.9.2 Performance evaluation — Internal Audit

7 A card construction shall be considered relevant for monitoring, when it produced in significant
volume, and is not intended to become obsolete or end-of-life within the next 24 months.
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ISO 9001 Requirement 9.2 Internal Audit
Applicable ISO Requirement
ISO 9001 Cert covers ISO Requirement
Changelog:
AftervV2.16 Editorial changes only:
New, incorporates #0842#, #0843#, #0844#, #0845#

4.9.2.1 #0841#: Performance evaluation — Internal Assessment of Conformity to CQM
requirements — CQM Assessment Plan and Internal Audit against CQM
Requirements

Note

CQM Tag #0841#

CQM Requirement 4.9.2.1 Performance evaluation — Internal Assessment of
Conformity to CQM requirements — CQM Assessment Plan
and Internal Audit against CQM Requirements

ISO 9001 Requirement 9.2 Internal Audit

Applicable CQM Requirement

ISO 9001 Cert covers Nothing

Changelog:

After V2.03 Technical changes (incl. editorial changes):

includes now requirement to complete the CQM Assessment
Plans as the result of internal audit and internal product
assessment

AftervV2.16 Technical changes (incl. editorial changes):

adjusted to ISO 9001:2015; one internal assessment required
against CQM during the 6 month prior to the audit.
Afterv2.19.1 Editorial changes only:

title amended to draw more attention to requirement to
conduct internal audit against CQM Requirements

The Vendor shall establish, document and maintain a system of internal audit in order to
verify whether its processes, and the products and services it provides within the CQM
System comply with the CQM Requirements.

The Vendor shall periodically, at least annually, conduct internal assessments to determine
the level of compliance of the Vendor’s operations to CQM Quality Management System
Requirements and of the Vendor’s products to CQM Product Requirements and document
the results in the CQM Assessment Plan Form.

The vendor shall conduct at least one internal assessment for conformity to CQM
Requirements in the 6-month period preceding a CQM Audit.

Assessment of the CQM Assessment Plan Form completed by the Vendor is a mandatory
part of the CQM Audit.

1SO19011 provides guidelines for quality and/or environmental management systems
auditing.
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4.9.3 Management Review

. Note CQM does not require a separate CQM Management Review in addition to the ones

- conducted already, e.g. in addition to those conducted to fulfil the related ISO 9001
requirements. What the CQM specific requirements below do require is that the items below
are addressed during a management review, e.g. can be identified on the agenda and in the
report or other output of the management review.

4.9.3.1 #0861#: Performance evaluation — Management Review - General

CQOM Tag #0861#

CQM Requirement 4.9.3.1 Performance evaluation — Management Review -
General

ISO 9001 Requirement 9.3.1 Management Review

Applicable ISO Requirement & CQM Supplement

ISO 9001 Cert covers ISO Requirement

Changelog:

After V1.9 Editorial changes only

After V2.03 Editorial changes only:
note inserted to clarify that this is not a requirement for a
management review in addition to the ISO 9001 one,
incorporates R-QM-19

AftervV2.16 Editorial changes only:
adjusted to ISO 9001:2015, title changed

4.9.3.1.1 CQM Supplement

Management Reviews shall be conducted at least annually.
. Note This is not a requirement for an additional “CQM Management Review”, if the Vendor
- already conducts Management Reviews, e.g. those required by ISO 9001. The purpose of

this requirement is to require companies who have not yet introduced formal management
reviews (usually companies not ISO 9001 certified) to do so.

4.9.3.2 #0862#: Performance evaluation — Management Review Inputs

CQM Tag #0862#

CQM Requirement 4.9.3.2 Performance evaluation — Management Review
Inputs

ISO 9001 Requirement 9.3.2 Managememt review inputs

Applicable ISO Requirement & CQM Supplement

ISO 9001 Cert covers ISO Requirement

Changelog:

After V1.9 | New
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After V2.03

Editorial changes only:
title changed, content reduced to CQM relevant items

AfterV2.16

Editorial changes only:
adjusted to ISO 9001:2015, title changed

4.9.3.2.1 CQM Supplement

The input to the management review shall include:

A Internal CQM audit records

A External CQM audit records

A Other conformity assessment results related to CQM requirements

4.9.3.3 #0863#: Performance evaluation — Management Review Outputs

CQOM Tag

#0863#

CQM Requirement

4.9.3.3 Performance evaluation — Management Review
Outputs

ISO 9001 Requirement

9.3.3 Managememt review outputs

Applicable

ISO Requirement & CQM Supplement

ISO 9001 Cert covers

ISO Requirement

Changelog:

After V1.9

New

After V2.03

Editorial changes only:
title changed, content reduced to CQM relevant items

AfterV2.16

Editorial changes only:
adjusted to ISO 9001:2015, title changed

4.9.3.3.1 CQM Supplement

The output from the management review shall include decisions and actions relating to:

A Conformity with CQM Requirements.

4.10 Improvement

4.10.1#0880#: Improvement — General

CQOM Tag

#0880#

CQM Requirement

4.10.1 Improvement — General

ISO 9001 Requirement

10.1 Improvement - General

Applicable

ISO Requirement

ISO 9001 Cert covers

ISO Requirement

Changelog:

AfterV2.16

Editorial changes only:
new
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4.10.1.1#0883#: Improvement — Customer Complaints, and other Customer Feedback

CQOM Tag

#0883#

CQM Requirement

4.10.1.1 Improvement — Customer Complaints, and other
Customer Feedback

ISO 9001 Requirement 10.2 Improvement - Nonconformity and Corrective Action
Applicable CQM Requirement

ISO 9001 Cert covers Nothing

Changelog:

Afterv2.17 Technical changes (incl. editorial changes):

Provisions separated from #0231#

The Vendor shall systematically analyze customer feedback, including Customer
Complaints, to determine opportunities for improvement.

The use of a formalized methodology to process complaints, such as the 8D problem
solving methodology, is highly recommended.

The Vendor shall define Improvement Actions to remedy deficiencies in Products and
Services that gave rise to Customer Complaints.

The vendor shall manage these Improvement Actions in a systematic way in conformity
with #0882# to ensure the risks that gave rise to Customer Complaints are mitigated in

future.

4.10.2#0882#: Improvement — Nonconformity and Corrective Action

CQM Tag #0882#
CQM Requirement 4.10.2 Improvement — Nonconformity and Corrective Action
ISO 9001 Requirement 10.2 Improvement - Nonconformity and Corrective Action
Applicable ISO Requirement & CQM Supplement
ISO 9001 Cert covers ISO Requirement
Changelog:
After vV2.03 Technical changes (incl. editorial changes):
Follow-up for corrective actions clarified, to be assessed
during audit
AftervV2.16 Editorial changes only:
adjusted to ISO 9001:2015, title changed
Afterv2.17 Technical changes (incl. editorial changes):
More detailed complaint management requirements added.

4.10.2.1 CQM Supplement

The Vendor shall raise and manage Improvement Actions systematically, including those

resulting from:
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A Customer Complaints

A Internal Audits

A External Audits

A Internally raised Corrective and Preventive Action requests

Raising and managing Improvement Actions systematically shall encompass:

A Defining and maintaining a documented process to raise and administer
Improvement Actions, including corrective and preventive actions;

A Maintaining a register of Improvement Actions, defining for each corrective action:

¢ areference to the item that gave rise to the Improvement Action, such as a
customer complaint, an internal or external audit report, or a Corrective and
Preventive Action Request;

G responsibility and target date;
A Monitoring progress of completing the Improvement Action

A Informing and periodically reminding responsible personnel of their assigned
Improvement Actions, including but not limited to the time an Improvement Action
becomes due, or while it is overdue;

A Periodically reviewing the register of Improvement Actions, eg to re-assign overdue
ones to other personnel, or cancelling an overdue action if the organisation is not able
to execute the Improvement Action with a justifiable effort.

The Vendor shall maintain records of completed and cancelled Improvement Actions.

A priority and impact-based management of Corrective Actions is highly recommended.

4.10.3Improvement — Continual Improvement

4.10.3.1#0881#: Improvement — Continual Improvement

CQOM Tag #0881#
CQM Requirement 4.10.3.1 Improvement — Continual Improvement
ISO 9001 Requirement 10.3 Improvement - Continual Improvement
Applicable ISO Requirement
ISO 9001 Cert covers ISO Requirement
Changelog:
After V2.03 Technical changes (incl. editorial changes):

now considered covered by an ISO 9000 certificate
AftervV2.16 Editorial changes only:

adjusted to ISO 9001:2015, title changed
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PART C CONTAINS THE FOLLOWING CHAPTERS:

5 IC Requirements - Requirements applicable to the componentIC................... 134

6 IC Test Methods — Test Methods applicable to the componentIC................... 166
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5 IC Requirements -

Requirements applicable to the component IC

This chapter defines the Product Requirements applicable to the Component IC.

51 General — applicable to IC independent of the interface (“IC”) ......cccoovvererinne 136
5.1.1 #2001#: IC Dimensions — maximum area and width to height ratio........... 136
5.1.2  #2002#: Passivation Layer INtegrity.........ccccorrriinrneienennneie e, 136
5.1.3 #2003#: IC Backside ROUGNNESS .........ccovuruiiiiiiiiircce e 137
5.1.4  #2004+#:IC Visual Aspect — absence of critical defects..........c.coccoeveiniienn. 138
515 #2005%#: Mechanical Robustness — Flex Stress RObUStNess............c.c.ovveene 140
5.1.6  #H2006#: X-Tays IST101 ettt 141
5.1.7 #2007#: Static Magnetic Fields IS78101 ... ..., 143

5.2 Contact — applicable to IC having a contact interface IC (“KIC”) ....c.ccccoeverenee. 143
521 #2008%#: ESD Robustness to HBM at Contact Pads...........c.cccovvrrrrrinene 143
5.2.2 #2009 LALCN-UD ..c.cvivriiciciriteiceseeie et 144
5.2.3 #2010#: Max Input Voltage Ratings - Contact Pads............c.coceeevenrnciennnns 145
524  #2011#: Product Reliability ..........ccoovoiveerrniiirrcesscesecees e 146
5.25  #2012#: VPP CoNtaCt ("VPP™) ..ot 146
5.2.6  #2013#: Supply Voltage (VCC)....cooeririricicinniieicie e 147
5.2.7  #2014#: Supply CUrrent (ICC) .....cooiviieiiiriiieieirneesseee e 148
5.2.8  #2015#: CLK Contact ("CLK") IEMVKI=SS34T | o e 148
5.2.9 #2016#: 1/0 Contact ("I/O") EMVKISSZ2L | e 149
5.2.10 #2017#: RST-Contact ("RST") EMVKISSISL | et 150
5211 #2018#: Answer-10-Reset ("ATR™) ...ccerieerreennseesse s 151

5.3 Contactless — applicable to IC having a contactless interface (“PIC”) ................ 153
5.3.1 #2019#: ESD Robustness to HBM at Antenna Pads............c.cccovvrrrrninenn 153
5.3.2  #2020#: ESD Robustness to CDM at Contact Pads — IC connected to
ANTENNATNAICC......ociee s 153
5.3.3 #2021#: Max Input Voltage Ratings - Contactless Pads............cccoovvenenne 154
5.3.4  #2022#: Alternating Magnetic FIelds..........ccovrriiriniiinnrcie e, 155
5.35  #2024#: IC Implementation GUIAENINE ........ccoeeiiiiiiiisc e 155
5.3.6  #2025#: Carrier Frequency — Operational Range...........cocccconvreiennincicnenns 156
5.3.7  #2026#: Carrier Amplitude — Operational Range...........ccccoeevreieninninieninnnns 157
5.3.8  #2037#: Influence of the pICC on the Operating Field.............c.ccccooviencnne 158
5.3.9 #2027#: pICC Requirements for Power Transfer PCD to pICC.................... 159
5.3.10 #2028#: Tolerance on Power Consumption.........ccococevverierinsninieienenens 159
5.3.11 #2036#: POWEr-0TF TIME ..ot 160
5.3.12 #2029%: POWET-0N TIME ..ottt 161
5.3.13 #2030#: Modulation PCD to pICC — Type A/B (pICC Reception) ......... 161
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53.14
5.3.15
5.3.16
5.3.17

#2031#: pICC Requirements for Load Modulation..............ccccccoceeeenenns 162
#2032 INPUE IMPEAANCE........coiiieciiicee et 163
#2034+#: Analog Protocol Conformity — Reference Antennas............... 164

#2035#: Answer-to-Select ("ATS") or Answer-to-reQuest (“ATQ”) ... 164
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5.1 General —applicable to IC independent of the interface (“IC”)

5.1.1 #2001#: IC Dimensions — maximum area and width to height ratio

CQM Tag #2001#

CQM Requirement 5.1.1 #2001#: IC Dimensions — maximum area and width to height ratio

Applicable to CQM -IC (Any IC)

Products

Test Method #6001#

CQM Q-Plan for IC (Any IC):

CQM Quialification No testing required, product specification shall state conformity.
Conformity shall be achieved by construction.

CQM Monitoring None required

Changelog:

Afterv2.17 Technical changes (incl. editorial changes):
max size set to 20mm?2 to align with technology development, larger IC
size permitted provided compensating measures are taken.

The lateral dimensions of the IC are called X and Y subsequently.
The area X x Y of the IC shall not exceed 20 mm?2.
The ratio between larger and smaller dimensions x and y shall not exceed: 0.5< x/y< 2.0.

The IC thickness after processing of the back shall not exceed 200 um when produced for
assembly in contact or dual interface modules using wire-bonding technology.

The IC thickness after processing of the back shall not exceed 180 um when produced for
assembly in contactless-only modules using wire-bonding technology.

Larger IC are permitted if the IC vendor can demonstrate that compensating measures
have been taken, such as further thinning of the IC or special packaging of the IC, to
ensure cards produced with such larger IC survive all the mechanical and environmental
stress test defined for cards and other form factors in this document.

Test Method: #6001#: IC Dimensions

5.1.2 #2002#: Passivation Layer Integrity

CQM Tag #2002#

CQM Requirement 5.1.2 #2002#: Passivation Layer Integrity
Applicable to CQM -IC (Any IC)

Products

Test Method #6002#

CQM Q-Plan for IC (Any IC):

COM Qualification Minimum Sample Size: 5

CQM Monitoring None required

Changelog:
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After V1.9 Technical changes (incl. editorial changes):
sample size reduced

After V2.03 Technical changes (incl. editorial changes):
sample size increased

Afterv2.15 Technical changes (incl. editorial changes):
Sample size reduced to 5

The passivation layer shall not reveal any lack of integrity as a result of the Integrity Test
(see section #6002#: Passivation Layer Integrity ).

. Note The sampling rate applies to IC. If the vendor inspects a number of ‘locations’ on the wafer
- and each location encompasses multiple dies, then the vendor inspects at least twice the
number of dies than locations.

5.1.3 #2003#: IC Backside Roughness

CQOM Tag #2003#
CQM Requirement 5.1.3 #2003#: IC Backside Roughness
Applicable to CQM -IC (Any IC)
Products -IC Module (Any ICM)
-Inlay containing an unpackaged IC (icIL); process contains die, wire, or
flip-chip bonding
-Inlay for producing IAC (Any IACIL)
-IC Module for producing IAC (Any iaclCM)
-Biometric Sensor Module (Any BSM)
-IAC produced with unpackaged ICs, process contains die, wire, or flip-
chip bonding (iclAC)
Test Method #6003#
CQM Q-Plan for IC (Any IC):
CQOM Qualification Minimum Sample Size: 1
CQM Monitoring 1 item every Set-up.
CQM Q-Plan for IC Module (Any ICM):
CQOM Qualification Minimum Sample Size: 1
CQM Monitoring 1 item every Set-up.
CQM Q-Plan for Inlay containing an unpackaged IC (icIL); process contains die, wire, or flip-chip
bonding:
COQOM Qualification Minimum Sample Size: 1
CQM Monitoring 1 item every Set-up.
CQM Q-Plan for Inlay for producing IAC (Any IACIL):
CQOM Qualification Minimum Sample Size: 1
CQM Monitoring 1 item every Set-up.
CQM Q-Plan for IC Module for producing IAC (Any iaclCM):
CQOM Qualification Minimum Sample Size: 1
CQM Monitoring 1 item every Set-up.
CQM Q-Plan for Biometric Sensor Module (Any BSM):
CQOM Qualification Minimum Sample Size: 1
CQM Monitoring 1 item every Set-up.
CQM Q-Plan for IAC produced with unpackaged ICs, process contains die, wire, or flip-chip
bonding (iclAC):
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! Note
! Note
! Note

COM Qualification Minimum Sample Size: 1

CQM Monitoring 1 item every Set-up.

Changelog:

After V1.9 Editorial changes only

After vV2.15 Technical changes (incl. editorial changes):
sampling size reduced to per set-up

Afterv2.18 Technical changes (incl. editorial changes):
applicable to ICM, IL, iacil, and IAC, if process contains backend
processing

The back of the IC shall comply with:

f  rm<0.5pm (rnis the average roughness)

f  re<5pm. (reis the total roughness, i.e. the peak roughness rp plus the valley

roughness rv.)

Processing of the back (e.g. wafer thinning) can leave high residual stress on the wafer. This
shall be avoided as it generally lowers the mechanical reliability of the IC and thus the card.

rshould be less than 2 pum. This limit may become mandatory in a future release of this
document. cmP8 processing, which is customary in a back lapping final operation, shall give
an r. parameter of less than 1 ym.

If the IC Provider can demonstrate that process control mechanisms are in place that ensure
a control of the backside roughness at least as good as required here, then such controls are
permitted instead of measuring the roughness.

Test Method: #6003#: IC Backside Roughness

5.1.4 #2004+#: IC Visual Aspect — absence of critical defects

© 2022 Mastercard. Proprietary. All rights reserved.

Products

CQOM Tag #2004+#
CQM Requirement 5.1.4 #20044#: IC Visual Aspect — absence of critical defects
Applicable to CQM -IC (Any IC)

-IC Module (Any ICM)

-Inlay containing an unpackaged IC (icIL); process contains die, wire, or
flip-chip bonding

-Inlay for producing IAC (Any IACIL)

-IC Module for producing IAC (Any iaclCM)

-Biometric Sensor Module (Any BSM)

-IAC produced with unpackaged ICs, process contains die, wire, or flip-
chip bonding (iclAC)

8 cmP: Chemical Mechanical Planarization
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Test Method

| #6004#

CQM Q-Plan for IC (Any IC):

COQOM Qualification

Minimum Sample Size: 8

CQM Monitoring

5 items every Batch.

CQM Q-Plan for IC Module (Any ICM):

CQOM Qualification

Minimum Sample Size: 8

CQM Monitoring 5 items every Batch.

CQM Q-Plan for Inlay containing an unpackaged IC (icIL); process contains die, wire, or flip-chip
bonding:

COQOM Qualification Minimum Sample Size: 8

CQM Monitoring 5 items every Batch.

CQM Q-Plan for Inlay for producing IAC (Any IACIL):

CQOM Qualification

Minimum Sample Size: 8

CQM Monitoring

5 items every Batch.

CQM Q-Plan for IC Module for producing IAC (Any iaclCM):

COQOM Qualification

Minimum Sample Size: 8

CQM Monitoring

5 items every Batch.

CQM Q-Plan for Biometric Sensor Module (Any BSM):

COM Qualification

Minimum Sample Size: 8

CQM Monitoring 5 items every Batch.
CQM Q-Plan for IAC produced with unpackaged ICs, process contains die, wire, or flip-chip
bonding (iclAC):
CQOM Qualification Minimum Sample Size: 8
CQM Monitoring 5 items every Batch.
Changelog:
After V1.9 Technical changes (incl. editorial changes):
sampling size reduced
After V2.03 Technical changes (incl. editorial changes):
sampling size increased
AftervV2.16 Editorial changes only:
reference to relevant method in MIL883 added for clairification
Afterv2.17 Technical changes (incl. editorial changes):
Backside criteria now reference to JEDEC JESD22B118
Afterv2.18 Technical changes (incl. editorial changes):

applicable to ICM, IL, iacil, and IAC, if process contains backend
processing

The IC shall be free of critical defects on the IC’s active surface, on the backside and along

the scribe lines.

MIL STD 883, in method 2010, defines the critical defects on the IC surface (e.g. excluding

scribe line area).

Critical defects on the scribe line area (along IC periphery) are cracks or *chip outs’ that
extend into active circuit areas.

IC and wafer shall be free of critical defects on the back, including:

A Cracks on the surface (any length)

A Cracks starting from the scribe line (any length)

A Examples of Wafer and Die Anomalies defined in Annex B of JEDEC JESD22-B118

© 2022 Mastercard. Proprietary. All rights reserved.
December 2022 1 CQM Requirements — Version 2.22 (11 009) 139




IC Requirements - Requirements applicable to the component IC

General — applicable to IC independent of the interface (“IC”)

Note

The wafer support shall be free of silicon particles, e.g. like those originating from the
wafer as a result of insufficient cleaning during and after sawing.

IC identified as rejects, e.g. through inking or wafer mapping are not required to be free of
the type of defects defined in this requirement.

Test Method: #6004#: IC Visual Aspects

5.1.5 #2005#: Mechanical Robustness — Flex Stress Robustness

© 2022 Mastercard. Proprietary. All rights reserved.

Products

CQOM Tag #2005#
CQM Requirement 5.1.5 #2005#: Mechanical Robustness — Flex Stress Robustness
Applicable to CQM -IC (Any IC)

-IC Module (Any ICM)

-Inlay containing an unpackaged IC (icIL); process contains die, wire, or
flip-chip bonding

-Inlay for producing IAC (Any IACIL)

-IC Module for producing IAC (Any iaclCM)

-Biometric Sensor Module (Any BSM)

-IAC produced with unpackaged ICs, process contains die, wire, or flip-
chip bonding (iclAC)

Test Method

#6006#

CQM Q-Plan for IC (Any IC):

CQOM Qualification

Minimum Sample Size: 1

CQM Monitoring

None required

CQM Q-Plan for IC Module (Any ICM):

CQOM Qualification

Minimum Sample Size: 1

CQM Monitoring None required

CQM Q-Plan for Inlay containing an unpackaged IC (icIL); process contains die, wire, or flip-chip
bonding:

COM Qualification Minimum Sample Size: 1

CQM Monitoring None required

CQM Q-Plan for Inlay for producing IAC (Any IACIL):

COM Qualification

Minimum Sample Size: 1

CQM Monitoring

None required

CQM Q-Plan for IC Module for producing IAC (Any iaclCM):

CQOM Qualification

Minimum Sample Size: 1

CQM Monitoring

None required

CQM Q-Plan for Biometric Sensor Module (Any BSM):

COM Qualification

Minimum Sample Size: 1

CQM Monitoring None required

CQM Q-Plan for IAC produced with unpackaged ICs, process contains die, wire, or flip-chip
bonding (iclAC):

COM Qualification Minimum Sample Size: 1

CQM Monitoring None required

Changelog:

After V1.9 Technical changes (incl. editorial changes):

test method defined
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After V2.03 Technical changes (incl. editorial changes):
pressure changed to 250MPa, minimum size of 5 mm2 introduced for
requirement to be applicable as otherwise test method does not work

Afterv2.15 Technical changes (incl. editorial changes):
minimum die size removed, replaced with option to cut larger sample
from wafer.

Afterv2.18 Technical changes (incl. editorial changes):
applicable to ICM, IL, iacil, and IAC, if process contains backend
processing

If the die size is too small to conduct the test, a test sample from the wafer larger than a
single die and with an appropriate size for the test (typically at least 3 mm?) shall be used
instead. In such case the center point for the test shall be on the active area of an IC and
not in a sawing gap.

The die shall not crack after being exposed to #6006#: Die Flex Stress Test with a
pressure of 250 MPa.

Test Method: #6006#: Die Flex Stress Test

5.1.6 #2006#: X-rays [s7810

CQOM Tag #2006#

CQM Requirement 5.1.6 #2006#: X-rays [1IS7810]

Applicable to CQM -IC (Any IC)

Products

Test Method #6008#

CQM Q-Plan for IC (Any IC):

COM Qualification Minimum Sample Size: 1

CQM Monitoring None required

Changelog:

After V1.9 Editorial changes only

AftervV2.16 Technical changes (incl. editorial changes):
Testing in ICM and Card format permitted.

Afterv2.19.1 Editorial changes only:
clarified that any IC inside the CHD must comply with this requirement.

Any IC contained in the CHD shall comply with the requirement ISO/IEC 7810 X-Rays.

Furthermore, for programmable/erasable nonvolatile memories:
A Data recorded previous to X-ray exposure shall not be modified

A Programming and erasing of data shall be possible with same restrictions and
permissions as prior to exposure.
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. The CHD could be exposed to an X-ray or e-beam dose much greater than that specified in
Note . . ; o -
- ISO/IEC 7810 in some countries, e.g. in mailing systems. Such radiation doses can cause
malfunction and can induce reliability failures.
' Note Testing in ICM or Card format is permitted.

Test Method: #6008#: X-Rays [IS10373-1]
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5.1.7 #2007#: Static Magnetic Fields {57810

CQM Tag #2007#

CQM Requirement 5.1.7 #2007#: Static Magnetic Fields [1IS7810]

Applicable to CQM -IC (Any IC)

Products

Test Method None defined

CQM Q-Plan for IC (Any IC):

CQM Quialification No testing required, product specification shall state conformity.
Conformity shall be achieved by construction.

CQM Monitoring None required

Changelog:

After V1.9 Editorial changes only

After vV2.03 Editorial changes only:
title changed, reference to test method removed

AftervV2.16 Technical changes (incl. editorial changes):
Testing in ICM and Card format permitted. Clarification added to the
requirement that for monitoring the 30s exposure is not required and
that the vendor shall use adequate parameters to test for robustness,
that are up to the vendor to determine.

After exposure to a static magnetic field of 636000 A/m (8000 Oerstedt), the IC shalll
operate correctly. Furthermore, particularly in the case of programmable/erasable
nonvolatile memory:

{ Data recorded previous to field exposure shall not be modified

f  Programming and erasing of data shall be possible after exposure

Note The data content of a magnetic stripe might be erased by such a field.

. Note The IC shall not be electrically connected to a reader when exposed to an electromagnetic

-_ field above 1000 Oerstedt.

. With current IC technologies it may be assumed that the Requirement is fulfilled. Therefore,
Note . R . - :

- no test-method is defined in this document and no testing for conformity is required.

. Note Testing in ICM or Card format is permitted.

5.2 Contact — applicable to IC having a contact interface IC (“KIC”)

5.2.1 #2008#: ESD Robustness to HBM at Contact Pads
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CQOM Tag #2008#
CQM Requirement 5.2.1 #2008#: ESD Robustness to HBM at Contact Pads
Applicable to CQM -IC with a contact interface (kIC)
Products
Test Method #6009#
CQM Q-Plan for IC with a contact interface (KIC):
CQOM Qualification Minimum Sample Size: 3
CQM Monitoring None required
Changelog:
After V1.9 Technical changes (incl. editorial changes):
different test method
After V2.03 Editorial changes only
After vV2.15 Technical changes (incl. editorial changes):
Family based sampling recommended.
Afterv2.17 Technical changes (incl. editorial changes):
sample size reduced to 3
Afterv2.19 Editorial changes only:
Added note that both polarities are tested through the test method.

The IC shall operate correctly after exposing any of the contact pins to electrostatic
discharges up to 4 kV (ESD model: ‘human body’ model).

Particularly regarding programmable/erasable non-volatile memories:
{ Data recorded prior to ESD exposure shall not be modified

' Programming and erasing of data shall be possible with same restrictions and
permissions as prior to exposure.

Product family-based sampling is recommended.

While the requirement does not explicitly specify that the device must pass the test at both

Note " o i .
! polarities, this is defined in the referenced test method.

Test Method: #6009#: Electrostatic Discharges (ESD) [510573-1

5.2.2 #2009#: Latch-up

CQOM Tag #2009#

CQM Requirement 5.2.2 #2009#: Latch-up
Applicable to CQM -IC with a contact interface (kIC)
Products

Test Method #6012#

CQM Q-Plan for IC with a contact interface (KIC):

CQOM Qualification Minimum Sample Size: 3

CQM Monitoring None required

Changelog:

After V1.9 | Editorial changes only
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After V2.03 Editorial changes only:
Note added explaining that purpose of requirement is protection also
against problematic readers in the field.

Afterv2.17 Technical changes (incl. editorial changes):
sample size reduced to 3

The Latch-up Phenomenon shall not damage the IC. It can be assumed that there is no
damage if the IC operates correctly after exposure to latch-up tests (over voltage and
over current, positive and negative).

Applying, to any of the ICC’s contacts, a voltage between— 0.3 V and Vcc Maximum +0.3
V for a prolonged amount of time shall not damage the IC (with the GND contact
remaining at 0 V and where Vcc Maximum is the Maximum supply voltage as defined for
the voltage class in [EMVK].

Latch-up is a state in which a low-impedance path resulting from an over-stress that

l Note . - . . . . .
- triggers a parasitic thyristor structure persists after removal or cessation of the triggering
condition.
. This requirement intends to ensure protection of the IC against abnormal contact scenarios
Note . ! .
-— as may be caused by readers in the field that operate outside of [EMV], such as may be

caused by poor maintenance, aging of components, or production variations.

Test Method: #6012#: Latch-up

5.2.3 #2010#: Max Input Voltage Ratings - Contact Pads

CQM Tag #2010#

CQM Requirement 5.2.3 #2010#: Max Input Voltage Ratings - Contact Pads

Applicable to CQM -IC with a contact interface (kIC)

Products

Test Method #6013#

CQM Q-Plan for IC with a contact interface (KIC):

COQOM Qualification Minimum Sample Size: 8

CQM Monitoring None required

Changelog:

After V1.9 New

After V2.03 Editorial changes only

AftervV2.15 Technical changes (incl. editorial changes):
Max Voltage reduced to 6.5V.

The IC shall continue operating normally after applying 6.5V to any of its contact pads,
with the GND pad connected to OV. (Antenna pads floating).

Test Method: #6013#: Max Input Voltage Ratings - Contact Pads
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5.2.4 #2011#: Product Reliability

CQOM Tag #2011#

CQM Requirement 5.2.4 #2011#: Product Reliability

Applicable to CQM -IC (Any IC)

Products

Test Method The Vendor shall define a suitable Test Method

CQM Q-Plan for IC (Any IC):

CQOM Qualification

Minimum Sample Size: 8

CQM Monitoring 8 items every Year.
Changelog:
After V2.03 Editorial changes only:
Confidence level added for min writecycle
AftervV2.16 Technical changes (incl. editorial changes):

Mechanical strength applied to the card - removed.

The IC shall be reliable and secure. In order to guarantee the expected life time of three
years for the card, the Vendor shall develop and apply a reliability model including at least
the following factors:

A

A
A
A

The temperature gradient

Oncycle

Off cycle

Power-on time of 500h at 25 °C

Regarding this model, the IC failure rates and performance shall be:

1

5.2.5 #2012#: VPP Contact ("VPP")

‘failure rate’: below 50 FIT? (at 25 °C; 60 % confidence level; with 0.5 eV activation

energy for failures)

‘data retention’ performance: at least equivalent to 10 years at 25 °C (calculated
from data using a confidence level of 60 %, and an activation energy of 0.6 eV for

data retention failures)

‘program/erase cycling’ performance: at least 100.000 cycles (calculated from test at
25 °C, at nominal Vcc with global or block mode programming during cycling,

confidence level 60%)

CQOM Tag

#2012#

CQM Requirement

5.2.5 #2012#: VPP Contact ("VPP")

Applicable to CQM
Products

-IC with a contact interface (kIC)

9 FIT: ‘Failure in Time’, 1 FIT = 1 failure per 10° device hours. A failure rate of 50 FIT is app.

1/100000 per year
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l Note

Test Method

| Specification review

CQM Q-Plan for IC with a contact interface (KIC):

CQM Qualification

No testing required, product specification shall state conformity.
Conformity shall be achieved by construction.

CQM Monitoring

None required

Changelog:

After V1.9

Editorial changes only:
Note added

The IC shall not require Vee.

Veris the external voltage sometimes required by an IC to program the IC's non-volatile
Memory (e.g. the E2PROM). Current IC technology creates Vpp internally and does not
require an external connection.

5.2.6 #2013#: Supply Voltage (VCC)

CQOM Tag

#2013#

CQM Requirement

5.2.6 #2013#: Supply Voltage (VCC)

Applicable to CQM
Products

-IC with a contact interface (kIC)

Test Method

#6018#

CQM Q-Plan for IC with a contact interface (KIC):

CQOM Qualification

Minimum Sample Size: 70

CQM Monitoring 100% control required

Changelog:

After V1.9 Editorial changes only

After V2.03 Technical changes (incl. editorial changes):
100% test required

After vV2.15 Editorial changes only:
clarified that monitoring at RT and min/max Vcc and min/max CLK
suffices

Afterv2.17 Technical changes (incl. editorial changes):

Most of the requirement replaced with reference to EMV1

The IC shall support the voltage classes defined in, and as defined in [EMVL] 5.1 and 5.3.6.

The IC shall operate correctly with a supply voltage Vcc within the operating voltage range
as defined for its classes (AB or ABC) and within a temperature range from 0 °C to 70 °C
and at any frequency within the specified clock frequency range.

For testing conformity with this requirement during monitoring, testing the IC at
minimum and maximum Vcc, and the minimum and maximum clock frequency defined in
[EMVL], and at room temperature shall be deemed compliant.
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5.2.7 #2014+#: Supply Current (ICC)

CQOM Tag #2014+#

CQM Requirement 5.2.7 #20144#: Supply Current (ICC)

Applicable to CQM -IC with a contact interface (kIC)

Products

Test Method The Vendor shall define a suitable Test Method

CQM Q-Plan for IC with a contact interface (KIC):

CQOM Qualification Minimum Sample Size: 70

CQM Monitoring 100% control required

Changelog:

After vV2.03 Technical changes (incl. editorial changes):
100% test required

After vV2.15 Editorial changes only:
clarified that monitoring at RT and min/max Vcc and min/max CLK
suffices

The maximum peak supply current drawn by the ICC through the VCC contact shall not
exceed the limits defined in [EMVK] 5.1 and 5.3.6.

When Vcc is stable and within the specified operating range, and over the temperature
range 0 °C to 70 °C, and the voltages at the other contacts are between —0.3V and Vcc +
0.3V, the maximum peak supply current drawn from Vcc or delivered via GND shall never
exceed 50 mA for class A and B cards and 30 mA for class C, and remain in compliance
with EMV1] 5.1 and 5.3.6.

For testing conformity with this requirement during monitoring, testing the IC at
minimum and maximum Vcc, and the minimum and maximum clock frequency defined in
[EMVK], and at room temperature shall be deemed compliant.

5.2.8 #2015# CLK Contact ("CLK") Ewk-s534

CQM Tag #2015#
CQM Requirement 5.2.8 #2015#: CLK Contact ("CLK") [[EMVK] — § 5.3.4]
Applicable to CQM -IC with a contact interface (kIC)
Products
Test Method #6019#
CQM Q-Plan for IC with a contact interface (KIC):
COM Qualification Minimum Sample Size: 70
CQM Monitoring 100% control required
Changelog:
After V2.03 Technical changes (incl. editorial changes):
100% test required
AftervV2.15 Editorial changes only:
clarified that monitoring at RT and min/max Vcc and min/max CLK
suffices

The IC shall operate correctly with every CLK signal compliant with [EMVK], § 5.3.4 being
connected to the CLK Contact.
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! Note

5.2.9 #2016#:

The note “The ICC shall not be damaged ...” in Table 5 in [EMVK], § 5.3.4 shall be interpreted
as the maximum voltage being applied to the CLK contact being Vcc+ 0.3 V and the
minimum voltage being applied to the CLK voltage -0.3 V. There is no time limitation for the
voltage being in the range between the nominal values in the table and the extended values
in the note.

In addition, whatever the class of the IC, the current flowing through the CLK-contact
(Icwk) of the IC shall be between -100 pA and +100 pA depending on the IC design.

For testing conformity with this requirement during monitoring, testing the IC at
minimum and maximum Vcc, and the minimum and maximum clock frequency defined in
[EMVK], and at room temperature shall be deemed compliant.

I/0 Contact ("'1/Q") [EMVKI8532]

CQM Tag #2016#
CQM Requirement 5.2.9 #2016#: 1/0 Contact ("I1/0") [EMVK] 85.3.2]
Applicable to CQM -IC with a contact interface (kIC)
Products
Test Method #6020#
CQM Q-Plan for IC with a contact interface (KIC):
CQOM Qualification Minimum Sample Size: 70
CQM Monitoring 100% control required
Changelog:
After V2.03 Technical changes (incl. editorial changes):
100% test required
AftervV2.15 Editorial changes only:
clarified that monitoring at RT and min/max Vcc and min/max CLK
suffices

The 1/0 contact has two modes, of which the reception mode is the default mode. The IC
shall only switch to Transmission Mode to transmit data.

In the absence of the clock signal, or when in transmission mode, the IC shall continue its
operation un-influenced by the voltage level on the 1/0 contact or the current flowing
through it.

The IC shall be able to withstand intermittent short-circuit conditions between 1/0 and
Vcce, or GND, of any duration and at all times during its operation without incurring any
damage or degradation to its performance.
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5.2.9.1 Reception Mode

When in reception mode, the IC shall observe the voltage level on the I/0 contact and shall
operate correctly with every [EMVK], § 5.3.2.1 compliant I/0 signal connected to the 1/0
contact.

The note “The ICC shall not be damaged ...” in Table 3 givenin [EMVK], § 5.3.2.1 shall be
interpreted as the maximum voltage being applied to the I/0 contact being Vcc + 0.3 V and
the minimum voltage applied to the 1/0 being -0.3 V. There is no time limitation for the
voltage being in the range between the nominal values in the table and the extended values
in the note.

! Note

In addition, the current flowing through the I/O-contact (lvo) of the IC shall be between —
1000 pA and + 20 pA for voltages between —-0.3 V and Vcc + 0.3 V.

For testing conformity with this requirement during monitoring, testing the IC at
minimum and maximum Vcc, and the minimum and maximum clock frequency defined in
[EMVK], and at room temperature shall be deemed compliant.

5.2.9.2 Transmission Mode

The IC shall generate an [EMVK], § 5.3.2.2 compliant I/0 signal while connected to an
[EMVK] § 5.5.2.2. compliant terminal I/0O contact.

The IC shall not incur any damage if the terminal’s I/0 contact and the IC’s I/0 contact
are both in transmission mode.

For testing conformity with this requirement during monitoring, testing the IC at
minimum and maximum Vcc, and the minimum and maximum clock frequency defined in
[EMVK], and at room temperature shall be deemed compliant.

5.2.10#2017#: RST-Contact ("RST"") [EMVKI§535]

CQM Tag #2017#
CQM Requirement 5.2.10 #2017#: RST-Contact ("RST") [EMVK] § 5.3.5]
Applicable to CQM -IC with a contact interface (kIC)
Products
Test Method #6021#
CQM Q-Plan for IC with a contact interface (KIC):
COM Qualification Minimum Sample Size: 70
CQM Monitoring 100% control required
Changelog:
After V2.03 Technical changes (incl. editorial changes):
100% test required
AftervV2.15 Editorial changes only:
clarified that monitoring at RT and min/max Vcc and min/max CLK
suffices
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The IC shall operate correctly with every [EMVK], § 5.3.5 compliant RST signal connected
to the RST Contact.

The note “The ICC shall not be damaged ...” in Table 6 givenin [EMVK], § 5.3.5 shall be
interpreted as the maximum voltage being applied to RST being Vcc+ 0.3 V and the
minimum voltage applied to RST being -0.3 V. There is no time limitation for the voltage
being in the range between the nominal values in the table and the extended values in the
note.

! Note

In addition, the current flowing through the RST-contact (Irst) of the IC shall be between -
50 pA and 50 pA.

For testing conformity with this requirement during monitoring, testing the IC at
minimum and maximum Vcc, and the minimum and maximum clock frequency defined in
[EMVK], and at room temperature shall be deemed compliant.

5.2.11#2018#: Answer-to-Reset ("ATR")

CQM Tag #2018#
CQM Requirement 5.2.11 #2018#: Answer-to-Reset ("ATR")
Applicable to CQM -IC with a contact interface (kIC)
Products -IC Module with a contact interface (kICM)
-Inlay with a contact interface (kIL, includes dIL)
-Inlay for producing IAC (IACIL) with a contact interface (kIACIL,
includes dIACIL)
-IC Module for producing IAC (iaclCM) with a contact interface
(kiacICM, includes diaclCM)
-IC Card with a contact interface (kICC, includes dICC)
-IAC with a contact interface (kIAC)
Test Method The Vendor shall define a suitable Test Method
CQM Q-Plan for IC with a contact interface (KIC):
COM Qualification Minimum Sample Size: 70
CQM Monitoring 100% control required
CQM Q-Plan for IC Module with a contact interface (KICM):
CQOM Qualification Minimum Sample Size: 70
CQM Monitoring 100% control required
CQM Q-Plan for Inlay with a contact interface (kIL, includes dIL):
COQOM Qualification Minimum Sample Size: 70
CQM Monitoring 100% control required
CQM Q-Plan for Inlay for producing IAC (IACIL) with a contact interface (KIACIL, includes dIACIL):
COQOM Qualification Minimum Sample Size: 70
CQM Monitoring 100% control required
CQM Q-Plan for IC Module for producing IAC (iacICM) with a contact interface (kiaclCM, includes
diaclCM):
COQOM Qualification Minimum Sample Size: 70
CQM Monitoring 100% control required
CQM Q-Plan for IC Card with a contact interface (kICC, includes dICC):
CQOM Qualification Minimum Sample Size: 70
CQM Monitoring 100% control required
CQM Q-Plan for IAC with a contact interface (kIAC):
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COQOM Qualification Minimum Sample Size: 70
CQM Monitoring 100% control required
Changelog:
After V1.9 Editorial changes only
After V2.03 Technical changes (incl. editorial changes):
monitoring sample size increased, correction ATS to ATR
After v2.17 Technical changes (incl. editorial changes):

Wording adjusted to allow for device status where the IC cannot
provide an ATR yet, e.g. before loading the flash memory. Wording
added to clarify that ATR check as part of a loading operation
permitted.

Afterv2.18 Technical changes (incl. editorial changes):
added to KIL test plan

The IC shall successfully pass through the ATR sequence as specified in the applicable
parts and versions of ISO/IEC 7816 and [EMVK].

The IC shall provide a response as specified for the IC in its current software
configuration:

A Loaded (Flash) and/or hard-coded (ROM) OS and application(s)
A Pre-personalization status

A Personalization status

The correct ATR shall be verified before the IC, and any component or product containing
it is shipped or forwarded to be incorporated into another CQM component or CQM
Product, or to an issuer or cardholder.

If the device does not provide an ATR due to its programming or loading status, e.g. if the
device’s non-volatile program memory has not been loaded yet and only a bootstrap
loader is active within the device, then verification of a well defined and documented
response relevant to the IC’s current status shall be considered as compliant with this
requirement.

If the correct ATR is verified immediately after the loading of flash memory, and within
the flash loading apparatus, then this shall be considered a check compliant with this
requirement. Conformity with this requirement does not require an ATR testing operation
in a device physically distinct from the loading device.
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5.3 Contactless — applicable to IC having a contactless interface (“PIC”)

5.3.1 #2019#: ESD Robustness to HBM at Antenna Pads

CQOM Tag

#2019#

CQM Requirement

5.3.1 #2019#: ESD Robustness to HBM at Antenna Pads

Applicable to CQM
Products

-IC with a contactless interface (pIC)

Test Method

#6010#

CQM Q-Plan for IC with a contactless interface (pIC):

CQOM Qualification

Minimum Sample Size: 3

CQM Monitoring None required

Changelog:

After V1.9 New

After V2.03 Technical changes (incl. editorial changes):
test frequency reduced to annual; clarified that requirement applies to
HBM

AftervV2.15 Technical changes (incl. editorial changes):
Family based sampling recommended.

Afterv2.17 Technical changes (incl. editorial changes):

Sample size reduced to 3

The IC shall continue to function normally after exposure of any of the antenna pads to
electrostatic discharges up to 3 kV (ESD model: ‘human body’ model). Particularly
regarding programmable/erasable nonvolatile memories:

A Data recorded previous to ESD exposure shall not be modified

A Programming and erasing of data shall be possible with same restrictions and
permissions as prior to exposure.

A Product Family based sampling is recommended for verifying conformity to this

requirement.

Test Method: #6010#: ESD Robustness to HBM at Antenna Pads

5.3.2 #2020+#: ESD Robustness to CDM at Contact Pads — IC connected to antenna

indICC

© 2022 Mastercard. Proprietary. All rights reserved.

CQOM Tag

#2020#

CQM Requirement

5.3.2 #2020#: ESD Robustness to CDM at Contact Pads — IC connected
to antenna in dICC

Applicable to CQM
Products

-IC with a contactless interface (pIC)

Test Method

#6016#

CQM Q-Plan for IC with a contactless interface (pIC):

COM Qualification

Minimum Sample Size: 3

CQM Monitoring

None required

Changelog:
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After vV2.03 New:
new requirement for diCC IC
AftervV2.15 Technical changes (incl. editorial changes):
Family based sampling recommended.
Afterv2.17 Technical changes (incl. editorial changes):
Reference to test method inserted; sample size reduced to 3

This requirement is only applicable to IC being connected to both an antenna and ISO/IEC
7816-2 based contacts.

The IC shall continue to function normally after being charged to a high voltage using a
high voltage source or an electromagnetic field and then this charge discharged into
ground through a resistance of less than 1 LJ with a current of at least 10 A through any
of the exposed contacts.

Particularly regarding programmable/erasable nonvolatile memories:

A Data recorded previous to ESD exposure shall not be modified

A Programming and erasing of data shall be possible with same restrictions and
permissions as prior to exposure.

Product Family based sampling is recommended for checking conformity to this
requirement.

5.3.3 #2021#: Max Input Voltage Ratings - Contactless Pads

CQOM Tag #2021#
CQM Requirement 5.3.3 #2021#: Max Input Voltage Ratings - Contactless Pads
Applicable to CQM -IC with a contactless interface (pIC)
Products
Test Method The Vendor shall define a suitable Test Method
CQM Q-Plan for IC with a contactless interface (pIC):
CQOM Qualification Minimum Sample Size: 3
CQM Monitoring 100% control required
Changelog:
After V1.9 New
After V2.03 Editorial changes only
AftervV2.15 Technical changes (incl. editorial changes):
Family based sampling recommended.
AftervV2.16 Technical changes (incl. editorial changes):
Test method reference removed as was not really a test method.
Clarified how to determine minimum for Vpp,max.

The IC shall continue to function normally after applying an alternating differential input
signal with an amplitude of V, ma between both antenna connection pads for 30 sec,
without any effective current limitation, and a frequency of 13.56 MHz.

The IC Vendor shall define Vp,ma t0 be at least the maximum voltage occurring at the

antenna connection pads when the IC connected to either reference antenna is tested for
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Note

conformity to 5.3.4 #2022#: Alternating Magnetic Fields. The IC Card contact pads
should be floating when testing for conformity with this requirement.

Ve in the above sentence refers to “Voltage-Peak-to-Peak”, not to “Programming Voltage

Contact”

For monitoring the vendor shall use adequate parameters to ensure the IC will survive the
30 second exposure defined above, but the vendor is not required to test that condition
for a period of 30 s during monitoring. It is up to the vendor to determine test parameters
for monitoring including the exposure time so the vendor can ensure the IC fulfils this

requirement.

5.3.4 #2022#: Alternating Magnetic Fields

CQOM Tag

#2022#

CQM Requirement

5.3.4 #2022#: Alternating Magnetic Fields

Applicable to CQM
Products

-IC with a contactless interface (pIC)

Test Method

#6015#

CQM Q-Plan for IC with a contactless interface (pIC):

CQOM Qualification

Minimum Sample Size: 3

CQM Monitoring

None required

Changelog:
After V1.9 New
Afterv2.17 Technical changes (incl. editorial changes):

Sample size reduced to 3

The IC — connected to any reference antenna specified by the IC Vendor — shall comply
with the requirement ISO/IEC 14443-1 clause “Alternating magnetic field”

If the vendor is not able to monitor conformity with this requirement using the
recommended test method, the vendor shall monitor the performance of the IC using
methods and parameters to be determined by the vendor, ensuring that the IC would be
compliant with the requirement if tested using the recommended test method.

5.3.5 #2024+#:IC Implementation Guideline

© 2022 Mastercard. Proprietary. All rights reserved.

CQOM Tag

#2024%#

CQM Requirement

5.3.5#20244#: IC Implementation Guideline

Applicable to CQM
Products

-IC with a contactless interface (pIC)

Test Method

Specification review

CQM Q-Plan for IC with a contactless interface (pIC):

CQM Qualification

No testing required, product specification shall state conformity.
Conformity shall be achieved by construction.

CQM Monitoring

None required

Changelog:
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After V2.03 Editorial changes only

Afterv2.19.1 Technical changes (incl. editorial changes):
Reference to 14443-1 and -2 removed, as sufficiently addressed by
EMVL

The IC Vendor shall specify at least a minimum and a maximum reference antenna, with
which, when the IC is connected to either of these antennas and integrated into a card,
the resulting ICC complies with the following requirements:

A [EMVL] -EMVCo — Level 1 Specifications for Payment Systems — EMV Contactless
Interface Specification

A CQM Requirements applicable to a PIC

Therefor the IC Vendor shall specify for each reference antenna:
A L:Inductance of the antenna

A C: Capacity between connection pads to the ICM or IC

A N:Number of windings

A Geometry of the antenna

A Restrictions or requirements for materials surrounding the antenna in the card

Where the specified IC and antenna combination is not one of the pICC classes defined in
14443-1, as may be the case in such combinations foreseen to be implemented in
watches and certain tokens, such IC and antenna combination is permitted if it complies
with the other requirements listed above.

l Note Being compliant with [EMVD] - EMV Book D — EMV Contactless Communication Protocol
Specification instead of with [EMVL] — EMVCo - Level 1 Specifications for Payment
Systems — EMV Contactless Interface Specification is permitted for some time after
introduction of EMVL. Check with Mastercard’s Type Approval team for details if needed.

5.3.6 #2025#: Carrier Frequency — Operational Range

CQM Tag #2025#

CQM Requirement 5.3.6 #2025#: Carrier Frequency — Operational Range
Applicable to CQM -IC with a contactless interface (pIC)

Products

Test Method #6023#

CQM Q-Plan for IC with a contactless interface (pIC):

COM Qualification Minimum Sample Size: 8

CQM Monitoring 8 items every Year.

Changelog:

After V1.9 | New
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AftervV2.15 Technical changes (incl. editorial changes):
Family based sampling recommended.

AftervV2.16 Technical changes (incl. editorial changes):
Replaced with reference to EMVD Carrier Frequency fS,c (picc
Reception)

The IC connected to an antenna shall comply with [EMVL] requirement 3.2.5.1 “Carrier
Frequency fs. (pICC Reception)”.

The IC vendor shall ensure that the IC conforms to this requirement when connected to
each of the Reference Antenna the IC vendor has specified.

The PIL and pICC vendor shall ensure that the IC conform to this requirement when
connected to any of the antenna the vendor uses as or provides for Mastercard branded
products.

Product Family based sampling is recommended for checking conformity to this
requirement.

Test Method: #6023#: Operational Carrier Frequency

If the vendor is not able to monitor conformity with this requirement using the
recommended test method, the vendor shall monitor the performance of the IC using
methods and parameters to be determined by the vendor, ensuring that the IC would be
compliant with the requirement if tested using the recommended test method.

5.3.7 #2026#: Carrier Amplitude — Operational Range

CQM Tag #2026#

CQM Requirement 5.3.7 #2026#: Carrier Amplitude — Operational Range

Applicable to CQM -IC with a contactless interface (pIC)

Products

Test Method #60244#

CQM Q-Plan for IC with a contactless interface (pIC):

CQOM Qualification Minimum Sample Size: 8

CQM Monitoring 8 items every Year.

Changelog:

After V1.9 New

After V2.03 Editorial changes only

AftervV2.15 Technical changes (incl. editorial changes):
Family based sampling recommended.

AftervV2.16 Technical changes (incl. editorial changes):
Replaced with reference to EMVD Power Transfer PCD to picc (picc
Reception); added clarification permitting alternate test methods for
monitoring

The IC connected to an antenna shall comply with [EMVL] requirement 3.2.2.1 “Power
Transfer PCD to pICC (pICC Reception)”.
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The IC vendor shall ensure that the IC conforms to this requirement when connected to
each of the Reference Antenna the IC vendor has specified.

The PIL and pICC vendor shall ensure that the IC conform to this requirement when
connected to any of the antenna the vendor uses as or provides for Mastercard branded
products.

Product Family based sampling is recommended for checking conformity to this
requirement.

Test Method: #6024#: Operational Carrier Amplitude

If the vendor is not able to monitor conformity with this requirement using the
recommended test method, the vendor shall monitor the performance of the IC using
methods and parameters to be determined by the vendor, ensuring that the IC would be
compliant with the requirement if tested using the recommended test method.

5.3.8 #2037#: Influence of the pICC on the Operating Field

CQM Tag #2037#

CQM Requirement 5.3.8 #2037#: Influence of the pICC on the Operating Field

Applicable to CQM -IC with a contactless interface (pIC)

Products

Test Method #6033#

CQM Q-Plan for IC with a contactless interface (pIC):

COM Qualification Minimum Sample Size: 8

CQM Monitoring 8 items every Year.

Changelog:

After V1.9 New

After V2.03 Editorial changes only

After vV2.15 Technical changes (incl. editorial changes):
Family based sampling recommended.

AftervV2.16 Technical changes (incl. editorial changes):
Replaced with reference to EMVD 3.2.3; title change to match EMVD,
previously included in #2027#; added clarification permitting alternate
test methods for monitoring.

The IC, when connected to any reference antenna specified by the IC Vendor, shall comply
with the requirement specified in [EMVL] 3.2.3.1 “Influence of the pICC on the Operating
Field”.

Product Family based sampling is recommended for checking conformity to this
requirement.

Test method: #6033#: Influence of the pICC on the Operating Field

If the vendor is not able to monitor conformity with this requirement using the
recommended test method, the vendor shall monitor the performance of the IC using
methods and parameters to be determined by the vendor, ensuring that the IC would be
compliant with the requirement if tested using the recommended test method.
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5.3.9 #2027#: pICC Requirements for Power Transfer PCD to pICC

CQM Tag #2027#
CQM Requirement 5.3.9 #20274#: pICC Requirements for Power Transfer PCD to pICC
Applicable to CQM -IC with a contactless interface (pIC)
Products
Test Method #6034#
CQM Q-Plan for IC with a contactless interface (pIC):
COM Qualification Minimum Sample Size: 8
CQM Monitoring 8 items every Year.
Changelog:
After V1.9 New
After V2.03 Editorial changes only
After vV2.15 Technical changes (incl. editorial changes):
Family based sampling recommended.
AftervV2.16 Technical changes (incl. editorial changes):
Replaced with reference to EMVD 3.2.2; title change to match EMVD;
added clarification permitting alternate test methods for monitoring.

The IC Vendor shall specify the maximum power consumption via the antenna pads and
ensure the IC operates as intended within this range.

The power consumption shall be specified such that the IC, when connected to any
reference antenna specified by the IC Vendor, complies with the requirements specified in
[EMVL] 3.2.2.1 “Power Transfer PCD to pICC (pICC Reception)”.

Product Family based sampling is recommended for checking conformity to this
requirement.

Test method: #6034+#: pICC Requirements for Power Transfer PCD to

If the vendor is not able to monitor conformity with this requirement using the
recommended test method, the vendor shall monitor the performance of the IC using
methods and parameters to be determined by the vendor, ensuring that the IC would be
compliant with the requirement if tested using the recommended test method.

. Note Operating the IC connected to a reference antenna at Hnmax Should usually reveal the IC’s
- maximum current consumption.

5.3.10#2028#: Tolerance on Power Consumption

CQM Tag #2028#

CQM Requirement 5.3.10 #2028#: Tolerance on Power Consumption
Applicable to CQM -IC with a contactless interface (pIC)

Products

Test Method The Vendor shall define a suitable Test Method
CQM Q-Plan for IC with a contactless interface (pIC):
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COM Qualification Minimum Sample Size: 8

CQM Monitoring 8 items every Year.

Changelog:

After V1.9 New

After V2.03 Editorial changes only

After vV2.15 Technical changes (incl. editorial changes):
Family based sampling recommended.

AftervV2.16 Technical changes (incl. editorial changes):

Made the testing conditions less specific, as the conditions in 2.16 made
it difficult for some vendors to conduct the test.

Afterv2.17 Editorial changes only:
Clarifcations added about intention of requirement and that typically
tested on wafer basis.

This requirement’s objective is to ensure that the IC’s current consumption remains
somewhat within specified limits while the IC is exposed to a card reader’s field, but is not
operated within one of the scenarios covered by #2027#, for example after the card has
been deactivated following an anti-collision selection, or after prolonged exposure to the
reader’s field after completion of a transaction.

The IC Vendor shall specify the maximum power consumption via the antenna pads and
ensure the IC operates as intended within the specified tolerance range.

Power consumption via the antenna pads shall never exceed 110% of the nominal
maximum power consumption specified by the vendor.

. Note Cor_1formity tq t_his requirement is typically verified at IC (Wafer) level, and not in the form of
-— an inlay or a finished card.
Itis not required that the IC is operated via an antenna while testing conformity with this
requirement. Furthermore, it is recommended that to test conformity with this requirement
the IC’s antenna pads are connected to an adequate parametric tester.

Product Family based sampling is recommended for checking conformity to this
requirement.

5.3.11#2036#: Power-off Time

CQOM Tag #2036#

CQM Requirement 5.3.11 #2036#: Power-off Time
Applicable to CQM -IC with a contactless interface (pIC)
Products

Test Method #6029%

CQM Q-Plan for IC with a contactless interface (pIC):

COM Qualification Minimum Sample Size: 8

CQM Monitoring 8 items every Year.

Changelog:

After V2.16 | New
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The IC shall comply with [EMVL] Requirement 3.2.7.1 “pICC Requirements for Power-off”.

Product Family based sampling is recommended for checking conformity to this
requirement.

Test Method: #6029#: Power-off Time

If the vendor is not able to monitor conformity with this requirement using the
recommended test method, the vendor shall monitor the performance of the IC using
methods and parameters to be determined by the vendor, ensuring that the IC would be
compliant with the requirement if tested using the recommended test method.

5.3.12#2029#: Power-on Time

CQM Tag #2029#

CQM Requirement 5.3.12 #2029#: Power-on Time

Applicable to CQM -IC with a contactless interface (pIC)

Products

Test Method #6025#

CQM Q-Plan for IC with a contactless interface (pIC):

CQOM Qualification Minimum Sample Size: 8

CQM Monitoring 8 items every Year.

Changelog:

After V1.9 New

After V2.03 Editorial changes only

AftervV2.15 Technical changes (incl. editorial changes):
Family based sampling recommended.

AftervV2.16 Technical changes (incl. editorial changes):
Requirement aligned to EMVD picc Requirements for Power-on; TM now
EMVD; added clarification permitting alternate test methods for
monitoring.

The IC shall comply with [EMVL] Requirement 3.2.8.1 “pICC Requirements for Power-on”.

Product Family based sampling is recommended for checking conformity to this
requirement.

Test Method: #6025#: Power-on Time

If the vendor is not able to monitor conformity with this requirement using the
recommended test method, the vendor shall monitor the performance of the IC using
methods and parameters to be determined by the vendor, ensuring that the IC would be
compliant with the requirement if tested using the recommended test method.

5.3.13#2030#: Modulation PCD to pICC — Type A/B (pICC Reception)

[ cQMTag [ #2030#
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CQM Requirement

5.3.13 #2030#: Modulation PCD to pICC — Type A/B (pICC Reception)

Applicable to CQM
Products

-IC with a contactless interface (pIC)

Test Method

#6030#

CQM Q-Plan for IC with a contactless interface (pIC):

CQOM Qualification

Minimum Sample Size: 8

CQM Monitoring 8 items every Year.

Changelog:

After V1.9 New

Afterv2.15 Technical changes (incl. editorial changes):
Family based sampling recommended.

AftervV2.16 Technical changes (incl. editorial changes):

Replaced with reference to EMVD. Renamed to sync with EMVD
Naming; added clarification permitting alternate test methods for
monitoring.

Type A IC connected to any reference antenna specified by the IC Vendor shall comply
with [EMVL] 3.3.3.1 “Modulation PCD to pICC — Type A (pICC Reception)”

Type B IC connected to any reference antenna specified by the IC Vendor shall comply
with [EMVL] 3.3.5.1 “Modulation PCD to pICC — Type B (pICC Reception)”

Product Family based sampling is recommended for checking conformity to this

requirement.

Test Method: #6030#: Modulation PCD to pICC — Type A/B (pICC Reception)

If the vendor is not able to monitor conformity with this requirement using the
recommended test method, the vendor shall monitor the performance of the IC using
methods and parameters to be determined by the vendor, ensuring that the IC would be
compliant with the requirement if tested using the recommended test method.

5.3.14#2031#: pICC Requirements for Load Modulation

CQOM Tag

#2031#

CQM Requirement

5.3.14 #2031#: pICC Requirements for Load Modulation

Applicable to CQM
Products

-IC with a contactless interface (pIC)

Test Method

#6031#

CQM Q-Plan for IC with a contactless interface (pIC):

CQOM Qualification

Minimum Sample Size: 8

CQM Monitoring 8 items every Year.

Changelog:

After V1.9 New

AftervV2.15 Technical changes (incl. editorial changes):
Family based sampling recommended.

AftervV2.16 Technical changes (incl. editorial changes):

Replaced with reference to EMVD; renamed to equivalent section name
in EMVD.
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